SCOoffice Mail Server

Administrator's Guide

The SCO Group






Administrator's Guide
by The SCO Group

The software described in this manual may only be used in accordance with the terms of its license agreement.

NO WARRANTY. This technical documentation is provided AS-1S. The SCO Group does not warrant that it is accurate, complete or error free.
Any use of the technical documentation is at the risk of the user. The SCO Group reserves the right to make changes without prior notice.
Copyright© 2001-2003 Caldera International, Inc, d/b/a The SCO Group ("SCQO")

All Rights Reserved.

No part of this document may be copied or translated to another language without the express written consent of The SCO Group.

SCO, the SCO logo, OpenLinux, and Webmin are trademarks or registered trademarks of Caldera International, Inc., d/b/a The SCO Group
(pending shareholder approval) in the U.S.A. and other countries.

DRAC was written by J. Gary Mills and is copyright the University of Manitoba 1998.

Linux is a registered trademark of Linus Torvalds.

UNIX is a registered trademark of the Open Group in the U.S. and other countries.

UnixWare is a registered trademark of the Open Group and used under excludive license.

All other trademarks are the property of their respective owners.

The SCO Group

355 South 520 West, #100
Lindon, Utah 84042-1911 USA
WWW.SCO.com

Document version: 2.0
3 January 2003






Table of Contents

[ =1 7= o] USROS 9
How Can We Improve ThiS BOOK?2.......cc.c ettt s e 9

1. About the SCOOffICE MAII SEIVET .....c..oiuiieiee e bbb 11
2. Configuration and AdMINISTFAtION .........cc.ooiieiierieirere e e 15
AdMINISTratiVe INTEIMACES........ciieieeireeire et 15
SEIVEE IMANAGET ...t ctieteeeiee ettt sttt sttt sbe e s b e e s atesbe e beessaesareebeesaeesanesnbeens 15
PreferenCes MaANAQEL........cccvii i seree e se ettt aesee s esessesaessenseneenes 15
Command line UtilitieS aNd SCIIPLS.......ccviviirerereee e re sttt saeeenens 16

LT =T o] g Tor= VT | (] 1 1= PSR 19

The admin AdMINISTratiVe ACCOUNL........ccciiiieirieeriee ettt neas 20
Aliasing root Mail to SC@fficeMail Server admin MailboX..........cccceevvrriinnineicnenene 20

IMPOItING USEE DALAL......c.ciiiiiiieiirieiiriee ettt es 21
IMPOrtiNG MaAITDOXES.....c.iiiiiiieirte bbb bbb 21

IMPOTEING USEIS ..ottt bbb bbb 22

IMPOMtING AlIBSES..... vttt eb e 22

SYSEEM SEIINGS ... uereete ettt ettt b e ettt b et bbbt se b e b 22
Licensing and Registering SCO ProdUCLS...........couoeirrirnienereereesee e 23

Changing the admin PASSWAIG..........cccocoiiiiriiireeneeneeiesesee e 23

Managing Global User ACCESS PriVIIEGES.........coiiiiirireree e 24

Managing Mail SEIVICES ........cuiiirieiree e 25

Managing JUNK MalL...........ooiiee e 26

at Command Output t0 ro0t MailDOX........coiiiriereeerese e e 27

Running SC@fficeMail Server UtilitieS From SCHPLS.......ccooiiiiireirrere e 27
ENnabling WebMail SEIVICE. .......cco ittt s e 28
Using Volution System Management SEIVICES. ........ooeoeerirerieriereeeresie s s 29
Working With VOIUtION MANAGET..........cooiiiiiieieeeiere et 30

3. Ml ADMINISTFALION ...ttt ettt e bbbt b b e e e et e st ea e s b e b e 33
Managing Mail DOM@INS........c.ccviieriieiese s e e e e s tesraetesreennesnesnnennens 33
ADOUL Mail DOMAINS.......eitiitiiieieeeee ettt b e e sn e 33
Configuring Mail DOM@INS........cccviiieeieieeese e ae e sse e e sreeneennes 33
Configuring VIrtual DOM@INS.......ccccveieiieiesiereseeieete e seseesessesses e seessessesaeessessessesseseensnsens 34

= Ve F= Lo T To LY, VT 0 EST=Y SR 34

RV 2T U =T P STS 35

Setting Mail QUOLAS........cveieiee et e e resreseeseeneenens 36

FINA USEF...ceieet bbbt bbbttt et 37

(O 1T (SIS = oS 37

D=1 1= I 1S Y 39

MaNagiNg Mail AlIBSES......c.coueuiiriiiriiie bbb bbb 39



RN LT 1= T 40

1o A 1T T - 41

(O == L= 1= TS PSR 41

D TCT [ (A [T T R 43
BACKUD AN RESIOME......oiiticiieee bbbttt a e 43
Backing Up the SCOfiCEMAI] SEIVEL.........ccoiiiiirirerere e 43
Restoring Accidently Deleted EMaLL..........ccoeiriinninnieere e 44
Configuring Failover Scripts for the S@ficeMail Server in a Cluster Environment.....44

MaUl DIrECIOIY RECOVETY.....cecuiiitiieiiirttrtees ettt bbbt bbbt 44
Reconstructing MailbDoX DIF@CLOMES........coueirieirieiririeriese e 45
Restoring the Mailbox List Database...........cocceieirrinrireere e 45
Restoring SUDSCHPLION FIlES......c.iiiiiieiie et 46

Y = T F= To [ g To @4 1= | £SO a7
Client ADMINISIFALION........iteieeeteeere et bbb ettt b e s bt e e e st b e s b s ee b e e e e ens a7
ENabling Mail ClIENT USEIS......c.coiiiiii ettt et b e b s e a7
Enabling OULIOOK ClIENT USEIS.......ccoiiiieieeseeeeste ettt 48
Enabling Netscape Messenger ClIeNt USEIS........ccccveveveieieereseceesie e s 53
Enabling Eudora Mail Client USEIS.........cccoiieieriiceeee et 55
Enabling KMalil ClIENt USEIS.......ccvciiiiceee sttt s 61
Enabling IMP Webmail ClIent USELS........ccccvveiecieese ettt 63
Managing ClieNt Pref@renNCES. ... ..ottt esne e nneas 64
PrEfEIENCES. ...t 65
USBIS ...ttt e 66
ATTBSES. ... r e 67

LIRS =T o1 U ] 1SS RSP PRSN 69
Preventing Open Malil REIAY.........coiiiriireire et 69
AVOIAING VITUSES. ...eeectiietite ettt ekt bbbt b et b ettt be s 69
Integrating Anti-ViruS SOWAIE.........ccvririiirieiiee e 69
Filtering INCOMING EMAIL........cooiiiiiie e 70
Using Sophos MailMonitor With the SGificeMail Server.........ccovvevneineinnieneene, 71
ENADING SSL...eiiieiiet bbb bbb 73
6. Managing SCQoffice Mail Server COMPONENIS.......c.ciiiirireeree e 77
Advanced OpenLDAP CONfIQUIALION...........cireuiririeirieirieereee st 77
OpenLDAP Configuration ParameterS.........cocereereennenesee s 78
Relocating the OpenLDAP Database.........ccoco e 78
Configuring a Remote OPENLDAP SEIVEL.......cccoiirirereereeeeere et eeneas 79
Configuring an Alternative LDAP SEIVEL..........ccccciiiiriiereeeerese et 79
Advanced PostfiX CoNfigUIatiQn............oooriiiii e e e e 80
Postfix Configuration ParametersS..........cocoiiiiiiriinree e e 80



Relocating the Postfix MeSSage QUEBUE.........ccceeceeerere e e e 83

Managing Large Messages and AttaChments..........coververrenenneneneesee e 83
Advanced Cyrus CONfIQUIALION..........cuieireireenrerer e 84
Cyrus Configuration ParameterS.........cocceveereiereienseresesesiee e s 84
Relocating the Cyrus MeSSage STOKE........ccviiriiriiire e 85






Preface

This book introduces the SCO SCOoffice™ Mail Server (hereafter '@f@@Mail Server"), a highly
reliable, scalable messaging server that runs on Linux® platforms. This book is intended primarily for
SCofficeMail Server administrators, as well others who install and maintainSf@@Mail Server
software.

Portions of this book are also intended to be read from &@¢@Mail ServerServer ManagerHelp

screens. That is, when you click btelp in the Server Manager, you will see one of the chapters or
sections of this book, which are intended to provide background information necessary to manage your
SCofficeMail Server preferences. You can follow the links within each section to see the Table of
Contents and other topics.

This Administrator’s Guidds available online after the product is installed, and in HTML and PDF
formats on the SCafficeMail Server distribution media.

We recommend that you consult the Preface ofGle¢ting Started Guidéor important information
about:

« SCOofficeMail Server documentation

+ viewing SCfficeMail Server online documentation

« SCO Technical Support, including:
- product registration
. Late News about product features and enhancements
« SCO Self-Help Services

How Can We Improve This Book?

What did you find particularly helpful in this book? Are there mistakes in this book? Could it be
organized more usefully? Did we leave out information you need or include unnecessary material? If so,
please tell us.



Preface

To help us implement your suggestions, include relevant details, such as book title, section name, page
number, and system component. We would appreciate information on how to contact you in case we
need additional explanation.

Note: Technical Publications cannot provide technical support. For answers to technical questions,
please contact your software vendor or your support representative, or refer to the “Technical
Support” section in the Getting Started Guide.

To contact us with documentation-related questions or comments, email us at
<techpubs@caldera.com >.

Thank you.
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Chapter 1. About the SCO office Mail Server

SCOofficeMail Server is a messaging server product built around directory services and
industry-standard open source components. The design goals of thefl8€Mail Server required:

ease of use.

ease of management.

stability.

security.

ability to integrate with popular email clients.

superior performance in all these areas than competing solutions for small and medium businesses.

platform neutrality.

The principle components of the SGfficeMail Server are:

OpenLDAP (directory services)

The SC@fficeMail Server uses a Lightweight Directory Access Protocol (LDAP) directory to store
information concerning mail accounts, mail aliases, and the mail domains configured on your
server. OpenLDAP is the directory server for the SfifldeMail Server. Both personal and

corporate user information and mail authentication are all stored in the directory and now easily
managed using thBerver Manager.

Postfix (MTA)

The heart of any messaging server is the Mail Transfer Agent (MTA), which is responsible for
gueuing and routing of email messages, handling mailing lists and aliases, and forwarding email.
Postfix is the Mail Transport Agent for the SGfiiceMail Server. Unlike other MTA systems

before it, Postfix (originally known as IBM Secure Mailer) was designed explicitly with security in
mind. Postfix has been configured to query the LDAP directory for information needed to deliver
mail to the correct Cyrus inbox and to resolve mail aliases.

Cyrus (message store)

The message store is used to store mail folders. The Cyrus message store provides access to
personal mail through the Internet Message Access Protocol (IMAP4) and Post Office Protocol
(POP) via its IMAP and POP server. IMAP and POP servers are key components that allow email
clients to connect to the server and fetch mail. The Cyrus server differs from other message store
and IMAP server implementations in that it is run on "sealed" servers, where users are not normally
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Chapter 1. About the SCOoffice Mail Server

permitted to log in. The Cyrus server queries the LDAP directory for authentication of users using
thepam_ldapinterface.

The Cyrus message store is stored in parts of the filesystem that are private to the Cyrus system and
all user access to mail is only through clients using the IMAP and POP3 protocols. This means that
SCOofficeMail Server mailboxes are not compatible with traditional UNIX or Linux flat file

mailbox format and you will not be able to access them usiagx or any other client that does not
support IMAP or POP. However, the Cyrus database mailbox format provides a message store
which is much more scalable than the traditional flat file format. Also, users are able to access their
mail from command line utilities, but they will have to use fe&chmail utility to do so.

The SCfficeMail Server also provides:

PAM LDAP module
The LDAP Pluggable Authentication Module provides the ability for IMAP and POP services to
authenticate against passwords stored in the LDAP directory.
OpenSSL
OpenSSL is a Secure Sockets Layer communications library that provides cryptographic security
for the Cyrus IMAP and POP servers and Server Managerinterface.
Apache — webserver
The SC@fficeMail Server configures the standard Apache webserver (installed by default on Linux
platforms) to serve th8erver Managermail administration and mail client preferences interfaces.
MUA support

An email client is called a Mail User Agent (MUA). MUA functionality is often included with
Internet browsers together with calendar clients capability. The@@®Mail Server supports
standard mail clients, and it provides a user management interface to enable server-based
functionality on Outlook clients.

local delivery agent

MTA's do not communicate directly with the message store, rather they call a local delivery agent,
which is a simple program that knows how to place a mail message in a given user’s inbox. The
local delivery agent for the SQifficeMail Server is the Cyrudeliver program.

12
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Chapter 2. Configuration and Administration

Administrative Interfaces

The SCfficeMail Server includes these administrative interfaces:

« Server Manager
- Preferences Manager

- Command line utilities and scripts

We also recommend that you familiarize yourself with platform-specific graphical administrative tools.

Server Manager

The principle graphical interface for S@@iceMail Server administration. It provides mail server
administrative screens accessible only by administrators with the login resdmer?.

By default, theServer Manageris served by the Apache webserver at:
https:/hostnamémsg

wherehostnameis the value returned by tHestnamg1) on the SCOfficeMail Server system.

Note: SSL (Secure Socket Layer) connections are enabled by default in the SCOoffice Mail Server,
allowing you to log in to the Server Manager immediately using an https URL. We strongly
recommend that you use secure SSL connections provided by the https URL whenever possible.

Preferences Manager

The SC@fficeMail Server mail client user interface. It provides client mail preference screens
accessible to all users with an active S@fxeMail Server mail account and an Internet browser. Like
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Chapter 2. Configuration and Administration

the Server Managerscreens, it is served by the Apache webserver at:
https:/hostnamémsg

although logging in with a user mail account displays a different set of screens. For more information
about client preference screens, see “Managing Client Preferences”.

Command line utilities and scripts

Although most administrative functions can be managed wittS#r@er Manager, the following
command lines utilities are also available:

imapcp(8)
migrate existing IMAP mailboxes to S@@iceMail Server

msgaclget(8)

get current state of LDAP access controls

msgaclset(8)

modify the state of LDAP access controls

msgaliasadd(8)

add a member to a SQ@HiceMail Server alias

msgaliascreate(8)

create a new SCalficeMail Server alias

msgaliasdelete(8)

delete a SCOfficeMail Server alias

msgaliaslist(8)

list attributes of a SC6fficeMail Server alias

msgaliaslistall(8)

list attributes of all SCOfficeMail Server aliases

16



Chapter 2. Configuration and Administration

msgaliasmigrate(8)

migrate mail alias file members to SGfficeMail Server LDAP datastore

msgaliasremove(8)

delete a member from a S@BiceMail Server alias

msgaliasreplace(8)

modify the restricted setting or the description of a SeeMail Server alias

msgcalendarlistnodes(8)

query SCfficeMail Server calendar node information

msgdomaincount(8)

list the names and descriptions of all S@fficeMail Server mail domains

msgdomaincreate(8)

create a new SCalficeMail Server mail domain

msgdomaindelete(8)

delete a SCoOfficeMail Server mail domain

msgdomainlist(8)

list the description of a SCaificeMail Server mail domain

msgdomainlistall(8)

list the descriptions of all SCaificeMail Server mail domains

msgdomainmodify(8)

modify the description of a SCé¥ficeMail Server mail domain

msgdomainmove(8)

rename a SCafficeMail Server mail domain

msgimpsetup(8)

configure IMP mail client to work with the SGffficeMail Server Cyrus server

msgldaphost(8)
configure the SC6fficeMail Server LDAP host

17



Chapter 2. Configuration and Administration

msgservicelist(8)

list the status of a SCa¥ficeMail Server system service

msgservicelistall(8)

list the status of all SC@fficeMail Server system services

msgsievebuild(8)

rebuild SCfficeMail Server user mail filters

msguninstall(8)

remove the SCOfficeMail Server from a host system

msgusercreate(8)

create a new SCafficeMail Server user

msguserdelete(8)

delete a SCOfficeMail Server user

msgusergetaliases(8)

list SCofficeMail Server alias membership for a specified user

msguserisadmin(8)

determine admin privileges of a specified S@fizeMail Server user

msguserlist(8)

list SCOofficeMail Server user attributes

msguserlistall(8)

list all SCQOofficeMail Server users’ attributes

msgusermigrate(8)

migrate/etc/passwanembers to SCafficeMail Server LDAP datastore

msgusermod(8)
modify SCbfficeMail Server user attributes

msguserpw(8)

change a SCafficeMail Server user’s password

18



Chapter 2. Configuration and Administration

These utilities are called from tHept/Isb-sco.com/msg/bitirectory. If you use them frequently, you
might want to addopt/Isb-sco.com/msg/bin to yourPATHenvironment variable. For more
information, see their respective manual pages.

Warning

Many of these utilities form the back end for the administrative interface. This
listing does not include those utilities in /opt/Isb-sco.com/msg/bin that should only
be run by the administrative interface. Do not run the following utilities from the
command line:

« msgencrypt

« msgexec

« msggenclientconfig
- msginboxcreate

« msgroot

« msgvscan

See also Running SCifficeMail Server Utilities From Scripts.

Graphical utilities

Webmin

Webmin™ is the browser-based system administration interface for SCO Linux and Caldera OpenLinux.
It is the prefered utility for managing system functions used by the &fx@Mail Server, such as:

- network configuration, including DNS/BIND
« SSL certificate and key management

« MySQL management for Webmail components
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Chapter 2. Configuration and Administration

For more information, see "Introduction to Webmin" in fBaldera OpenLinux System Administration
Guide

The admin Administrative Account

The SC@fficeMail Server has a single administrative account naa@in This is the name you
use to log into thé&erver Managerfor administering your messaging server. It is a valid mail
account and can receive mail.

Note: Do not configure a local system account named admin; doing so will prevent the SCOoffice
Mail Server administrator from receiving mail.

Theadminaccount is managed like other user accounts as described in “Managing Mail Users”. You can
also change thadminpassword by clicking oAdmin Passwordunder theSystemmenu in theServer
Manager.

Before proceeding with SCGa¥ficeMail Server configuration, we recommend that you change the initial
adminpassword, set by default to "admin." Neither #tdminpassword nor any user password can be a

null string. You must enter a string of at least one character; we recommend that you follow conventional
password precautions as described in Chapter 8 “Changing Your SCOoffice Mail Server Password” in
theClient User’'s Guide

Caution

You must select and maintain passwords carefully to ensure the security of your
SCOoffice Mail Server. Insufficient password protection is a security risk.

Aliasing root Mail to SCO office Mail Server admin Mailbox

Theroot mail account is used by several OpenLinux programs to log various activities. This mail is

20



Chapter 2. Configuration and Administration

normally sent to theoot mailbox in/var/spool/mail/root However, becaus®ot's mail is not kept in a
SCofficeMail Server mailbox, this mail is not accessible using either POP or IMAP protocols.

If you wish to haveroot's mail accessible using IMAP or POP, we recommend that you create an alias
calledroot in the primary mail domain and addiminas its only member. This will cause all mail
addressed tmot to go to the SCOfficeMail Server mailbox for thedminuser. Since thadmin

account is privileged, we recommend accessing that account from SSL sessions only.

Importing User Data

The SC@fficeMail Server enables you to migrate user data from existing UNIX system mail
configurations by converting existing data files into LDAP datastores. You can import:

- mailboxes
. users

- aliases

Note: In this SCOoffice Mail Server release, user data can only be imported from UNIX and Linux
systems. Future SCOoffice Mail Server releases will include the capability of importing data from
Microsoft® Windows and Exchange systems.

Importing Mailboxes

Existing mailboxes can be imported to the S@fizeMail Server using any IMAP-capable mail client.

For existing IMAP mailboxes:

« Administrators can migrate existing IMAP mailboxes from the command line using the
imapcp(8) utility.

- Mail client users can drag their IMAP mailbox from the previous server to the IMAP mailbox on
the SC@fficeMail Server.

21



Chapter 2. Configuration and Administration

For existing POP mailboxes:

Once mail client users have downloaded their POP mail, they can upload it from their client to their
SCofficeMail Server IMAP mailbox.

Importing Users

Use themsgusermigratemigration utility to convert UNIX systenfetc/passweantries to an LDAP
datastore. To do so, copy the existitlegic/passwand/etc/shadowiiles to atmpdirectory on the
SCofficeMail Server system and rumsgusermigrate For more information, see the
msgusermigrate(8) manual page.

Warning

Make sure that none of the UIDs in the imported /etc/passwd file exist as system
users on the SCOoffice Mail Server system. Do not use the msgusermigrate
utility in an attempt to create SCOoffice Mail Server mailboxes for existing system
users; doing so will result in failed mail delivery to the SCOoffice Mail Server
accounts. If you must have system users on your SCOoffice Mail Server system,
make sure that their SCOoffice Mail Server UserID is different from their system
uids.

Also, be sure that the imported /etc/passwd does not contain an admin account. If
you attempt to import a duplicate admin account, you might disable the SCOoffice
Mail Server.

We recommend that you carefully review the contents of the imported /etc/passwd
file before running the msgusermigrate utility.

Importing Aliases

Use themsgaliasmigratemigration utility to convert UNIX system mail alias file entries to an LDAP
datastore. To do so, run it on an importihsesfile or the local /etc/mail/aliasedile. For more
information, see the msgaliasmigrate(8) manual page.
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Chapter 2. Configuration and Administration

System Settings

Licensing and Registering SCO products

You must License and Register the SCOoffice Mail Server. You license the SCOoffice Mail Server when
you install it. Other SCO products will prompt you for license information during their installation
process. Registration is done through the SCO registration application available on the web at
http://www.sco.com/registration Registration activates your one year subscription to SCO Update, a
repository for SCOoffice software fixes and updates, for a period of one year.

Warning

If you defer licensing during installation, your software product is in 60 day
evaluation mode and will expire unless a license is provided within that timeframe.
The number of user licenses provided in 60 day evaluation mode is not limited.
After the expiration period, you must supply both user and server licenses or the
SCOoffice Mail Server management tools will cease to function.

Use the Licenses screen to license the SCOoffice Mail Server software and manage user licenses. The
following three items on the Certificate of License and Authenticity are your "license" and are always
used in conjunction with one and another:

Serial Number
A unique number identifying each SCO product.

Activation Key

A license code which activates the product.

License Data

Additional license information needed to activate some products. This field is not always present on
the Certificate of License and Authenticity, and is not required for licensing in those cases.

Should the 60 Day evaluation period expire, before a license is applied, the web-based management
interface will cease to function. It is still possible to enable licensing from the command line using:

brand -g serial_number activation_key [optional_license_data]
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Chapter 2. Configuration and Administration

Changing the admin Password

You can use th&erver Managerto change the password for tadminadministrator account:

1. IntheSystemmenu, click onAdmin Password
2. Enter and confirm the new password value in@@ange Passwordcreen

3. Click on Apply to complete the change.

You can also change tlaiminpassword in th&/iew Usersbut it is more direct to use this method in the
Systemmenu.

Managing Global User Access Privileges

You can use th&erver Managerto set global access privileges for users in all mail domains controlled
by the SC@fficeMail Server.

In the Systemmenu, click onUser AccessYou can grant or deny these privileges globally:

Users can change their own password

Controls whether users can change the value of their mail account password via tbfi &Dail
Server admin user configuration interface.

Users can change their own profile

Controls whether users can change their profile parameters as described in “Managing Mail Users”.

Users can create mail aliases

Controls whether users can create mail aliases within thedfié®Mail Server directory using the
Server Manageruser configuration interface.
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Chapter 2. Configuration and Administration

Note: When you change these settings, Preferences Manager screens for users currently logged in
are not changed dynamically. We recommend that you alert SCOoffice Mail Server users when
global or individual changes are made to their privileges.

Managing Mail Services

The Server Managerallows you to view the status and perform certain actions on thed#fc@Mail

Server component servers. In tBgstemmenu, click onMail Servicesto view the list of configured

services. Click on the service name to display its status, the PID of the active process, and the command
that launched it. You can also take the followiggrvice Actions

« cyrus IMAP/POP Server
Start/Stop
Start or stop the server
- docview- OpenLinux Documentation Server
Start/Stop
Start or stop the server

Restart

Stop and restart the server

Reload

Reload DocView configuration files

- |dap - OpenLDAP Directory Server

Restart

Stop and restart the server

Note: Stopping the LDAP server disables the Server Manager ; this can only be done manually.
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« postfix - Mail Transport Agent (MTA)
Start/Stop
Start or stop the MTA

Restart

Stop and restart the MTA

Reload

Reload MTA configuration files

Mail services can also be controlled from the command line using staimdastripts:

letc/rc.d/init.d/ service [ start|stop|restart|reload ]

Managing Junk Mail

The Server Managerallows you to control access to the Realtime Blackhole List (RBL) mail filtering
service. Click on:

Reject messages

to enable RBL service

Don’t use RBL

to disable RBL service

Then click onApply to complete the change.

Note: RBL is a subsciption service that must be contracted before mail is filtered. For more
information, see “Junk Mail Filtering”.
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You can also make the simple BCC filter available by granting indivitilssr Accesrivileges for junk
malil filtering or by setting a default for user creation; see “Junk Mail Filtering” for more information.

at Command Output to root Mailbox

SeveralServer Managerbackend utilities schedule jobs with th1) command, which sends output to
theroot user’s system mailbox. The following actions will generate spurious warning maioto

« creating or deleting a domain

- changing any of th&Jser Acceswalues in theéServer Manager Systenmenu

The warning message varies on the supported platforms, but in all cases it will be output captured by the
at command. These messages can be safely ignored.

Theroot user’s mailbox igvar/spool/mail/root you should examine and clear this file regularly. You
might also want to aliasot's mail to the SC@fficeMail Server mailbox for the@dminuser, as
described in “Aliasing root Mail to SCOoffice Mail Server admin Mailbox”.

Running SCO office Mail Server Utilities From Scripts

All SCOofficeMail Server utilities require some form of authentication, but it is not practical to enter the
administrator's password every time a S@ficeMail Server utilities is invoked, especially if many
executions are desired.

The preferred method is to pipe thdminuser’s fully qualified LDAP name (distinguished name) and
password to the utility. This is because it is a security risk to store a password in a file or to pass it as a
command line argument, which would be visible tpsgl) listing. The administrator’s LDAP

distinguished name is contained in tle¢c/opt/Isb-sco.com/msg/msg.cdité in the ADMINDNvariable.

A script can prompt for theadminpassword once and pipe it to as many (f@eMail Server utilities

as needed after that.

Here is an example using a SGfficeMail Server utility in an OpenLinukash(1) shell script:
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# Get the password in a safe way.

# If you need to run the script non-interactively, you can enter
# the password directly in the script and bypass this section.
echo -n "Enter administrators password : "

stty -echo

read password

stty echo

# Need to echo a newline after getting the password.
echo

# Get the admin distinguished name from msg.conf.
admindn='grep ADMINDN /etc/opt/Isb-sco.com/msg/msg.conf | sed S/ADMINDN://

# Issue a command; use ADMINDN from msg.conf,

# although you can specify any user's DN there if desired.

cat « DONE | /opt/lsb-sco.com/msg/bin/msgusercreate -uid=userQ -
domain="hostname -f'

$admindn

$password

DONE

Enabling Webmail Service

The SC@fficeMail Server provides Webmail service with the IMP (Internet Messaging Program)
webmail client and Horde framework, which are enabled by default. At installation, thefBc&Mail
Server:

- configures thenysql database engine to work with the horde database, which is used to store user
information.

« sets the horde database password to the value é&\ettribute, which is stored in thmsg.con(5)
file. The system administrator can change this password using the utility:

lusr/libexec/horde/database/dbpasswd.sh

Note: Later versions of the horde package might store this utility in
lusr/lib/horde/database/dbpasswd.sh
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You will need this password if you want to make changes to your Horde or IMP configuration files.

. starts themysgl daemon and sets it to run by default.

SCOofficeMail Server users can access the IMP webmail client immediately by pointing their browsers
at https:/hostnameéhorde/imp as described in “Enabling IMP Webmail Client Users”.

To disable Webmail service:

1. Disable defaulmysgl daemon startup by editing ttetc/sysconfig/daemons/myfitg and changing
the ONBOOPparameter téno" .

2. Stop themysql daemon using either:

Webmin (SCO Linux and Caldera OpenLinux only)
In the Serversscreen, click otMySQL Database Server then click onStop MySQL Server.

command line

Enter/etc/rc.d/init.d/mysql stop

For more information, see the Horde and IMP documentation, available from thefi€é&M™ail Server
webpage in DocView.

Using Volution System Management Services

The Caldera Volution platform includes two system management and administration products that are
compatible with the SCafficeMail Server:

Volution Manager (VM)

This Web-based management system enables administrators to manage the network with profiles
and policies, without having to individually manage each system. Based on LDAP directory
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services, it can be configured to provide hardware and software inventory, software distribution,
health monitoring of systems, printer configuration and scripted scheduled actions. It consists of:

Volution Manager Server

A server system running VM Server software. This includes the computer creation daemon
(volutionced) which adds VM Client computers to the directory structure, the DENS daemon
(densd which acts as an event scheduler, and the software repository daeohativfisrd)

which adds distributable package objects to the software repository.

Volution Manager Client

A Linux or UNIX system that can be managed by the VM Server. Each installed client runs the
VM Client daemon Yolutiond) which includes support for OpenSLP, the protocol the client
uses to locate the VM Server.

Volution Manager Console

A browser-based interface used to perform management tasks. Once the VM Server and VM
Clients are installed and configured, the VM Management Console is where Volution system
management takes place.

\Volution Online

A proactive, subscription package management system. It tracks thousands of RPM packages,
tracks alerts against these packages, and facilitates updates to your systems.

Working With Volution Manager

Volution Manager and the SGiificeMail Server can reside:

on the same machine

Both the Manager Server and S@fficeMail Server Volution services can coexist on the same
Caldera OpenLinux server, sharing the same OpenLDAP directory server. No special installation or
configuration is required, simply run the installations for both products on the same system.

The Manager Client and SQfficeMail Server can also coexist together on the same machine,
facilitating simple remote management of the SiEfl@eMail Server platform.
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on different machines

The Manager Server and S©GfficeMail Server can also share the same OpenLDAP server but
reside on different systems. In this configuration, the 8ffiGeMail Server has to be configured to
recognize a remote LDAP server as described in “Configuring a Remote OpenLDAP Server”.

The Volution Manager and Messaging Server can work together to provide:

software distribution and maintenance

Volution Manager can be used to supply updates, patches, fixes, or advanced configuration changes
to a SCfficeMail Server system when the VM Client is installed on the same system.

system monitoring

Volution Manager can detect system problems on a &ic@Mail Server system with the VM

Client installed. Volution Manager can be configured to notify staff or take corrective action for a
range of problems, such as poor network performance and approaching disk space limits. Many
standard alerts are pre-configured with the Volution Manager product.

email alerts

Volution Manager can also be configured to notify administrators of problems using email
messages. In this case, the SEEfi@eMail Server can be used as the email server that delivers these
notifications to designated recipients. The SfffleeMail Server can also redirect messages to

Linux applications (such as a helpdesk application).

For more information, see the Volution Manadatministration Guide
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Managing Mail Domains

About Mail Domains

A mail domainis a name used for mail delivery that describes the site where a computer is located and
generally includes the machine (host) name, a department (optionally), and the site’s organization or
country. In its default configuration, a system has exactly one IP address associated with each network
interface and it has exactly one system and domain name.

The default configuration for the S@BiceMail Server assumes there is only one mail domain, with the
same name as the system domain name, and one set of mail users who are addressed to that system
name. This is sufficient for most simple mail systems.

The SC@fficeMail Server also enablesrtual domains You can create virtual domains if you want

multiple mail domains presented from a single mail server. 8ii€@Mail Server mail domains can be

either attached to actual physical network interfaces or they can be virtual. There is no difference in how
you configure them using tH&erver Manager. The only requirement is that all mail users and mail

aliases under that domain must have addresses which are qualified by the domain’s name. For example, if
you create a virtual domairabc.com and create a mail account under that mail domain, the

corresponding user must have an address of the fasarhame@abc.con.

Note: Creating a mail domain in the SCOoffice Mail Server does not configure a new network
address nor does it configure DNS for the domain names. It only configures the mail system to
accept mail addressed to that mail domain. Network interfaces and name resolution can be
managed efficiently with the Webmin interface; see the Caldera OpenLinux System Administration
Guide for more information.

A postmaster alias is created automatically in new domains with the "admin" administrator account
as its sole member. This alias should not be deleted from the domain.
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Configuring Mail Domains

In the Server Manager, click on these buttons in tHeomainsmenu to:
View Domains
Lists the mail domains controlled by the SGfficeMail Server.

Create Domain

Enter a mail domain name and description.

Delete Domain

Deletes the domain names you select.

The SC@fficeMail Server supports multiple mail domains, with user and alias lists displayed in
per-domain views. To switch to a different domain, select it fromRQbenain box in the upper right of
the screen.

To change domain names, including the primary domain, useatigelomainmové8) utility. For more
information, see the msgdomainmove(8) manual page.

Configuring Virtual Domains

Before configuring the SCé¥ficeMail Server for virtual domains, you must create mail exchanger (MX)
records in DNS to resolve virtual domain names to the 8fi€eMail Server host machine. To update
DNS, use théVebmin DNS/Bind Server Module as described in "Creating a Mail Exchanger Record" in
the Caldera OpenLinux System Administration Guide

You can then create mail domains with tBerver Managerusing the new virtual domain names.

The msgdomainmove(8) utility can also be used to change virtual domain names.
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Managing Mail Users

You can create and modify mail accounts for users who receive mail on thef§€&Mail Server. The
email account includes:

- general information for the user, such as the user’'s name, password, and telephone number.

- email addressing information, including the primary email address for the user and the option of
forwarding their email to another user.

« a Cyrus inbox for the user.
- automatic reply information for extended absences.

- default filtering for unsolicited email (spam); this can be configured with the msgusermod(8) utility.

Note: If you have large numbers of users or aliases on your SCOoffice Mail Server, it may take some
time to load the View displays, and these displays may occupy many screens.

Postfix requires (as do most MTAs under requirement by RFC822) that an account for "postmaster™
exists so that messages to the address "postmaster@host.domain " can be delivered successfully.
Typically, the postmaster receives any error messages generated by Postfix. The postmaster mail
alias is created automatically during installation with the "admin" administrator account as its sole
member. A postmaster alias is also created automatically in new domains when they are added. This
alias should not be deleted from the server.

See also “Managing Global User Access Privileges”.

Use theServer Managerto enter and modify mail account information. In theersmenu, click on:

- View Users
« Find User
« Create User

« Delete User
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View Users

List all users in the selected mail domain, sortedJser ID . Clicking on theUser ID link displays
the user’s complete account information. From this display you can takelttseseActions

- Modify the listed settings

« change the admin or usePassword You can also change tlaelminpassword by clicking oddmin
Passwordunder theSystemmenu in theServer Manager.

« view and modify the user's mafuota
- view Aliasesto which the user is subscribed

. Deletethis user

Clicking onQuota lists mail quota usage for all users, sorteddoyail address . Click onemail
address to set or modify the quota.

Setting Mail Quotas

To set or modify the user’s mail quota limit, click défiew Usersand

. selectdJser ID and click onQuota, or

- select theQuota view and click on aremail address

Quota limits apply to the user’s entire mailstore, including inbox and folders. Enter a value in megabytes
of disk space; entedONEo remove the quota.

Once over the quota, no new messages will be delivered to a user’s inbox and mail will bounce. Users
will recieve a warning from their mail client when t8e Used value is over 90% of their quota limit. If

the user’s quota is near the limit when a large message is delivered, it is possibleNtB tsed value

to exceed the quota. See the msguserlist(8) for more information

Note: 0 is a legal value for mail quotas, but it will disable mail delivery for that user.

The Server Manager quota controls affect individual users; there are no global quota controls. To
assign default quotas for new users as they are created, set the —DefaultQuotaLimit ACL (Access
Control List) attribute as described in the msgaclset(8) manual page.
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It is possible to manipulate mail quotas directly as described in "Quotas" in Cyrus IMAP Server:
Overview and Concepts and the cyradm (1) manual page. However, we recommend using the
Server Manager to manage mail quotas because it is easier and less error prone than manually
editing files.

Find User

Search for a user in the selected mail domain. You can enter a full or partial word to be found in the
User ID or any of theNamefields. Click on theJser ID links in the search results to display user
information and také&Jser Actions

Create User

Create a new user. Required entries are marked with asterisks "*"; on some browsers, optional entries are
displayed when you click oMore.

*User ID

An identification name for the user which is unique for the entire messaging server (unique across
all mail domains). This is the name with which the user will authenticate for IMAP or POP access.

It must consist of alphanumeric characters and digits; hyphens (-) and underbars (_) may also be

used. Dots (.) and other special characters are not allowed. Exgogse:

Note: This name cannot be the the same as any system user name.

First Name

The first name of the user (example: "Joe").

Last Name

The last name of the user (example: "Smith").
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Note: A Display Name is created by default in the View Users menu from the first and last
names.

*Mail address

The primary Internet email address for the user. The mail domain is automatically set to the domain
listed in theServer Managertoolbar. The name used here does not have to be the sameldsathe

ID.
Note: The Mail address does not have to be the same as the User ID. For example, you might
want to create User ID joes with the Mail address joe.smith@my_company.com . If you set
User IDs and Mail addresses to be different on your system, make sure your mail client users
understand the difference; they cannot log in to the Messaging Server with a Mail address that
differs from their User ID.
*Password

The user’s password used to authenticate for IMAP/POP/LDAP access. You must confirm the
password you entered.

Work Phone

The business phone number of the user.

Mobile Phone

The mobile phone number of the user.

Home Phone

The home phone number of the user.

Pager

The pager number of the user.

FAX

The facsimile telephone number of the user.
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Title
The job title for the user.

Office Location

The physical delivery office name for the user.

Alternate Mail

An alternate email address for the user. The email address must be qualified with the name of
the mail domain under which the user resides, which is automatically set to the domain listed

in the Server Managertoolbar.

Note: This field can only be modified using the Server Manager ; users cannot do so.

Forward Mail To:
An email address to which to forward all the user’s email.

When you have entered all required and optional information, click@ate to enter the new user
account information.

Delete User

Select dJser ID to delete. When you click o8elect all the associated user information is erased
from the LDAP database. You can also delete users frorvighe Usersdisplay.

Caution

If you delete a user who is the last owner or member of an alias, the alias will be
silently deleted. Before removing a user, we recommend that you see check their
aliases; to do so, click on Aliases in their View User display. For this reason, we
also recommend that every alias have at least two owners, and that important
aliases also include the admin user as an owner or member.

You cannot delete the admin user.
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Managing Mail Aliases

You can create and modify mail aliases on the $@i©eMail Server. Mail aliases allow you to:

use a single mail address to deliver mail to a group of users.
deliver mail to a single user under a variety of user names.
map one email address to another for purposes of mail routing.
append mail to files for archival purposes.

filter or process mail through programs.

Note: If you have large numbers of users or aliases on your SCOoffice Mail Server, it may take some

time to load the View displays, and these displays may occupy many screens.

Use theServer Managerto enter and modify mail alias information. In thdiasesmenu, click on:

View Aliases
Find Aliases
Create Aliases

Delete Aliases

View Aliases

Lists all aliases in the selected mail domain, sorted\ligs . Clicking on theAlias
complete alias information. From this display you can take tidiss Actions:

Modify theDescription andMembership settings

add or remove aliaBlembers; enter names dBrowse user and alias lists
add or remove alia®wners

specifyPrograms/Filesfor the alias

Deletethis alias

link displays the
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Caution

If you delete a user who is the last owner or member of an alias, the alias will be
silently deleted. Before removing a user, we recommend that you see check their
aliases; to do so, click on Aliases in their View User display. For this reason, we
also recommend that every alias have at least two owners, and that important
aliases also include the admin user as an owner or member.

Find Aliases

Search for an alias in the selected mail domain. You can enter a full or partial word to be found in the
Alias or Namefields. Click on theAlias links in the search results to display alias information and
takeAlias Actions.

Create Aliases

Create a new alias. Required entries are marked with asterisks "*"; on some browsers, optional entries
are displayed when you click dviore.

When you create an alias, you must specify an owner and members. In addition to manually entering
individual names, you can also click @rowseto view lists of owners, users, and aliases in the current
domain. To add a owner, user or alias to the new alias, click on the plus signAdicolumn, and the
user name will be added in tli@&reate Aliasesscreen. Close thBrowsewindow when you have finished
selecting new owners or members.

*Alias

An identification name for the alias which is unique for the entire messaging server (unigue across
all mail domains), appended with the name of the mail domain under which the alias resides. This
mail domain is automatically set to the domain listed in $eever Managertoolbar.

Description

The description of the mail alias. Example: "The Company Glee Club".
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*Owner

The email address(es) of owner(s) of the alias; there must always be at least one owner. By default,
the user that creates an alias is automatically listed as an owner and a member, but this default does
not apply toadminusers, who must explicity add themselves as owners or members if desired.
Multiple owners are permitted, each of whom have the ability to modify alias attributes, add and
remove owners, and delete the alias. Only existing owners can add or remove other owners; if an
alias is restricted, only owners can add or remove members.

Note: We recommend that every alias have at least two owners, and that important aliases also
include the admin user as an owner or member.

Membership

Radio buttons indicating whether the aliagipen or Restricted; the default isOpen. Users can
add or remove themselves to or from@penalias, but a user cannot add or remove others from an
Openalias unless that user is also an owner. To add or remove themselves to &tdstricted
aliases, users must ask an owner.

*Alias Member(s)

The email address(es) of members of the alias. At least one member must be added, in a
comma-separated list. Members can be entered as:

« User IDs (if in the current mail domain ).
- aliases (if in the current mail domain ). A mail alias can contain the names of other aliases.

« complete email addresses (if in a different mail domain).

Append File

The path of a file on the system to which mail to this alias will be appended. This file must conform
to Postfix specifications for théle/name value in alias database input files; see the Postfix
aliase¢5) manual page for further information. Mail cannot be appended to files ownexbby

Only theadminuser can set this attribute.

Pipe Program

A program through which to pipe a message sent to the alias. This command must conform to
Postfix specifications for theommand value in alias database input files; see the Postfix
aliase¢5) manual page for more information. Only ta@minuser can set this attribute.
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Caution

If used improperly, setting the Append File and Pipe Program options can cause
serious system problems, such as filesystem overruns and security breaches.

When you have entered all required and optional information, clicKieate to enter the new alias
information.

Delete Aliases

Select arAlias to delete. You can also delete users fromVew Aliasesdisplay.

Backup and Restore

Backing Up the SCO office Mail Server

To protect users against accidental file deletion and catastrophic system failures, backups of the
SCofficeMail Server should be performed regularly. Particular care should be taken to make regular
(and multiple) backups of the filwar/imap/mailboxes.dlSee the discussion under “Mail Directory
Recovery " below for more information.

Linux backup utilities such atsr (1), cpio(1L), andafio(1) may be used to backup and restore the
SCOofficeMail Server. Commercial backup products are also available, which offer many additional
features including faster restore. The current list of supported backup products can be fourichie the
Newsdocument on the SCalficeMail Server documentation website:

http://www.sco.com/support/docs/SCOoffice/mail
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Caution

We recommend that you stop the Idap service using the command line with the
letc/rc.dfinit.d/Idap script before performing any SCOoffice Mail Server backup

Restoring Accidently Deleted Email

To restore a specific user’s email, simply restore the contents of the
directory/var/spool/imap/usetdserID, whereUserID is the SC@fficeMail Server unique identifier for
that user. After restoring the directory, you must run the command:

su cyrus -c /usr/cyrus/bin/reconstruct

This will inform the SC@fficeMail Server that old email has been restored and should now made
visible to users.

See also theeconstruct(8) manual pages.

Configuring Failover Scripts for the SCO  office Mail Serverin a
Cluster Environment

ReliantHA Update 1.1.2 contains sample failover scripts for configuring theoS{ceéMail Server into a
cluster environment. This update can be downloaded for free from http://www.sco.com/downloads.

Mail Directory Recovery

This section describes how to perform disaster recovery on the various databases used by the Cyrus
IMAP component of the SC@ificeMail Server. Inconsistencies can occur in these databases in the event
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of an unforseen event such as a system crash.

Should a mail system failure occur, first view the log files and try to determine what went wrong. Of
particular interest are the files:

- /var/log/imapd
- /var/log/messages

« /var/log/malil

The SC@fficeMail Server provides special tools needed to recover the IMAP databases. All of the tools
described below can be found in thesr/cyrus/bin/

Reconstructing Mailbox Directories

The largest databases in the Salfize Mail Server are stored in mailbox directories. By default the
SCOofficeMail Server mailbox directories are found und@ar/spool/imap/usedser_name

Each mailbox directory contains message files. There is one message file for each message stored on the
IMAP server. The name of each message consists of the message’s unique identifier number, followed by
adot ().

In addition to the message files, each mailbox directory also may contain theyfilessheader
cyrus.indexcyrus.cachegandcyrus.seenEach of these files contains additional information about the
mailbox which is used by the Cyrus IMAP server.

Thereconstruct utility is used to recover from mailbox directory corruption. An administrator can
recover from a damaged disk by restoring message files from a backup and runmecptisruct
command to regenerate what it can of the other files. By defaaibnstruct acts on all of the mailbox
directories on the system. After runningconstruct, you should also ruquota -f as described below.

See also theeconstruct(8) andquota(8) manual pages.
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Restoring the Mailbox List Database

The mailboxes filelvar/imap/mailboxes.dbs the most critical file in the Cyrus IMAP system. It

contains a sorted list of each mailbox on the server, along with the maillooxea rootandACL. The
commancctl_cyrusdb -r can be used to restore Cyrus database files if they become corrupt. Should that
fail, a copy of themailboxes.dlile is saved in thévar/opt/Isb-sco.com/msglirectory every time a cyrus
mailbox is created, deleted, or modified by any of the $€i©eMail Server tools. Should all else fall,

you may restore this copy to thear/imapdirectory and rurctl_cyrusdb -r. Thectl_cyrusdb utlity is
automatically run every time the Cyrus IMAP server is started

See also thetl_cyrusdb(8) manual page.

Restoring Subscription Files

The subdirectoryvar/imap/userof the configuration directory contains user subscriptions. There is one
file per user, with a filename of the userid followed by the suffixa Each file contains a sorted list of
subscribed mailboxes.

There is no program to recover from damaged subscription files. You may recover from lost files simply
by restoring from backups.
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Client Administration

Mail client software must be configured to authenticate with and receive messages from th#&CO
Mail Server. Configuration procedures are explained in “Enabling Outlook Client Users”, with
instructions for mail client users to run client configuration tools on their personal systems.

Once mail client software is configured and mail accounts created as described in “Managing Mail
Users”. See also th@élient User’s Guide

Most mail client software allows multiple mailboxes. That is, a mail client user could access several mail
accounts from the same mail client and manage the mailboxes separately. The guidelinesfiicECO

Mail Server documentation for configuring mail clients assume that onlyd@@Mail Server

accounts will be configured on the client. Although other mail accounts can be created or might already
exist, you might want to set a policy regarding your support of multiple accounts.

Enabling Mail Client Users

To enable a mail client user to access their mail from a 8i€Mail Server server:

1. Create a SCa@fficeMail Server email account as described in "Managing mail users".

2.In some cases, you must inform users whether to stNe&P or POP in the server configuration
selection screens.

3. Provide this account information to the user so they can acce§sd¢fierences Manageiand
configure their mail client software.

4.1f you are migrating existing mail users to a S@fficeMail Server installation, you might need to
inform them of potential changes to the appearance and behavior of their mail client software.

Follow the instructions in this section to enable these mail clients:

« Outlook and Outlook Express
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» Netscape Messenger
« Eudora Mail
« KMail

« IMP webmail

Note: Online Help screens in the Preferences Manager provide detailed configuration instructions
from the Client User’'s Guide. These instructions are derived from information presented in the
following sections.

Enabling Outlook Client Users

Both Outlook and Outlook Express can be configured to use the mail and LDAP directory services of the
SCofficeMail Server. Outlook Express is mainly a mail client and is distributed as a component of
Internet Explorer, which is included with Microsoft Windows operating systems. Outlook is a
full-featured messaging and collaboration client application that is included with Microsoft Office.

Under normal circumstances, only one of these clients is used at a time, although they can be run
simultaneously.

A SCOofficeMail ServerOutlook Configuration Tool is available to automatically configure these
clients.

General Outlook Client Requirements

Before running th®utlook Configuration Tool, the client MS Windows system must have:

« networking installed and configured.
- Internet Explorer 5 or greater.

« no running copies of Outlook.

No special configuration is required for Outlook Express.
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Outlook 2000 and Outlook 98 Requirements

Outlook 2000 and Outlook 98 can be installed in three configurations:

Corporate/Workgroup

required configuration if SC@fficeMail Connector for Microsoft Outlook is in use.

Internet Email Only

required configuration if SCafficeMail Connector for Microsoft Outlook is not in use.

no email

not supported for SCafficeMail Server use.

For more information regarding use of Outlook 2000 features, refer to your Microsoft documentation. In
addition, the Microsoft Knowledge Base article Q197636 describes using Outlook 2000 with an IMAP4
server. See also the Microsoft documbfitrosoft Outlook 2000 Features and Configuration Guide
available on the Microsoft website at http://www.microsoft.com/office/outlook/

Outlook Client Configuration Tool

The Outlook Configuration Tool can detect and configure both Outlook and Outlook Express clients.
When a user downloads ti@utlook Configuration Tool from thePreferences Managera custom
configuration data file for that user is generated and downloaded with the configuration program. This
data file contains email address, directory binding, and calendar information specific to the user who
downloads it.

The Outlook Configuration Tool configures two Internet Accounts for Outlook Express clients:

« Internet email - SCOoffice Mail Server
- LDAP - SCOoffice Mail Server

The Outlook Configuration Tool prepares Outlook clients depending on their mode:
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Internet Email Only mode
Configures two Internet Accounts:
« Internet email - SCOoffice Mail Server

« LDAP - SCOoffice Mail Server

Corporate/Workgroup mode

Installs and creates the "SCOoffice Mail Server" MAPI profile, which contains the following
accounts and services:

+ IMAP mailbox

« Outlook Address book (includes LDAP information)
« calendar information

+ Personal Folders

When the user starts Outlook 2000 in Corporate/Workgroup mode, the "SCOoffice Mail Server"
profile should be selected. Refer to your Microsoft Outlook 2000 documentation for further
information regarding the usage of Profiles and setting a default Profile.

Note: The Outlook Configuration Tool  does not alter existing mail accounts. If any existing
accounts need to be modified or removed, this must be done manually.

TheOutlook Configuration Tool creates a shortcut on the Desktop and a shortcut in the Outlook
shortcut bar, which when selected bring up a browser window that displays the main screen of the
SCofficeMail Server user interface. It also add¥@lution menu with a button that launches the
SCOofficeMail Server user interface.

When the Outlook configuration program completes, it removes itself from the system.

Managing Outlook Client Configuration

If the user’s mail client has not already been configured for the @f@Mail Server, instruct them to
do so:

1. Close Outlook or Outlook Express if you are currently using it.
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Note: If you are running an Outlook 2000 or Outlook 98 mail client, your mail administrator might
direct you to configure your mail client in either Corporate/Workgroup mode or Internet Email
Only mode. If this is the case, you must configure your mail client before running the
Preferences Manager .

2. Log into Preferences Managetby pointing your browser at:
https:/hostnamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access.

3. Enter your mail account name and password wherPtieéerences Managerscreen appears.

4. Click on theClient Setupin the Preferencesmenu. This displays configuration information used by
your mail client software to communicate with the S@fice Mail Server.

5. Run the client configuration program by clicking tBenfigure button. The client configuration
screen includes instructions on how to respond to further prompts.

6. In theFile Download dialogue window, seled®un this program from its current location .

Note: If you are using the Netscape browser, you may see a dialogue window indicating
“Unknown File Type”. If you see this message:

a. Click on Pick App in the dialogue window. A new dialogue window displays.
b. Type “wscript” in the box and click on OK. A new dialogue window displays.
c. Select the Open It checkbox and click on OK.

You can now proceed to the next step.

7.When prompted to configure your system with the $©eMail Server, click onYes

During the installation, you might be informed that Outlook is being started. If this is the first time
Outlook has been run on your system, you will be prompted to select a networking mode; select
Corporate/Workgroup or Internet Email Only depending on your Mail Administrator’s
instructions. If you are prompted to create an email account, clidRarcelor Closeto exit the
account creation dialog; it is not necessary to configure an account at this time.
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You might see a dialog box informing you that your Outlook client is configured in Internet Email
Only mode. If this is correct, click oMesto continue. If not, click orNo to cancel the installation,
configure your Outlook client in Corporate/Workgroup mode, and restaflibat Setup

procedure.

8. ThelnstallShield Wizard informs you that it is preparing to install the Volution S@ffice Mail
Server Com-Addin if it is not already present on your system. Clicklert to continue.

After a short time, you are informed that Volution S@fficeMail Server Com-Addin files are being
copied to your system. Click drinish when prompted by thmstallShield Wizard, and click on
OK when Volution SC@fficeMail Server configuration is complete.

This completes mail client configuration. When you start your Outlook client, you will be able to receive
email with your new account. If the S@ficeMail Connector for Microsoft Outlook is installed, you
must log in with your SC©OfficeMail Server UserID.

Note: The Outlook Configuration Tool indirectly configures Outlook XP by setting up Internet
Email Accounts. When Outlook XP is started after running the Outlook Configuration Tool , it will
prompt the user to import the new Internet Email Accounts that it has found. The user must click on
Yes to have these new accounts configured within Outlook XP. Note that the LDAP address book for
the SCOoffice Mail Server will be configured but will not appear in the list of address books until
Outlook XP is restarted after importing the accounts.

You must also instruct mail users to set mail preferences Riidierences Manageias described in
“Managing Client Preferences”.

Outlook Sent Items Folder

When you configure your SGfificeMail Server mailbox as a POP3 mailbox, tBent Itemg$older

functions as expected because the messages are physically stored and managed on the client. However,
with IMAP mailboxes (the SC@fficeMail Server default), the messages physically reside on the server.
You can still configure Outlook to save copies of outgoing messages Rethteltemgolder in the
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Outlook Personal Foldergollection (Outlook Today). You do not need a sepafat Itemgolder
under your IMAP SCOfficeMail Serverlnbox

If you want to store the contents of yo8ent Itemg$older on the SCOfficeMail Server, use th&®ules
Wizard to create a rule that selects all outgoing messages and specifies that they be copied to a folder of
your choice, including a folder on the S@fficeMail Server.

You can also create a new folder under your IMAP Inbox by right-clicking on your INtAf®xand
selectingNew Folder. Periodically drag the contents of t&ent Itemgolder to this new folder under
your IMAP Inbox

Outlook Deleted Items Folder

Outlook does not does not copy messages deleted fraiAR folder (that is, the SC6ficeMail
Server mailbox) to th®eleted ltemdolder as it does for POP3 mailboxes. If you want this functionality,
you must do one of the following:

« When you want to delete a message from yidAP folder, drag it to theDeleted Itemdolder. This
action will make a copy of the message in ieleted Itemg$older and will mark it as deleted in your
IMAP inbox.

- If you want to have your deleted messages stored on the server, create a folder for these messages
under youdMAP inbox. Drag any messages that you want to delete from AP inbox to this new
folder. Again, this action will mark the message as deleted in &P inbox.

Enabling Netscape Messenger Client Users

Netscape Messenger can be configured to use the mail and LDAP directory services of tféceCO
Mail Server. The SCofficeMail Server also supports Netscape Address Book; for more information,
see Netscape Help.

If the user’s mail client has not already been configured for the &f@Mail Server, instruct them to
do so:

1. Close Netscape Messenger if you are currently using it.

2. Log into Preferences Manageiby pointing your browser at:
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https:/hosthamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access.

3. Enter your mail account name and password wherPtieéerences Manageiscreen appears.

4. Click on theClient Setupin the Preferencesmenu. This displays configuration information used by
your mail client software to communicate with the S@ize Mail Server. Keep this screen
available or print its contents.

5. Start Netscape Messenger.
6. In the Edit menu, selecPreferencesthen operMail & Newsgroups.

7.1n theldentity preferences panel dfail & Newsgroups, enter your user information in the boxes.
TheYour name andEmail address fields are required, and théur name field in
Netscape Messenger must have the same contents iMathefield in theClient Setup display.

8. In the Mail Servers preferences panel dfail & Newsgroups, click on Add underincoming Mail
Serversto add the SCOfficeMail Server machine.

a. Under theMail Server Properties Generalpanel:
Server Name
enter the machine name on which the Sfifl@eMail Server resides.

Server Type
selectMAP Server or POP3 Server .

User Name

enter theAccount name from thePreferences Managerclient configuration display.

b. If you selectedMAP Server , under theMail Server Properties Advancedpanel:

IMAP service directory

enteruser. name, wherenameis the value you entered fdfser Name.
9. In theMail Servers preferences panel dfiail & Newsgroups underOutgoing Mail Server:

Outgoing mail (SMTP) server

enter the machine name on which the SfEfi@eMail Server resides.
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Outgoing mail server user name

enter value you entered ftfser Name.

This completes mail client configuration. When you restart Netscape Messenger, you will be able to
receive email with your new account.

Note: For Netscape Messenger Release 4.7, there is no SCOoffice Mail Server support for using the
SCOoffice Mail Server LDAP directory for roaming access.

You must also instruct mail users to set mail preferences Ruigfierences Manageias described in
“Managing Client Preferences”.

To set up the Netscape Messenger LDAP address book to use thaf®eMail Server:

1. Start Communicator.

2. SelectCommunicator—Address Book

3. Inthe Address Book screen, sel&iie—New Directory.
4. Enter:

Description : SCOoffice Mail Server
LDAP Server : server_name
Server Root : server_root

You can obtain th&erver Root value from theClient Setup screen as th8earchbase
parameter.

Enabling Eudora Mail Client Users

If the user’s mail client has not already been configured for the @fi@Mail Server, instruct them to
do so:

1. Close Eudora Mail if you are currently using it.
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2. Log into Preferences Manageiby pointing your browser at:
https:/hosthamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access.

3. Enter your mail account name and password wherPtieferences Manageiscreen appears.

4. Click on theClient Setupin the Preferencesmenu. This displays configuration information used by
your mail client software to communicate with the S@fixeMail Server. Keep this screen
available or print its contents.

Further configuration depends upon whether they are:

- configuring their Eudora client for the first time.
- configuring your Eudora client with SSL security.

- reconfiguring their Eudora client for the SGfficeMail Server.

Initial Configuration With the Eudora Setup Wizard

The first time Eudora is launched, tBedora New Account Setup Wizardwill appear. Proceed
through the setup screens, entering information as requested and clickivexbio continue.
1.In the Account Settingsscreen, selec@reate a brand new email account

2.In thePersonal Information screen, entevYour Name from theNamefield in thePreferences
Manager Client Setupdisplay.

3. In theEmail Address screen, enter thEmail Address from thePreferences Manager Client
Setupdisplay.

4.1In theLogin Name screen, entdrogin Name from theNamefield in thePreferences Manager
Client Setup display.

5. In thelncoming Email Screenscreen:

- enterincoming Server from theServer Namefield in thePreferences Manager Client Setup
display.

« selectPOP or IMAP according to administrator guidelines.
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If IMAP is selected, aitMAP Location Prefix screen will be displayed. Leave thecation
Prefix box blank.

« selectNeverfrom theSecure Sockets when Receivingst.

6. In the Outgoing Email Screenscreen:

- enterOutgoing Serverfrom theServer Namefield in thePreferences Manager Client Setup
display.

- selectNeverfrom theSecure Sockets when Receivingst.

7. Click on Finish to complete configuration and exit t&e&tup Wizard. When you restart Eudora,
you will be able to receive email with your new account.

SSL Configuration for Eudora Mail

Eudora Mail and the SCéificeMail Server both provide SSL (Secure Socket Layer) security by default.
Eudora provides a commercial Certificate Authority (CA) key, and the &fx@Mail Server provides a
demonstration key with the option of enabling a commercial key.

However, the Eudora default security configuration does not work correctly with thefcail

Server. Eudora tries to determine if TLS (Transport Layer Security) is supported by mail servers it
connects with, and if not, to configure mail service without SSL. This check fails with this version of
SCOofficeMail Server and Eudora 5.1; Eudora does not find the SSL alternate port and does not transfer
mail.

To work around this problem, you must manually enable or disable SSL on your Eudora client. To do so:

1. Start Eudora and sele€bols—Options.
2. Click on Checking Mail.

The default value for th&ecure Sockets when Sendinfield is Use TLS if Available. You must
change it to one of the following entries:

Never

to receive mail without SSL security.
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Required, Alternate Port

to receive mail with SSL security.

Other selections will disable mail transfer.

Click on Sending Mail.

The default value for th&ecure Sockets when Receivinfigld isUse TLS if Available. You must
change it to one of the following entries:

Never

to send mail without SSL security.

Required, Alternate Port

to send mail with SSL security.

Other selections will disable mail transfer.

Restart Eudora.

If you elected to disable SSL, this completes Eudora client configuration. Mail users can now use
Eudora to send and receive email without SSL security.

If you elected to enable SSL, you must have a server key and certificate of authority. If you have not
already done so, you must ugéebmin to generate a Certificate Signing Request (CSR) from a
commercial Certificate Authority (CA) provider, or generate a self-signed certificate and key. For
more information, see "Enabling SSL" in tAeiministrator's Guide

If you obtained a server key and certificate from a company for which Eurora already provides
trusted client certificates (such as Verisign®), this completes Eudora client configuration. Verify that
Eudora has accepted the server certificate:

a. SelectTools—Options
b. Click on Checking Mail.

c. In theLast SSL Info, confirm that the server certificate is in the trusted list.
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5. If you did not obtain a server key and certificate from a company for which Eurora already provides
trusted certificates or you generated your own key and certificate, you must manually configure
Eudora to authenticate with the SGfficeMail Server.

Start Eudora and seletbols—Options You will be prompted to provide the password for your
account, after which the download of the mail will fail.

Attempt to download mail a second time; this will also fail, but the error message will indicate that
Eudora does not trust the certificate supplied by the server.

6. From the Eudora menu bar, sel@cibls—Options. Then click onChecking Mail and select ast
SSL Info.

7. IntheCertificate Not Trusted dialog box, click orCertificate Information Manager . Select the
server certificate for your mail server from the list of known untrusted server certificates, then click
onAdd to Trusted.

8. Restart Eudora.

This completes Eudora client configuration. Mail users can now use Eudora to send and receive
email with SSL security.

Modifying Eudora Configuration
1. In the Eudoralools menu, selecDptions.
2. Click on Getting Started, then enter:
Real Name
from theNamefield in thePreferences Manager Client Setuglisplay.

Return Address

from theEmail Addressfield in thePreferences Manager Client Setuglisplay.

Mail Server

from theServer Namefield in thePreferences Manager Client Setugisplay.

Login Name

from theAccount Namefield in thePreferences Manager Client Setugisplay.
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SMTP Server

from theServer Namefield in thePreferences Manager Client Setugisplay.

Allow Authentication
check the box (this should be the default).

. Click on Checking Mail, then enter:
Mail Server
from theServer Namefield in thePreferences Manager Client Setuglisplay.

Login Name

from theAccount Namefield in thePreferences Manager Client Setuisplay.

Secure Sockets when Receiving

selectNever.

other fields

use defaults.
. Click onIncoming Mail , then enter:
Server Configuration
selectPOP or IMAP according to administrator guidelines.

Authentication Style

selectPasswords

other fields

use defaults.
. Click on Sending Mail, then enter:
Return Address
from theEmail Addressfield in thePreferences Manager Client Setuglisplay.

SMTP Server

from theServer Namefield in thePreferences Manager Client Setulisplay.
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Secure Sockets when Receiving

selectNever.

other fields

use defaults.

Click onOK to complete configuration and exit. When you restart Eudora, you will be able to
receive email with your new account.

Enabling KMail Client Users

If the user’'s KMail client has not already been configured for the 8ii€zMail Server, instruct them to
do so.

1.
2.

Close KMail if you are currently using it.
Log into Preferences Manageiby pointing your browser at:
https:/hosthamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access.

3. Enter your mail account name and password wherPtieéerences Managescreen appears.

6.
7.

8.

. Click on theClient Setupin the Preferencesmenu. This displays configuration information used by

your mail client software to communicate with the S@ficeMail Server. Keep this screen
available or print its contents.

.Log into your system and start KMail. If this is the first time KMail has been run, cliclo&nto

create aMail subdirectory in your home directory.
In the KMail Settingsmenu, selecConfiguration .

Click onldentity, then click onNew Identity. EnterNew Identity from the Account Namefield in
the Preferences Manager Client Setuglisplay, and selectWith empty fields".

When yourNew Identity is displayed, enter:

Name

from theNamefield in thePreferences Manager Client Setuglisplay.
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Email Address

from theEmail Addressfield in thePreferences Manager Client Setuglisplay.

Reply To Address

from theEmail Addressfield in thePreferences Manager Client Setuglisplay.

Signature

specify a file or enter a signature message in the box.

Click on Apply to save your selections in theéentity screens.

9. Click on Network andSending Mail, then select:

SMTP

EnterServer from theServer Namefield in thePreferences Manager Client Setuplisplay,
and use the default port number (unless instructed otherwise by your mail administrator).

Incoming Mail
SelectPop3 then enter:
Name

from theNamefield in thePreferences Manager Client Setuglisplay.

Login

from theAccount Namefield in thePreferences Manager Client Setugisplay.

Password

of your choice; you can elect to have KMail remember this password.

Host

from theServer Namefield in thePreferences Manager Client Setulisplay.

Port

use the default.
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other fields

Enter additional information as desired.

Click on Apply to save your selections in tidetwork screens.

10. SetNetwork Properties as desired and click ofspply to save your selections in tidetwork
screens.

11.Click on OK to complete configuration and exit. When you restart KMail, you will be able to
receive email with your new account.

Enabling IMP Webmail Client Users

IMP client users do not need to enter configuration information fronfPtieéerences Manager Client
Setupdisplay. To log into the IMP webmail client, they need only know:
- their SCxfficeMail Server account name and initial password.
« their SCfficeMail Server email address.
+ the IMP client URL, usually:
https:/hostnameéhorde/imp

If the user’'s IMP account has not already been configured for theaBic@Mail Server, instruct them to
do so:

1. Log into IMP by pointing your browser at:
https:/hostnaméhorde/imp

2. Enter your account name and password.

3. Click onPreferencesand enter your SC@fficeMail Server account name and email address.

This completes IMP client configuration. To view and modify your S@i©eMail Server user
preferences, log intBreferences Managety pointing your browser at:
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https:/hostnamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access. When you enter your mail account name and password, you will s&refdiences Manager
screen.

Note: The IMP webmail client does not work consistently on Netscape 6.0 and 6.1 browsers; you
must upgrade to Netscape 6.2. You can also connect to the SCOoffice Mail Server from an IMP
client on Netscape 4.7.

If you attempt to use the IMP webmail client to send a large attachment (greater than 1Mb), you
might get an error message such as the following:

Warning: Undefined variable: attachments_size in
/home/httpd/html/horde/imp/compose.php3 on line 930

To resolve this problem, you must increase the value of upload_max_filesize in the
letc/httpd/php.ini to an appropriate value, as described in the Technical Article "I get an 'Undefined
variable’ warning when trying to attach a large attachment within SCOoffice Mail Server WebMail"
(Ref.#116659) (Ref.#116659), available from the SCO Support Knowledge Base site:

http://support.caldera.com/caldera/

Managing Client Preferences

Malil client users can set their own mail preferences Wwiteferences ManagerWhen they log in with a
valid mail account name and password, they are presented the same user preferences as displayed on the
administrative screens, although no other configuration options are presented:

- Preferences
« Users

. Aliases
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You must instruct users on usimgeferences Manageto set mail preferences:

1. Close your email client software.
2. Log into Preferences Manageiby pointing your browser at:
https:/hostnamémsg

wherehostnameis the system name supplied by the mail administratoPfeferences Manager
access.

3. Enter your mail account name and password wherPtieéerences Manageiscreen appears.
4. Enter, modify or display your email options.

5. When you have completed email configuration, clicklthgout button to exitPreferences
Manager. Your new or modified preferences will be in effect the next time you start your email
client.

Help screens are also available from the user preferences page.

Preferences

Your Profile
Displays your personal information. To modify it, enter or edit the desired fields, and click the
Apply button to enter your changes.
Forward email
When set, forwards your email to the address you enter in the box.
« To forward your mail, enter an email address and cliclépply .

- To disable forwarding, erase the contents of the box and cliokppty .

Vacation email

When set, sends a vacation message; that is, an automatic reply for all email you receive during a
vacation or extended absence. A list of messages sent is also maintained.

- To enable vacation email, click dracation email on You can also customize the subject
heading and content of your vacation message. If you do not enter a subject or content, the
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following defaults are set:

Subject

Absence notification

Message

This is an automated reply: This person is temporarily out of the
office

- To disable forwarding, click oWacation email off. You may also want to clear your list of
messages sent.

Note: The postfix virtual maps feature can be used to remap multiple domain names to a single
name by using the @domain altdomain directive. Similarly, you may use MX records to deliver
all email for multiple domains to a single server and alter the postfix mydestination to include
the additional domains. In cases such as this, users belong to not one, but multiple
simultaneous domains. To ensure proper vacation handling, the administrator will want to make
use of the domains.conf feature. The file /etc/opt/Isb-sco.com/msg/domains.conf should be
edited to include a list of all of the alternate domains, one per line, supported by the system.
This file is used by the vacations feature to help determine whether a vacation message should
be sent to the sender. By default, vacation replies are only sent in reply to mail messages
explicitly sent to (To: or cc:) the sender and not to mail messages sent out as blind copies (bcc:)
or to aliases. Without a domains.conf entry, only messages sent to the primary address of users
can be treated as a valid case for a vaction reply.

Change Password
To change your password, enter your old password, enter a new password, retype the new password,
and click onApply.

Client Setup

Displays information required by clients to communicate with the 8fi€Mail Server. Clicking
the Configure downloads this information to your email client.

Note: Downloading Outlook configuration information is usually performed only once per user.
Outlook client users should not repeat this step unless instructed to do so.
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Users
Find Users
Allows you to search for users baseddserld , Name andEmail Address fields, and you
can enter partial strings. You can also browse the complete list of email users by clickBigaive
All. For each account listed, you can view their profile and aliases to which they subscribe.
Aliases

Your Aliases

Displays aliases for which you are the Owner or a Member.

Find Aliases

Allows you to search for aliases or browse a list of available aliases. You can also browse the
complete list of email aliases by clicking tiow All.

Create Alias

Allows you to create aliases.
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Preventing Open Mail Relay

The SCfficeMail Server supports POP-Before-SMTP by default using the the Dynamic Relay
Authentication Control (DRAC) server. This feature prevents people from using the site as a relay unless
they previously have authenticated with the server via POP or IMAP.

Therpc.dracd program uses the Berkeley DB package to maintain a relay authorization map for Postfix.
The Cyrus server has been modified to make an RPC call to notifpthdracd daemon to add new

host entries to the authorization map for each user after they have logged in using POP or IMAP. The
rpc.dracd daemon is then responsible for adding or updating entries in the authorization map and for
periodically expiring old entries (by default, every 30 minutes).

For more information, see:

« thedracauth(3) andrpc.dracd(1m) manual pages

- The DRAC home page (http://mail.cc.umanitoba.ca/drac/index.html)

Avoiding Viruses

Integrating Anti-Virus Software

The SCfficeMail Server provides integration with anti-virus software. To enable supported anti-virus
software:
1. Install the anti-virus software.

2. Tell Postfix to enable virus scanning on the system by uncommenting the content_filter parameter in
the/etc/postfix/main.cfile and runningpostfix reload.

3. Edit the/etc/opt/Isb-sco.com/msg/vscan.cditd and remove the comments appropriate to your
anti-virus software.
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For more information, see:

- the vscan.conf(5) manual page

- the current list of supported anti-virus software packages ilh#te Newslocument on the SCdlfice
Mail Server documentation website:

http://www.sco.com/support/docs/SCOoffice/mail

« your anti-virus software product documentation

Filtering Incoming Emaill

Postfix provides support for filtering the headers of incoming mail messages. In addition to routine
message sorting, this can be useful in the early stages of a virus’ distribution when the subject heading is
known but anti-virus checking software has not been updated to protect against it.

Postfix MTA can protect against such attacks using a "header_checks" file. For example, to block all
messages with the subject header ILOVEYOU from being received or propagated:

1. Create the fildetc/postfix/header_checksth the contents:
/ASubject: ILOVEYOU/ REJECT

2. Change the file ownership to tipestfixaccount:

chown postfix /etc/postfix/header_checks

3. Then modify the file /etc/postfix/main.cf to include:

header_checks = regexp:/etc/postfix/header_checks

4. Restart Postfix using either:

Server Manager

In the Systemmenu, click onMail Services, then click onReloadin the postfix display.
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command line
Enter:

/etc/rc.d/init.d/postfix reload

Using Sophos MailMonitor With the SCO office Mail Server

To configure Sophos MailMonitor for SMTP anti-virus software with the ®€iCeMail Server, follow
this procedure:

1. Familiarize yourself with "Sophos MailMonitor for SMTP (Unix) Release Notes", which are
available at:

http://www.sophos.com/sophos/products/full/readmes/readmsu.txt

2. Install Sophos Anti-Virus for Unix on your SGiificeMail Server system before installing
MailMonitor. MailMonitor requires SAVI, which is provided by Sophos Anti-Virus for Unix. It is
available for download from the Sophos website at:

http://mww.sophos.com/downloads/products/unix.html

Make sure you get the version labelled “Linux on Intel using libd@iUk.intel.libc6.tai).
3. Install Sophos MailMonitor. It is also available for download from the Sophos website at:

http://www.sophos.com/downloads/products/smtp.html

Make sure you get the version labelled "MailMonitor for SMTP on Unix (Linux/Intel)"
(mmsmtp.linux.intel.tgr

4. Runinstall.sh from themmsmtp-instaltlirectory as directed. Make sure that you set the following
values:
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interface on whichmmsmtp listens:
127.0.0.1:10025

smtp_server_address

127.0.0.1

smtp_server_port

10026

Tell Postfix to enable virus scanning on the system by uncommenting the content_filter parameter in
the/etc/postfix/main.cfile and runningpostfix reload.

Edit the/etc/postfix/master.dile and comment out the first line, which begins with
127.0.0.1:10025 . Normally this line runs thensgvscait8) which is not used by Sophos
MailMonitor. The edited line should read:

# 127.0.0.1:10025

Restart Postfix:

letc/rc.d/init.d/postfix stop
letc/rc.d/init.d/postfix start

Start themmsmtpd daemon by entering:

Jusr/local/sophos/mmsmtp/bin/mmsmtpd -start

There should be sevenaimsmtp-1.0processes up and running. They can be monitored by checking
the/var/log/mmsmtp/mmsmtp.Idides.

Verify that the two ports (10025, 10026) are working by entering:

telnet localhost 10025

EHLO localhost

MAIL FROM: root@ your_domain
RCPT TO: admin@your_domain
DATA

From: root@ your_domain
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To: admin@ your_domain
Subject: Test

This is a test

Q.UIT

Repeat this process with port 10026.

The results of théelnet commands to these ports should be similar to:

trying 127.0.0.1...

Connected to localhost.
Escape character is .

220 127.0.0.1 ESMTP Postfix

A test virus called "Eicar" is available from Sophos. Attach it to an email message and you (and the
adminandpostmasteaccounts as well) should receive email that a virus has been detected. The email
with the virus will be placed by default in thear/spool/mmsmtp/quarantine directory

It is not neccessary to edit tlwscan.confb) file (uncommenting lines, as you would when configuring
other anti-virus software) because that file is not used by Sophos MailMonitor.

Enabling SSL

The SC@fficeMail Server provides SSL (Secure Socket Layer) configuration by default. Tmitgs,
can be used immediately using demonstration keys, and should be used to provide secure web
connections.

However, many SSL benefits are not available without a signed certificate and key. These can be
obtained:

73



Chapter 5. Security

- from commercial Certificate Authority (CA) providers, usiiéebmin to generate a Certificate
Signing Request (CSR) .

« usingWebmin to generate a self-signed certificate and key.

We recommend using commercial products, because they guarantee unique certificates, and they provide
legal protection. Nonetheless, self-signed certificates are adequate for many installations.

Both self-signed certificates and CSRs can be managedMatmin. In theWebmin interface, select
SystemandCertificate and Key Management Then select either:

Generate Key and Certificate Signing Request (CSR)

Use the defaults provided and fill out other forms as desired. The Common Name field must match
the SCfficeMail Server address. When you receive the signed certificate and key from the
Certificate Authority, you must import it using thigebmin Import Key or Signed Certificate

facility.

Generate Self Signed Certificate and Key

Use the defaults provided and fill out other forms as desired. The Common Name field must match
the SCfficeMail Server address. When you generate the key, you will be prompted to overwrite
the demonstration keys in tietc/ssl/privatalirectory; you can safely do so.

Once you have acquired or generated a key, you must provide the Cyrus and Postfix services with
read/write access to the key. Assuming that the new késtégssl/private/hostkey.peenter:

cd /etc/ssl

cp private/hostkey.pem cyrus-key.pem
chown cyrus cyrus-key.pem

chmod 600 cyrus-key.pem

cp private/hostkey.pem postfix-key.pem
chown postfix postfix-key.pem

chmod 600 postfix-key.pem
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For more information about SSL configuration, see "Section 4.8. Using Certificate and Key
Management" in th€aldera OpenLinux System Administration Guide
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Components

The SC@fficeMail Server installation sets initial configuration parameters for 8fi€eMail Server
components. For most simple mail configurations, it is not necessary to alter these initial values or to
configure SCOfficeMail Server components directly. Ti8erver Managerenables you to manage

most of the basic SCaificeMail Server functionality, including mail administration of mail domains,
mail accounts, mail aliases, and other general 8ffi€eMail Server system settings as discussed in
“System Settings”. In addition to its ease of use, we recommend usiriggtitver Managerwhenever
possible because it is less error-prone than editing files directly.

Nonetheless, the SCGfificeMail Server supports advanced component configuration for customized
installations. To configure the many features available for OpenLDAP, Postfix, and Cyrus, consult the
individual documentation available for each configurable component. The following sections cover only
those features directly managed by the $@i©eMail Server and any integration issues which affect the
operation of the SC@fficeMail Server:

+ OpenLDAP
« Postfix

« Cyrus

For more information, see their respective documentation, available from thefS&aMail Server
webpage in DocView.

Advanced OpenLDAP Configuration

This section discusses:

« OpenLDAP configuration parameters
« relocating the OpenLDAP database
- configuring a remote OpenLDAP server

- configuring an alternative LDAP server
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Caution

These are advanced configuration procedures that require extensive LDAP
knowledge and experience.

OpenLDAP Configuration Parameters

The configuration file for OpenLDAP ietc/ldap/slapd.confit is configured for operation with the
SCOofficeMail Server upon installation. We recommend that ylmaunotalter this configuration. In
particular, changing the access directives defined for thediic®Mail Server database might disable
the SCfficeMail Server and th&erver Manager. For more information, see trstapd.con{5)
manual page.

Note: The /etc/Idap.conf file is the configuration file for the LDAP PAM module and is configured for
use with the SCOoffice Mail Server. Do not change the settings in this file.

Relocating the OpenLDAP Database

By default, OpenLDAP is installed with its database in the directeay/ldap/openldap-ldbmYou can
relocate the queue to a different filesystem, although we recommend that you do so before configuring
the SC@fficeMail Server and enabling mail delivery.

To relocate the OpenLDAP database before the &¢@Mail Server is enabled:
1. Shut down the LDAP directory server:
letc/rc.d/init.d/Idap stop

2. Copy the existing database to the new location. Usephg flag to maintain the proper
permissions and ownership of files and directories. For example:

mkdir -p  /new/location
cp -pR /var/ldap/openldap-ldbm /newl/location
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3. Set thedirectory parameter iretc/Idap/slapd.confo the new path for the database and
comment out the old path. For example:

# relocated OpenLDAP database for SCO office Mail Server use
# directory Ivar/ldap/openlidap-ldbm
directory /new/location

4. Start OpenLDAP:
[etc/rc.d/init.d/Idap start

Configuring a Remote OpenLDAP Server

To configure a remote LDAP server:

1. Install the SCOfficeMail Server on the remote server.
2. Onthe remote server, run the command:

/opt/Isb-sco.com/msg/bin/msgldaphost

This will provide information about server passwords and user entities specific to the remote server.

3. Onthe local system, run the samsgldaphostcommand to set the system to point to the remote
host, and to specify passwords and user entities.

For more information, see the msgldaphost(8) manual page.

Note: If you have configured the SCOoffice Mail Server to use a remote LDAP server, you must
provide the LDAP Server Name to users when they set up their mail clients. The Preferences
Manager does not correctly list the remote LDAP server in Client Setup screens of the Preferences
menu. This only affects Netscape, Eudora, and KMalil clients; the Outlook Configuration Tool
correctly adds the remote LDAP server for Outlook clients, and IMP webmail clients do not need to
provide this information.

79



Chapter 6. Managing SCOoffice Mail Server Components

Configuring an Alternative LDAP Server

The SC@fficeMail Server can be configured to use a directory server other than OpenLDAP; for
example, the Sun® iPlanet and Novell® eDirectory directory servers. To do so, you will need
information contained in:

schema files
Schema files for the Sun iPlanet and Novell eDirectory directory servers are installed in the
/etc/ldap/schema/netscapad/etc/Idap/schema/ndsubdirectories.

LDIF files

An LDIF (LDAP Data Interchange Format) file containing additional information about the
required directory content and structure is stored on installed systems as
letc/opt/Isb-sco.com/msg/Idif.bagee also th&dif (5) manual page.

slapd.conf

Thel/etc/ldap/slapd.confile contains useful information on the ACL's (Access Control Lists)
enforced by the SCé@fficeMail Server. See also tteapd.con{5) manual page.

When you have assembled the required information, rumtbgildaphostcommand as described in
“Configuring a Remote OpenLDAP Server”. For more information, see the msgldaphost(8) manual page.

Advanced Postfix Configuration

This section discusses:

« Postfix configuration parameters
- relocating the Postfix message queue

+ managing large messages and attachments
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Postfix Configuration Parameters

Postfix configuration is controlled by parameters ingb&postfix/main.cfile. Although there are
around 100 parameters, they are set to reasonable defaults (by default or by thifi&G@iIl Server
installation) and do not require modification. The S@fi@eMail Server supports advanced Postscript
configuration, but note the constraints on the following parameters:

alias_maps

Specifies the list of alias databases used by the local delivery agent. For tludfil8€Xdail Server,

this is defined to look up aliases stored in the LDAP directory. Normal Postfix alias files cannot be
used with the SC6fficeMail Server, because Postfix has been altered for thedi{ie®Mail

Server to look up the entire address instead of just the local part. For example, if mail were to be
sent to alias@foo.co the entire addressaliasname@foo.cohwould be looked up in the aliases
databases instead of justliasnamé. This is controlled by the postfidomain_in_alias

parameter, which must be set to the value "yes" for correct operation of thefic&Mail Server.

bounce_notice_recipient
2bounce_notice_recipient
delay_notice_recipient
error_notice_recipient

Specify the recipient fopostmastenotices for the various errors that Postfix can report, based
upon thenotify _classes parameter configuration. Although Postfix assigns a default value of
"postmaster " to these parameters if they are not configured, these parameters must be explicitly
set for the operation of the S@BiceMail Server. TheServer Managerconfigures these

parameters.

Note: We recommend that you not edit these parameters directly.

fallback_transport

Specifies the optional transport agent to use for recipients that are not found in thephsswd
database. The SQffficeMail Server sets this parameter to the Cyrus delivery agent, so that the
local delivery agent first attempts to deliver mail to a Linux system account mailbox; if this fails,
then it attempts to deliver mail via the Cyrus delivery agent to a &@ca@Mail Server mail

account. This also means that if a Linux account user anddifi@®Mail Server mail account user
are created with the same uid, then mail will always go to the Linux account user. See
mailbox_transport parameter below for more information.
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Warning

Do not change the fallback_transport parameter; doing so might
disable the mail server, and mail may fail to be delivered to SCOoffice
Mail Server mail accounts.

local_recipient_maps

Specifies optional lookup tables that define all addresses for which the machine will accept mail

with respect to the values of tireydestination andinet_interfaces parameters. If this
parameter is defined, then the SMTP server will reject mail for any addresses not found in the
databases specifiedliocal_recipient_maps . The SC@fficeMail Server sets this parameter

to $alias_maps . To turn off this facility, comment out thiecal_recipient_maps
parameter in théetc/postfix/main.c€onfiguration file.

mailbox_transport

This Postfix parameter specifies the optional transport imtaster.cffile to use for local delivery
after processingliasesand.forward files. Because this parameter has precedence over the
fallback_transport parameter, it is not used by the S@fficeMail Server and should not be
set manually.

Warning

If you set this to the Cyrus delivery agent, mail will not be delivered to
any Linux system accounts. If you set this to anything else, mail will fail
to be delivered to SCOoffice Mail Server mail accounts.

mydestination

Specifies what domains the machine will accept mail for and deliver locally, instead of forwarding
to another machine. Thgerver Managerupdates this parameter automatically when you create a
new mail domain.

Note: We recommend that you not edit this parameter directly.
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For more information about thetc/postfix/main.cfile, see "Postfix Configuration - Basics" in the
Wietse’s Postfix Projeatocumentation.

Relocating the Postfix Message Queue

By default, Postfix is installed with its message queue in the diredtaryspool/postfixYou can
relocate the queue to a different filesystem, although we recommend that you do so before configuring
the SC@fficeMail Server and enabling mail delivery.

To relocate the Postfix message queue before theoHic@Mail Server is enabled:
1. Stop Postfix:
letc/rc.d/init.d/postfix stop

2. Set thequeue_directory parameter ietc/postfix/main.cfo the new path for the queue and
comment out the old path. For example:

# relocated Postfix message queue for SCO office Mail Server use
# queue_directory = /var/spool/postfix
queue_directory = /new/location /postfix

3. Create the new directory for the Postfix message queue using the same directory name. For example:

mkdir  /new/location /postfix
chown postfix:postfix /new/location /postfix
chmod 755 /new/location Ipostfix

4. Start Postfix:
letc/re.d/init.d/postfix start
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Managing Large Messages and Attachments

Postfix includes built-in limits to the size of email messages and mailboxes. If either of these limits is
exceeded, mail will not be delivered to the intended destination.

To control the size of email messages and mailboxes, you must set the parameters

message_size_limit andmailbox_size_limit in the Postfixmain.cffile to higher values.
These parameters must be adjusted together; the vahaaitifox_size limit must be greater
than or equal to the value afiessage_size_limit . When you have completed these adjustments,

you must reload Postfix using ti8zrver Manager Mail Servicesmenu or using the
/etc/re.d/init.d/postfix reload command.

For more information about thetc/postfix/main.cfile, see "Postfix Configuration - Basics" in the
Wietse'’s Postfix Projeatocumentation.

Advanced Cyrus Configuration

This section discusses:

« Cyrus configuration parameters

- relocating the Cyrus message store

Cyrus Configuration Parameters

Cyrus configuration is controlled by parameters ing¢t&@imapd.confile. Although there are around

100 parameters, they are set to reasonable defaults (by default or yff@€Mail Server installation)
and do not require modification. The S@fficeMail Server supports advanced Cyrus configuration, but
note the constraints on the following parameters:

admins

Configures the list of user ids with administrative rights for Cyrus inboxes. For theofiCéMail
Server this is configured to include the administrative uadniri'. This user is necessary for
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proper operation of the SCifficeMail Server Managero notdelete ‘admirt’ from the the
admins parameter.
sasl_pwcheck_method

Defines the mechanism used by the Cyrus IMAP and POP servers to verify plain text passwords.
For the SCOfficeMail Server, this parameter is set to the valean to allow Cyrus servers to
authenticate via PAM (Pluggable Authentication Modules), which in turn is configured for these
servers to use LDAP authenticatiddo not change this parameter.

For more information, see thmapd.con{5) manual page.

Relocating the Cyrus Message Store

By default, Cyrus is installed with its message store in the diredt@n/spool/imap You can relocate
the queue to a different filesystem, although we recommend that you do so before configuring the
SCOofficeMail Server and enabling mail delivery.

To relocate the Cyrus message queue before theaBic@Mail Server is enabled:

1. Shut down the Cyrus master daemon to stop all IMAP/POP access:

/etc/rc.d/init.d/cyrus stop

2. Stop Postfix to halt all email delivery:
letc/rc.d/init.d/postfix stop

3. Copy the existing message store to the new location. Usingghp flag will maintain the proper
permissions and ownership of files and directories. For example:
mkdir -p  /new/location

cp -pR /var/spool/imap /new/location /imap

4.1f you are on an Open UNIX 8 system, go to the next step.

On an OpenLinux system, set tBattribute on the new message store hierarchy. Whe8 the
attribute is set on Linux ext2fs file systems, changes are written synchronously to the disk (this is
equivalent to thesyncmount option applied to a subset of the files). For example:
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chattr -R +S  /new/location /imap

5. Set thepartition-default parameter ietc/imapd.conto the new path for the message store
and comment out the old path. For example:
# relocated Cyrus message store for SCO office  Mail Server use
# partition-default: /var/spool/imap
partition-default: /new/location /imap

6. Start Cyrus:

letc/rc.dfinit.d/cyrus start

7. Start Postfix:
/etc/rc.d/init.d/postfix start

Note: The /etc/pam.d/imap and /etc/pam.d/pop files define the PAM modules that will perform
authentication for IMAP and POP services, respectively. For the SCOoffice Mail Server, these are set
to use the LDAP PAM module and should not be altered.
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