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About This Guide

This user guide can be used for reference when servicing the ProLiant BL e-Class C-GbE
Interconnect Switch.

WARNING: To reduce the risk of personal injury from electric shock and hazardous
energy levels, only authorized service technicians should attempt to repair this
equipment. Improper repairs can create conditions that are hazardous.

Symbols in Text

These symbols may be found in the text of this guide. They have the following meanings.

WARNING: Text set off in this manner indicates that failure to follow directions in the
warning could result in bodily harm or loss of life.

CAUTION: Text set off in this manner indicates that failure to follow directions could result in
damage to equipment or loss of information.

IMPORTANT: Text set off in this manner presents clarifying information or specific instructions.

NOTE: Text set off in this manner presents commentary, sidelights, or interesting points of information.

A \mportant Safety Information

Before installing this product, read the Important Safety | nfor mation document provided.

Compag Technician Notes

WARNING: Only authorized technicians trained by Compaqg should attempt to repair
this equipment. All troubleshooting and repair procedures are detailed to allow only
subassembly/module-level repair. Because of the complexity of the individual boards
and subassemblies, no one should attempt to make repairs at the component level or
to make modifications to any printed wiring board. Improper repairs can create a safety
hazard.
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WARNING: To reduce the risk of personal injury from electric shock and hazardous
energy levels, do not exceed the level of repairs specified in these procedures.
Because of the complexity of the individual boards and subassemblies, do not attempt
to make repairs at the component level or to make modifications to any printed wiring
board. Improper repairs can create conditions that are hazardous.

WARNING: To reduce the risk of electric shock or damage to the equipment:

e Disconnect power from the system by unplugging all power cords from the power
supplies.

« Do not disable the power cord grounding plug. The grounding plug is an important
safety feature.

« Plug the power cord into a grounded (earthed) electrical outlet that is easily
accessible at all times.

CAUTION: The computer is designed to be electrically grounded (earthed). To ensure proper
operation, plug the AC power cord into a properly grounded AC outlet only.

NOTE: Any indications of component replacement or printed wiring board modifications may void any
warranty.
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Where to Go for Additional Help

In addition to this guide, the following information sources are available;

User documentation

Compaq Service Quick Reference Guide
Service training guides

Compaq service advisories and bulletins
Compaq QuickFind™ information services

Compaq Insight Manager ™software

For additional copies, visit the Compag website:

www.compadg.com

Telephone Numbers

For the name of your nearest Compag authorized reseller:

In the United States, call 1-800-345-1518.
In Canada, call 1-800-263-5868.

For Compaq technical support:

In the United States and Canada, call 1-800-OK COMPAQ.

For Compaq technical support phone numbers outside the United States and Canada, visit
the Compaq website:

Www.compag.com

Text Conventions

This document uses the following conventions:

Italic typeisused for complete titles of published guides or variables. Variablesinclude
information that varies in system output, in command lines, and in command parameters
in text.

Bold typeis used for emphasis, for onscreen interface components (window titles, menu
names and sel ections, button and icon names, and so on), and for keyboard keys.

Monospace typef ace isused for command lines, code examples, screen displays,
error messages, and user input.

Sans serif typeface is used for uniform resource locators (URLS).
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Introduction

Overview

The Compag ProLiant™ BL e-Class C-GbE (Copper Gigabit Ethernet) Interconnect Switch
uses 10/100/1000 Gigabit Layer 2 switch technology to provide up to a 40-to-1 reduction in
the number of networking cables required for each ProLiant BL e-Class server blade
enclosure. Each interconnect switch reduces forty 10Base-T/100Base-TX server networking
ports to as few as one (up to four) RJ-45 10Base-T/100Base-TX/1000Base-T uplink ports.

Figure 1-1: ProLiant BL e-Class C-GbE Interconnect
Switch

Features

The ProLiant BL e-Class C-GbE Interconnect Switch is designed for easy installation and
high performance in an environment where traffic on the network and the number of users
increase continualy.

Enterprise Class Performance

The ProLiant BL e-Class C-GbE Interconnect Switch featuresinclude:
e Uptoa40-to-1 reduction in networking cables and connections by:

— Converting forty 10/100 Ethernet networking ports to as few as one (up to four)
Gigabit Ethernet networking ports.

— Allowing the use of only one of the four Gigabit Ethernet networking portsto
dramatically reduce the number of network cables required for a ProLiant BL e-Class
system.
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— Allowing use of the remaining Gigabit Ethernet portsto fit the bandwidth
requirement.

— Providing redundant networking pathsto each ProLiant BL e-Class server blade
through redundant switching modules.

Preconfiguration for immediate use with the ProLiant BL e-Class server blade enclosure
Industry standard protocols compatible with other widely-used networking components
Support for up to sixty-four 802.1Q VLANSs for server grouping and isolation

A variety of management interfaces

Uplink and management ports with link activity and speed indicators

Extra ports for management debugging and port mirroring

Interconnect Switch Redundancy

The ProLiant BL e-Class C-GbE Interconnect Switch offers several redundancy and failover
features. The interconnect switch can be configured for continued network accessto each
server blade in case of system failure. Interconnect switch redundancy features include:

Two separate switch modules for each ProLiant BL e-Class C-GbE Interconnect Switch

Two Gigabit Ethernet uplink ports per switch module, with atotal of four per
interconnect switch, for designing fully meshed uplink paths to the network backbone

Server networking connections routed to both switch modules for redundant pathsto
tolerate a switch module or a port malfunction

Redundant data path 10/100 Ethernet cross connections between switch modules

Spanning Tree Protocol support which eliminates potential problems caused by redundant
networking paths and provides for failover with secondary path, in case of primary path
failure

Power and cooling by the redundant hot-plug power supplies and fans within the
ProLiant BL e-Class server blade enclosure

1-2
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Configuration and Management

The ProLiant BL e-Class C-GbE Interconnect Switch provides the following configuration and
management interfaces and tools:

Diagnostic

A menu-driven console interface allows local and Telnet access.

A browser-based GUI allows remote access using a Web browser such as Microsoft
Internet Explorer or Netscape Navigator.

SNMP and RMON manageability and monitoring are supported. An SNM P-based
scripting utility allows remote configuration of the interconnect switch.

The interconnect switch functionality allows you to save and download interconnect
switch configurationsto a TFTP server, thus allowing the rapid deployment of multiple
server blade systems, and providing robust backup and restore capabilities.

The hardware, software, and firmware diagnostic tools that are available include:

ProLiant BL e-Class Integrated Administrator

Compaq Insight Manager™ 7

Power-On Self Test (POST) built into the interconnect switch boot-up process
C-GDbE Interconnect Switch Management System and Utilities

C-GbE Interconnect Switch port mirroring

C-GbE Interconnect Switch LEDs for port status and speed
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Interconnect Switch Architecture

The ProLiant BL e-Class C-GbE Interconnect Switch containsthe ProLiant BL e-Class
Integrated Administrator module and two redundant interconnect switch modules (Switch A

and Switch B).

Gigabit uplinks Gigabit uplinks
___E_EE ________ A4 i __Jﬁ____
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Figure 1-2: ProLiant BL e-Class C-GbE Interconnect
Switch architecture

Integrated Administrator

The ProLiant BL e-Class Integrated Administrator provides centralized, remote management
and monitoring for the ProLiant BL e-Class server blade enclosure, interconnect switch
module, and 20 server blades. The Integrated Administrator acts as a combination terminal
server and remote power controller, enabling out-of-band, secure, serial console connections
to all server bladesin the enclosure.

The Integrated Administrator serves as a single access point for administrative functions. It
provides remote and local setup, deployment, and administrative support, aswell as
monitoring and health reporting of server blades, interconnect switch modules, and other
components in the enclosure, such as power supplies and fans.
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Interconnect Switch Modules

Two interconnect switch modules (Switch A and Switch B) in the interconnect switch
provide switch redundancy and redundant paths to the network ports on the server blades.

Each interconnect switch has two GB uplink ports and direct connections to one of the two
network interface cards (NICs) (PXE NIC 1 and NIC 2) on each server blade. The
interconnect switch reduces as many as forty 10/100 Ethernet ports on the server blade into
as few as one (up to four) Gigabit uplink ports on the back of the system.

Redundant Crosslinks

The two interconnect switch modul es are connected through redundant 100-Mb crosslinks.

These two crosslinks provide an aggregate throughput of 200 Mb for traffic between the
switch modules.

Redundant Paths to Server Blades

The NICs of each server blade are routed through the enclosure’ s centerwall assembly to
different switch modules. By default, NIC 1 on each server bladeis routed to Switch A and
NIC 2 on each server bladeis routed to Switch B. This configuration provides redundant
paths to each server.

NOTE: On a heavily used system, using a single uplink port for all 40 NICs can cause a traffic
bottleneck. For example, if uplink 1 on Switch A is the only uplink used, all traffic to and from NIC 2 on
any of the server blades must travel over the crosslinks between Switch A and Switch B. This path to
the server blade NICs is intended as a failover route and should not be used as a primary path. For
optimum performance, use uplink ports from both switch modules.

Supported Technologies

The ProLiant BL e-Class C-GbE Interconnect Switch supports the following technol ogies.
See Chapter 3 and Chapter 4 for more details on these features.
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Layer 2-Based Packet Forwarding

The ProLiant BL e-Class C-GbE Interconnect Switch uses 10/100/1000 Gigabit Layer 2
switching technology. Layer 2 refersto the Data Link layer of the Open Systems
Interconnection (OSI) model, which is concerned with moving data packets across a network
by enforcing Carrier Sense Multiple Access with Collision Detection (CSMA/CD). This layer
performs:

»  Ethernet packet framing

e MAC addressing

e Physica medium transmission error detection
» Medium allocation (collision avoidance)

e Contention resolution (collision handling)

Layer 2 switch technology allows the interconnect switch to look into data packets and
redirect them based on the destination MAC address. This technology reduces traffic
congestion on the network, because packets, instead of being transmitted to all ports, are
transmitted to the destination port only.

IEEE 802.1Q-Based Virtual Local Area Network

The ProLiant BL e-Class C-GbE Interconnect Switch provides support for up to sixty-four
802.1Q Virtua Local Area Networks (VLANS) for server grouping and isolation. A VLAN is
anetwork segment configured according to alogical scheme rather than a physical layout.
VLANS can be used to combine any collection of LAN segments into an autonomous user
group that appears as asingle LAN. VLANs also logically segment the physical network into
different broadcast domains so that packets are forwarded only between ports within the
VLAN. Thistechnology enhances performance by conserving bandwidth and improves
security by limiting traffic to specific domains.

Spanning Tree Protocol

The interconnect switch supports Spanning Tree Protocol (STP), which allows the blocking
of linksthat form loops between switchesin a network. When multiple links between
switches are detected, a primary link is established. Duplicated links are blocked from use
and become standby links. If the primary link fails, the standby link is activated. See
Appendix D for more information.
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Simple Network Management Protocol and Remote Monitoring

Each switch module can be configured and monitored remotely from a Simple Network
Management Protocol (SNM P)/Remote Monitoring (RMON) based Network Management
Station. The switch modules support industry-standard SNM P Management Information
Bases (MIBs), Compagq Switch MIBs, and RMON groups 1 (statistics), 2 (History), 3
(Alarm), and 9 (Event) for fault detection, configuration, and monitoring of switch
functionality.

To secure the management interface, the switch administrator can configure community
strings with various level s of access. Access can be restricted to alimited number of
Management Stations by configuring alist of 1P addresses of those stations that can access
the interconnect switch. See Appendix E for more information.

Port Mirroring

Trunking

The interconnect switch allows the user to mirror a port to another port for network
monitoring and troubleshooting purposes. This technology offers away for network packet
analyzersto view the traffic moving through the switch modules by providing a copy of the
traffic that is currently being passed through any other port. The packets are normally sent to
anetwork packet analyzer or other monitoring device attached to the mirror port.

The interconnect switch port trunking feature allows several ports to be grouped together and
act asasinglelogical link called atrunk. This feature provides a bandwidth that isa multiple
of asinglelink’s bandwidth. It also improves reliability since a configurable way of load
balancing is automatically applied to the portsin the trunked group. A link failure within the
group causes the network traffic to be directed to the remaining linksin the group.

Trivial File Transfer Protocol Support

The Trivia File Transfer Protocol (TFTP) service feature alows the interconnect switch
firmware to be upgraded by downloading a new firmware file from a TFTP server to the
switch modules. A configuration file can also be loaded into a switch module fromaTFTP
server, configuration settings can be saved to the TFTP server, and a history log can be
uploaded from the switch module to the TFTP server.

Store and Forward Switching Scheme

The interconnect switch provides a store and forward switching scheme that allows each
packet to be buffered (stored) before it is forwarded to its destination. While this method
creates latency, it improves reliability in a heavily used interconnect switch. Packets that
cannot be forwarded are saved immediately, rather than dropped, and packets behind it are
less likely to be dropped in periods of heavy usage.
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IEEE 802.1p-Based Class of Service for Packet Prioritization

Class of Service (CoS) for packet prioritization alows switch administrators to set priority
levels on the interconnect switch for forwarding packets based on the priority setting
information in the packets. The interconnect switch supports four classes of traffic (buffers or
gueues) for implementing priority. The interconnect switch allows administrators to map
eight priority levelsto four classes. Traffic from a specific server port can be given priority
over packets from other devices according to this range of priority levels. For example, with
multiple packets in a buffer, the packet with the highest priority would be forwarded first,
regardless of when it was received.

Internet Group Management Protocol Snooping

Internet Group Management Protocol (IGMP) snooping, when enabled and configured
properly, manages multicast traffic in a switch module by allowing directed switching of the
IP multicast traffic. The interconnect switch can use IGMP Snooping to configure switch
module ports dynamically, so that |P multicast traffic is forwarded only to those ports
associated with IP multicast hosts.

IGMP Snooping allows the switch module to recognize IGMP queries and reports sent
between network stations or devices and an IGMP host that belong to a specific multicast
group. When enabled for IGMP Snooping, the switch module can open or close aport to a
specific device based on |GM P messages passing through the module. This feature further
limits unnecessary broadcasts.

Dynamic Host Configuration Protocol or Bootstrap Protocol

A switch module can be configured to obtain an I P address from a Dynamic Host
Configuration Protocol (DHCP) or Bootstrap Protocol (BOOTP) server during the boot
process. The | P settings can be manually configured through the console interface. The IP
settings are a so configurable from other interfaces, such as the Web, but since the connection
is based on an | P address for these interfaces, users have to reconnect with the newly assigned
IP address.

User Account Management

For increased security, separate user accounts can be set up with various levels of permission.

External Components

This section describes the external panel and LED indicators of the ProLiant BL e-Class
C-GDbE Interconnect Switch.
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External Panel

The external panel of each interconnect switch has four RJ-45 connectors with Gigabit
Ethernet uplink connectivity for network cabling. In addition, there are two Integrated
Administrator connectors (one RJ-45 and one seria port) that support remote and local
out-of-band management of the interconnect switch through a browser, SNMP/RMON, and
Telnet console interfaces.

\
© 6 60 60 0 O

Figure 1-3: Interconnect switch external panel

Table 1-1: Interconnect Switch External Panel

Item Description Location

1 Gigabit Ethernet port 26 connector on Switch B Interconnect switch

2 Gigabit Ethernet port 25 connector on Switch B Interconnect switch

3 Integrated Administrator management RJ-45 Integrated Administrator module

connector (Switch A Port 24—10/100 Ethernet)

4 Integrated Administrator console connector (serial) Integrated Administrator module
5 Reserved for future use Integrated Administrator module
6 Reserved for future use Integrated Administrator module
7 Gigabit Ethernet port 26 connector on Switch A Interconnect switch

8 Gigabit Ethernet port 25 connector on Switch A Interconnect switch

9 Combined interconnect switch and Integrated Integrated Administrator module

Administrator Reset button (see the statement on
the following page)

CAUTION: Do not use the enclosure link (RJ-45) connectors (see items 5 and 6 in Table 1-1)
on the Integrated Administrator module. Connecting an external device to these enclosure link
(RJ-45) connecters can damage the external device.
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IMPORTANT: Resetting the interconnect switch disconnects the server blades from the network while
the switch is rebooting. To reset the interconnect switch, press the Reset button for at least four
seconds. To reset only the Integrated Administrator module, press the Reset button for less than four
seconds.

LED Indicators

The ProLiant BL e-Class C-GbE Interconnect Switch LEDSs provide information about switch
health, link speed and activity, and stacking status.

Figure 1-4: Interconnect switch external panel LEDs

Table 1-2: Interconnect Switch External Panel LEDs

Iltem LED Description Status

1 Integrated Administrator Green = Enclosure on, Integrated Administrator health good
module health .
u Amber = Integrated Administrator health degraded
Red = Integrated Administrator health critical

Off = Enclosure off, Integrated Administrator health good

2 Interconnect switch health Green = Enclosure on, interconnect switch health good
Amber = Interconnect switch health degraded
Red = Interconnect switch health critical

Off = Enclosure off or booting, interconnect switch health good
continued
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Table 1-2: Interconnect Switch External Panel LEDs continued

Item LED Description Status

3 Stacking status* Green = Base unit
Yellow = Slave unit

Off = No stacking

4 Link activity Green = Network link
Flashing green = Network activity
Yellow = Port disabled
Off = No network link
5 Link speed Yellow = 1000
Green =100

Off = 10 or no network link

*Stacking functionality support is planned for a future release of the interconnect switch firmware.
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Setting Up and Installing the Interconnect Switch

Overview

This chapter describes how to set up and install the ProLiant BL e-Class C-GbE Interconnect
Switch and connect it to your network.

The setup and installation procedure includes the following tasks:

1. Installing the interconnect switch hardware

Planning the interconnect switch configuration

Cabling the interconnect switch tray to the network

Configuring the Integrated Administrator module

o~ 0D

Accessing the switch modules

NOTE: The ProLiant e-Class C-GbE Interconnect Switch tray consists of the ProLiant BL e-Class
Integrated Administrator module and two interconnect switch modules (Switch A and Switch B).

Installing Interconnect Switch Hardware

This section describes how to install the interconnect switch tray in a new switch deployment,
as areplacement for an existing interconnect switch, and as an upgrade from a patch pand.
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Installing a New Interconnect Switch Tray in a New ProLiant BL e-Class
Server Blade Enclosure

To instal anew interconnect switch tray:

Figure 2-1: Removing a hot-plug power supply

1. Pressthe port-colored latch to release one hot-plug power supply (1).

NOTE: Port-color indicates hot-plug components.

Pull the handle to its open position (2).

Slide the hot-plug power supply out of the server blade enclosure (3).
Repeat steps 1 through 3 to remove the other hot-plug power supply.

Figure 2-2: Pulling the interconnect tray ejector levers

5. Pressboth interconnect tray release buttons (1).

6. Simultaneously pull both date blue gjector levers toward the rear of the server blade
enclosure (2).

2-2
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NOTE: Slate blue indicates internal touch point components.

Figure 2-3: Inserting the interconnect switch tray and engaging the
interconnect tray levers

7. Insert the interconnect switch tray into the server blade enclosure (1).
8. Simultaneously rotate both gjector levers to the locked position (2).

Figure 2-4: Installing a hot-plug power supply

9. Install the hot-plug power supplies (1).
10. Push the power supply handlesto the closed position (2).
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Replacing an Existing Interconnect Switch Tray

To replace an existing interconnect switch tray:

1. Upload the current switch configuration to a TFTP server. See the “ Saving Settingsto a
TFTP Server” sectionsin Chapter 3 (for console management interface) and Chapter 4
(Web-based management interface).

NOTE: Compag recommends saving the switch module configuration to a TFTP server once the
switch module configuration is complete or has changed.

Figure 2-5: Removing a hot-plug power supply
2. Pressthe port-colored latch to rel ease one hot-plug power supply (1).

NOTE: Port-color indicates hot-plug components.
3. Pull the handle to its open position (2).

Slide the hot-plug power supply out of the server blade enclosure (3).
5. Repeat steps 2 through 4 to remove the other hot-plug power supply.
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Figure 2-6: Removing the old interconnect switch tray

6. Pressboth interconnect tray release buttons (1).

7. Simultaneously pull both date blue gector levers toward the rear of the server blade
enclosure (2).

NOTE: Slate blue indicates internal touch point components.

8. Pull the existing interconnect switch tray out of the server blade enclosure.

Figure 2-7: Inserting the new interconnect switch tray and
engaging the interconnect tray levers

9. Insert the new interconnect switch tray into the server blade enclosure (1).
10. Simultaneously rotate both gjector leversto the locked position (2).
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Figure 2-8: Installing a hot-plug power supply

11. Install the hot-plug power supplies (1).
12. Push the power supply handlesto the closed position (2).

13. Download the switch configuration file from the TFTP server. See the “Downloading
Configuration Fileon a TFTP Server” sections in Chapter 3 (for console management
interface) and Chapter 4 (for web-based management interface). If no configuration fileis
available, reconfigure the switch modules.

Replacing a Patch Panel Tray

To remove the patch panel tray and install an interconnect switch tray:

=

\\é\\\\\

Figure 2-9: Removing a hot-plug power supply

1. Pressthe port-colored latch to release one hot-plug power supply (1).

NOTE: Port-color indicates hot-plug components.

2. Pull the handle to its open position (2).
3. Slide the hot-plug power supply out of the server blade enclosure (3).
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4. Repeat steps 1 through 3 to remove the other hot-plug power supply.

Figure 2-10: Removing the patch panel tray

5. Pressbaoth interconnect tray release buttons (1).

6. Simultaneously pull both date blue gjector levers toward the rear of the server blade
enclosure (2).

NOTE: Slate blue indicates internal touch point components.

7. Pull the patch panel tray out of the server blade enclosure (3).

Figure 2-11: Inserting the interconnect switch tray and
engaging the interconnect tray levers

8. Insert the interconnect switch tray into the server blade enclosure (1).
9. Simultaneoudly rotate both ejector levers to the locked position (2).
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Figure 2-12: Installing a hot-plug power supply

10. Install the hot-plug power supplies (1).

11. Push the power supply handlesto the closed position (2).

Planning the Interconnect Switch Configuration

Before you configure the switch modules, Compag recommends that you plan the
configuration. Asyou plan, keep in mind the default settings, security issues and privileges,
and whether you want to configure each switch module manually or configure multiple
switch modules at the same time.

Default Settings

IMPORTANT: See Appendix C for detailed default configuration settings.

The interconnect switch ships with a default configuration with all ports (of both Switch A
and Switch B) enabled and assigned the same virtual LAN (VLAN). In addition, the
Integrated Administrator management connector (connected to internal port 23 of Switch A)
is assigned to the same default VLAN.

This default configuration simplifies your initial setup by allowing you to use asingle uplink
cable (from any external Ethernet connector) to connect the server blade enclosure and its
server blades to your network. Keep in mind that your environment may require other
configurations.

When planning the configuration, consider the defaults for the following parameters:

Switch module I P settings
VLAN and GVRP settings
STP settings

Port names and types
Multilink trunk settings

2-8
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*  CoS settings

* Interswitch cross-connect settings

e SNMP/RMON settings

e User name and password settings

» Default access to various management interfaces
* IGMP Snooping settings

Security Issues

When planning the configuration for a switch module, secure access to the management
interface by:

» Creating users with various access levelsto the local console, remote Telnet, and Web
interface. See Table 2-1 for the three levels of user access privileges.

» Enabling or disabling access to various management interfaces to fit the security policy.

e Changing default SNMP/RMON community strings for read-only and read-write access.

Root, User+, and User Privileges
There are three levels of user privileges. Root, User+, and User. Some menu sdlections
available to users with Root privileges may not be available to those with User+ and User
privileges.

The following table summarizes the user privileges.

Table 2-1: User Privileges

Privilege Root User+ User
Configuration Yes Read-only Read-only
Network Monitoring Yes Read-only Read-only
Community Strings and Trap Stations Yes Read-only Read-only
Update Firmware and Configuration Files Yes No No
System Utilities Yes Ping-only Ping-only
Factory Reset Yes No No
Reboot Switch Yes Yes No
Add/Update/Delete User Accounts Yes No No

View User Accounts Yes No No
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Manually Configuring a Switch Module

A switch module can be configured manually using alocal console interface, aremote Telnet
console interface, a Web interface, or an SNMP/RMON interface. See Chapters 3 and 4 for
information on how to use these interfaces to configure the switch modules.

After a switch module is configured, you can back up the configuration asabinary fileto a
TFTP server. The backup configuration file can then be downloaded from the TFTP server to
restore the switch module back to the original configuration, under one of the following
conditions:

»  The switch module configuration gets corrupted during operation.

»  The switch module needs to be replaced due to hardware failure.

Configuring Multiple Switch Modules

Y ou can configure multiple switch modules using the SNMP script utility or a TFTP server.

Using the SNMP Script Utility

The SNMP script utility, provided with the interconnect switch, allows you to execute
customized configuration templates on multiple switch modules. Each configuration template
can betailored to one of the multiple switch modules, and then that first configuration can be
deployed to other switch modules from a central deployment workstation.

Using a TFTP Server

If the basic configuration of multiple switch modules in your network is the same, you can
manually configure one switch module, upload the configuration to a TFTP server, and use
the configuration as a basic configuration template file. This basic configuration template can
then be downloaded to multiple switch modules. Switch module | P addresses are acquired by
default using DHCP, therefore, each module has a unique | P address. Each switch module
can then be remotely accessed from a central deployment workstation and an individual
switch module configuration can be entered to meet specific network requirements. See the
“Saving Setting to TFTP Server” and “ Downloading Configuration File on TFTP Server”
sections in Chapter 3 (console management interface) and Chapter 4 (Web-based
management interface).
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Cabling the Interconnect Switch Tray

After installing the interconnect switch hardware and planning the configuration, cable the
interconnect switch tray to your network.

CAUTION: In order to avoid damaging the server blade enclosure, observe the following
guidelines when cabling:

Connect the AC power cords last.
Be sure to connect both AC power cords for redundancy and proper cooling.

Bundle all cables and route them to the edge of the rack for proper cooling and airflow.

To cable the interconnect switch tray:

1. Connect the Integrated Administrator module to your network by using the management
connector (10/100 Ethernet).

>

L)

o)

L

Figure 2-13: Connecting the Integrated Administrator
module
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2. Install the network cables. By default, each server blade has PXE enabled on Ethernet
Port 1. Since the Ethernet Port 1 of every server blade physically routes through Switch
A, Compag recommends that either Port 25 or 26 of Switch A be used for PXE functions.

=
5’)))))) )
e

Figure 2-14: Connecting the network cables

3. Install the power cords. The server blade enclosure and interconnect switch power up as
soon as power is applied to the enclosure.

CAUTION: Because the server blade enclosure uses both power supplies for power
redundancy and proper cooling, be sure that both power cords are connected at all times.
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Figure 2-15: Connecting the power cables
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4. Bundle the network and power cables together and route them to the outer edge of
the rack.

x

Figure 2-16: Routing the cables

Configuring the Integrated Administrator

After cabling the interconnect switch to your network, the next step is to configure the
Integrated Administrator module. The Integrated Administrator module enables monitoring
and managing of all functions within a server blade enclosure, as well as the ability to
configure the switch modules. After the switch modules are configured, the Integrated
Administrator module provides these features through both a Web-based user interface and a
command line interface.

Y ou can connect to the Integrated Administrator module command-line interface locally or
remotdly.

e Forlocal, out-of-band access, connect a null-modem cable into the serial port on the back
of the enclosure, and then use VT100 termina emulation software to connect.

»  For remote access, you can use a Telnet or Secure Shell session to connect to the built-in
network controller.

NOTE: For complete instructions, refer to the Compag ProLiant BL e-Class Integrated Administrator
User Guide on the Documentation CD provided with your server blade enclosure.
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To configure the Integrated Administrator module:
1. Using the null-modem seria cable (provided with your server blade enclosure), connect

the Integrated Administrator (serial) console connector to alocal client device such asa

laptop computer with VT100 termina emulation software.

I\

=)
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>
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T

Figure 2-17: Connecting the Integrated Administrator

(serial) console connector

2. Open aVT100 terminal emulation session with the following settings: 9600 baud rate,
eight data hits, no parity, one stop bit, and hardware flow control disabled.

Log on to the Integrated Administrator using the user name and password provided on the
tag attached to the interconnect switch tray. The tag contains a unique default password
that should be changed during your first logon session.

3.

IMPORTANT: User name and password are case-sensitive.

2-14

Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide



Setting up and Installing the Interconnect Switch

4. Determine the Integrated Administrator |P address using one of the following methods:

NOTE: For more information, such as determining the Integrated Administrator IP address using
the Web-based user interface, refer to the Compaq ProLiant BL e-Class Integrated Administrator
User Guide on the Documentation CD provided with your server blade enclosure.

a. If aDHCP server is attached to the network, type the following at the command line
to determine the Integrated Administrator 1P address:
show net wor k

b. If aDHCP server isnot attached to the network, then type the following commands
to assign a static |P address to the Integrated Administrator:

set ipconfig static <IP address> <subnet mask>
set gateway <IP address>

set DNS <primary DNS server address> {<secondary DNS server
addr ess>}

restart

Y ou may now access the Integrated Administrator module through a Web browser,
Secure Shell, Telnet, or SNMP connection.

5. Perform the following tasks as soon as the Integrated Administrator |P addressis
assigned:

a. Reset the administrator password

b. Settheday, date, and time

c. Namethe server blade enclosure and rack
d. Set up groups, users, and access privileges

Accessing the Switch Modules

After your ProLiant e-Class C-GbE Interconnect Switch isinstalled and cabled, you can
access and configure the switch modules through the Integrated Administrator software.

1. Accessthe switch modules from the Integrated Administrator command line interface
using one of the following methods:

a. If you have aready logged into the Integrated Administrator asthe “ Administrator,”
you can connect to either switch module console using one of the following
commands:

connect swi tch a toaccessSwitch A
or
connect switch b toaccessSwitch B
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b. If you have not logged on to the Integrated Administrator, you can use one of two
special logon accounts to access the switch modul e consoles directly, depending on
whether you want to access Switch A or Switch B. At the login prompt type in both
the user name and password as either:

swi t cha
or
swi tchb
The logon screen for Switch A or Switch B will now be displayed.

2. Perform the following tasks for each switch module:
a. Configurethe IP address

o

Set up users, passwords, and access privileges
c. Change default SNMP community strings for read/write and read-only

NOTE: After you configure the IP address on the switch module, the switch module can be accessed
using Telnet, SNMP, or a Web browser. See the “Configuring IP Address,” section in Chapter 3.

See Chapter 3 for information on how to use the console management interface to change
configuration settings and monitor its operation using one of the following:
» Loca Seria RS-232 Console Management Interface through Integrated Administrator

» Remote Telnet Console Management Interface

See Chapter 4 for information on how to use the embedded Web-based (HTML) interface to
manage the interconnect switch from anywhere on the network using a standard browser,
such as Netscape Navigator or Microsoft Internet Explorer.

Appendix E provides information regarding the SNMP and RMON Agents along with the
MI1Bs supported. This appendix also discusses how to use these MIBs to configure and
monitor the switch modules using a generic SNM P manager.

Additional Information

For additional information refer to the Compag website at

www.compag.com/support/servers
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3

Configuring the Switch Modules Using the Console
Management Interface

Introduction

Your ProLiant BL e-Class C-GbE Interconnect Switch supports a console management
interface that allows you to set up and control your switch modules, either with an ordinary
terminal (or terminal emulator), or over the network using the TCP/IP Telnet protocol. You
can use thisfacility to perform many basic network management functions. In addition, the
consol e program allows you to configure the switch modules for management using an
SNM P-based network management system. This chapter describes how to use the console
interface to log on the switch modules, change their settings, and monitor their operation.

Before You Begin

The ProLiant BL e-Class C-GbE Interconnect Switch supports awide array of functions and
provides flexibility and increased network performance. These capabilities require some
planning to arrive at a deployment strategy that maximizes the potential of the interconnect
switch. See the “Planning the Interconnect Switch Configuration” section in Chapter 2 for
itemsto keep in mind as you configure your switch modules.

Accessing the Console Management Interface

Y ou can access the console management interface by connecting through the Integrated
Adminigtrator, as discussed in Chapter 2, or remotely using a Telnet program. All of the
screens are identical, whether they are accessed through the Integrated Administrator or
through a Telnet interface.

Before you can access the console management interface through a Telnet program (in VT-
100-compatible terminal mode), you must first access the console management interface
through the Integrated Administrator and set an |P address for the switch module. See the
section, “Configuring IP Address,” in this chapter for information on how to set up the IP
address.
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Using the Console Management Interface

The console management interface provides many features that make configuring the switch
module and navigating through the system easy.

Navigation Features

Use the featuresin Table 3-1 to navigate through the screens.

Table 3-1: Console Management Interface Navigation

To Action

Toggle between the field options Highlight items in <angle brackets>, and then press the
spacebar.

Enter data in a field Highlight the item in [square brackets], and then type in
the new data.

Execute a command Highlight the command displayed in UPPERCASE
letters, and then press the Enter key.

Move between fields on a screen Press the Page Up and Page Down keys, the left and
right arrow keys, the Tab key, or the Backspace key.

Display the previous screen Press the Esc key.

Display the main menu Press Ctrl+T.

Refresh the screen display Press Ctrl+R.

Display the next page of information Press the N key.

Display the previous page of information ~ Press the P key.

Field-level Help and System Messages

The bottom section of each screen displays field-level help and system messages.
e Function—Displaysfield-level help.
* Message—Displays system messages.

Logging on to the Switch Module

When you log on to a switch module, the following logon screen is displayed. Notice that the
name of the switch module (Switch A or Switch B) is aso displayed on the screen.
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Compag ProLiant BEL e-Class C-GhE Interconnect Switch &
Copyright Z001, Compadg Computer Corporation

Switch MAC: 00-01-0Z-03-04-00
DVM IP: 10.230.30.30

usernane: (I

1
Password: [ ]

B e e e e e

Function: Enter case-sensitive username.
Message:

CTEL+E = Refresh

IMPORTANT: The switch module does not have any initial user names or passwords set. Compaq
recommends that after logging on, you create at least one Root-level user as the switch administrator.
(See Table 2-1 in Chapter 2, “Setting up and Installing the Interconnect Switch,” for an explanation of
user privileges.) If you forget your password after it has been set up, call Compaq Customer Support for

assistance.

Tolog on for thefirst time:
1. Leavethe Usernamefield blank and pressthe Tab key.
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2. Leavethe Password field blank and press the Enter key. The main menu for the switch
moduleis displayed.

NOTE: Subsequent users will enter their user name and password, then press the Enter key.

Proliant BL =-Class C-GbE Switch A Local Management

Conficuration

Network Monitoring

SNMP Manager Configuration
User Accounts Management
System Utilities

Save Changes

Deboot

Logout

E e L L L e e e

Function:
Message:

For Help, press Fl

The main menu displays the major categories for switch management.

Setting up New Users
Y ou can set up amaximum of eight users on a switch module.

NOTE: After logging on to the switch module for the first time, you need to set up at least one user
account with Root privileges.

To create anew user account:

1. Highlight User Accounts Management on the main menu.
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Pressthe Enter key. The Setup User Accounts screen is displayed.

Setup User Accounts

Act,ion:-<> Username: [ 1
Hew Password: [ 1
Confirm New Password: [ 1
Access Level:<Dloot = APDLY

B e L )

Function:8elect action - ADD ,Delete or Update

Message:
CTRL+T = Root screen Esc=Prev. screen CTRL+ER = Refresh
3. Using the spacebar, toggle the Action field to display ADD.

© © N o

NOTE: The other options are Delete, which allows the deletion of a user entry, and Update, which
allows for changes to be made to an existing user entry.

Type the user’ s namein the User namefield.

Type an initial password for the user in the New Password field.

NOTE: Passwords used to access the switch module are case-sensitive.

Type the new password a second time in the Confirm New Password field.

Using the spacebar, toggle the Access L evel field to select the user’ s access privilege.
Highlight APPLY .

Pressthe Enter key to make the user addition effective. A listing of all current user
accounts and access levelsis displayed.

IMPORTANT: APPLY makes changes to the switch configuration for the current session only.
You must enter all permanent changes, including user additions or updates, into non-volatile RAM
(NVRAM) using the Save Changes option on the main menu. See the “Saving Changes” section.

10. Pressthe Esc key to return to the main menu. Use the Save Changes option to save the

changes into non-volatile RAM.

Saving Changes

The switch module has two levels of memory, normal RAM and non-volatile RAM
(NVRAM). Configuration changes are made effective on a screen by highlighting APPLY,
then pressing Enter. When thisis done, the settings areimmediately applied to the switching
software in RAM.
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Some settings require you to restart the switch module before they will take effect.
Restarting the switch module erases al settingsin RAM and rel oads the stored settings from
the NVRAM. Thus, it is necessary to save all setting changesto NVRAM before rebooting
the switch module.

To retain any configuration changes permanently:

Froliant EL e-Class C-GbE Switch & Local Management

Conficguaration

Network Monitoring

SHMP Manager Configuration
Uszer Accounts Mahagement
Svstem UTcilities

Sawe Changes|
Eehoot
Laogout

e A e A L e e e

Function:
Message:

For Help, press F1l

1. Highlight Save Changes on the main menu.

2. Pressthe Enter key. The following screen is displayed to verify that your new settings
have been saved to NVRAM.

Save all settings to NV-RAM. .. done.

Press aty key to contimaes. ..
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After the configuration settings have been saved to NVRAM, they become the default
settings for the switch module. These settings are then used every time the switch moduleis
rebooted.

IMPORTANT: After saving your final configuration, Compagq highly recommends that you save the
configuration image to TFTP server storage. See the “Saving Settings to TFTP Server” section in
Chapter 3 for more information.

Managing User Accounts

Changes to user accounts are made through the User Account M anagement option on the
main menu. Only a user with Root privileges can make changes to user accounts.

Updating a User Account

To update a user password or privilege level:
1. Highlight User Accounts Management on the main menu.
2. Pressthe Enter key. The Setup User Accounts screenis displayed.

Setup User Accounts

Action:<> Username: [ 1
Hew Password: [ 1
Confirm New Password: [ 1
Access Level:<Root = APPLY

bk e e R R R o b
Function:Select action - ADD ,Delete or Update

Message:

CTREL+T = Root screen Esc=Prev. screen CTEL+R = Refresh

Togglethe Action field to select Update.

Type the user name for the account you want to change in the User name field.

If the password is to be changed, type the new password in the New Password field.
Type the new password again in the Confirm New Password fidd.

N o g A~ w

If the privilege level isto be changed, toggle the Access L eve field until the appropriate
leve is displayed—Root, User+, or User.
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8.
9.

Highlight APPLY.
Pressthe Enter key to make the change effective.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Viewing Current User Accounts

To view the current user accounts:

1
2.

Highlight User Accounts M anagement on the main menu.

Pressthe Enter key. The Setup User Accounts screen displays alist of al current user
accounts.

Deleting a User Account

To prevent accidental deletion of all of the users with Root privilege, the console interface
does not alow you delete the current logged-on user.

To delete a user account:

1
2.

N o o &~ w

Highlight User Accounts M anagement on the main menu.

Pressthe Enter key. The Setup User Accounts screen displays alist of al current user
accounts.

Togglethe Action field to Delete.

Type the user name in the User name field.

Type the user’ s password for the account you want to delete in the New Password field.
Highlight APPLY.

Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.
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Configuring the Switch Module

This section describes options found under the Configuration menu.

Configuration

Configure IP Address

Configure Ports
Configure Bandwidch
Configure Spanning Tree Protocol

Configure WLAN=s

Configure IGMP Snooping
Configure Port Trunking
Configure Port Mirroring

Configure Port Security
Configure Priority MAC Addresses

Function:
Message:
CTRL+T = Root screen Esc=Prev. screen

Configure Switch Information and advanced Settings

Configure Static (Destination-Address Filtering) Table

Configure Threshold of Broadcast /Multicast /DA-TUnknown Storm
Configure Class of Service, Default Priority and Traffic Class

L L L s L e L e e e

CTRL+E = Refresh

Configuring the IP Address

Some settings must be entered to alow the switch module to be managed from an SNM P-
based Network Management System, such as SNMP v1, or to be able to access the switch

module using the Telnet protocol.

To set up the switch module for remote management:

1. Highlight Configure I P Address from the Configur ation menu.
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2. Pressthe Enter

key. The following screen is displayed.

Management. WID:

Management. WID:

Pemote Management Setup

Current Switch IP Settings:

Get IP From: Manual
IP Address: 10.24.z2.8
Subnet Mask: ZEE.0.0.0
Default Gateway: 0.0.0.0

1

Newr Switch IP Settings:

Get IP From: <>

IP Address: [l0.24_2F.8 1
Subnet Mask: [EEE.0.0.0 1
Default Gateway: [0.0.0.0 1

[1 1

APDPLY

AR AR A A A A T A A T T A A A AL AR T F A A TR R XX R I T LR T XL R TR R L X T XL TR LT AL E T L,
Function: Get IPF from Manual, BOOTP or DHCP.
Message:

CTRL+T = Root screen Esc=Prev. screen

CTRL+R = Refresh

The Remote M anagement Setup screen lets you specify how the switch module will be
assigned an | P address, which allows an in-band network management system (for example,
Telnet) client to find it on the network.

Thefields listed under the Current Switch | P Settings heading are those that are currently
being used by the switch module. Those fields listed under the New Switch | P Settings
heading are those which will be used after the switch module has been rebooted.

To reset the switch module I P settings:

1. Togglethe Get I P From field to choose from Manual, BOOTP, or DCHP. This action
selects how the switch module will be assighed an 1P address on the next reboot or
startup.

— BOOTP—The switch module sends out a BOOTP broadcast request wheniit is
powered up. The BOOTP protocol allows | P addresses, network masks, and default
gateways to be assigned by a central BOOTP server. If this option is set, the switch
module first looks for aBOOTP server to provide it with thisinformation before
using the default or previously entered settings.

DCHP—The switch module sends out a DCHP broadcast request when it is powered
up. The DCHP protocol allows IP addresses, network masks, and default gateways to
be assigned by a DCHP server. If this option is set, the switch module first looks for a
DCHP server to provide it with this information before using the default or

previoudy entered settings.

3-10 Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide



Configuring the Switch Modules Using the Console Management Interface

— Manual—This option allows the entry of an |P address, subnet mask, and default
gateway for the switch module. The datain these fields should be of the form
XXX XXX XXX XXX, Where each xxx is a number between 0 and 255. This address should
be a unique address on the network assigned for use by the Network Administrator.
The fields that require entries under this option include:

— Subnet Mask—A Bitmask that determines the extent of the subnet that the
switch module is on. The value should be 255.0.0.0 for a Class A network,
255.255.0.0 for aClass B network, and 255.255.255.0 for a Class C network, but
custom subnet masks are allowed.

— Default Gateway—An IP address that determines where packets with a
destination address outside the current subnet should be sent. Thisis usually the
address of arouter or ahost acting as an I|P gateway. If your network is not part
of anintranet, or you do not want the switch module to be accessible outside your
local network, you can leave this field unchanged.

If you select Manual, type the appropriate datainto the | P Address, Subnet Mask, and
Default Gateway fields.

2. Typethe VLAN ID (VID) of aVLAN that will have accessto the Telnet manager in the
Management VID field. ThisID will bethe VID of the VLAN on which a management
station is located.

Highlight APPLY.
Pressthe Enter key to make the change effective.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring the Switch Module Information and Advanced Settings

To configure the switch modul e information and advanced settings:

1. Highlight Configur e Switch Information and Advanced Settings from the
Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

Switch Information

Device Type : Compag ProlLiant BL e-Class C-GhE Interconnect Switch A
MAC Address : 00-01-0Z-03-04-00

Boot PROM Wersion - 0.00.003

Firmware Wersion © 0.00.014

Hardware Wersion o 1lal
Manufacturing Date : 00/00/00

System Name 2’}

Systen Location H 1
System Contact o0 1

APPLY
ADUVANCED SETTINGE

B B e Rk kR R R e T
Function: Sets a name for identification purposes.

Message:

CTREL4T = RBoot scresn Esc=Prev. screen CTEL+ER = Refresh

Configuring Switch Module Information

The Switch Infor mation menu shows the type of switch, any externa modulesthat are
installed, and the M AC addr ess (assighed by the factory and unchangeable) for that switch
module. In addition, the Boot PROM and Firmwar e Version numbers are shown. This
information is helpful in monitoring PROM and firmware updates and to obtain the MAC
address for entry into another network device' s address table.

To complete the switch module information:
1. Typethe name of the system in the System Name field.
2. Typethelocation of the system in the System Location field.

3. Typethe name and telephone number of the System Administrator in the System
Contact field. Compag recommends that the person who is responsible for the
maintenance of the network system on which this switch module isinstalled be listed
here.

Highlight APPLY.
Pressthe Enter key to make the change effective.
NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Advanced Switch Module Features

To configure advanced switch module features:
1. Highlight ADVANCED SETTINGS at the bottom of the Switch I nfor mation menu.
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2. Pressthe Enter key. The following screen is displayed.

Conficure Advawnced Switch Features

Auto-Logout: <>

MAC Address Aging Time({sec):[300 1

IGHMP Enooping:<Disabled=

Switch GWRP:=Disabhled=

Telnet Status:<Enabled =

Webh Status:<Enabled =

Group Address Filter Mode:<Forward All Unregistereds
Scheduling Mechanism for Cof Queuess:<Strict =
Trunik Load Sharing Algorithm: <Src Address =
Backpressure: <Disabled>

APPLY

T T T LR bR e e R e
Function: 8elect auto logout timer.

Mez=age:
CTRL+T = Root screen Esc=Prev. screen CTRL+E = Refresh

This screen alows you to set the following features:

— Auto-L ogout—Sets the time the interface can be idle before the switch module
automatically logs out the user. The options are 2 mins, 5 mins, 10 mins, 15 mins,
and Never.

— MAC Address Aging Time (sec)—Specifies the length of time alearned MAC
address remainsin the forwarding table without being accessed (that is, how long a
learned MAC addressis alowed to remain idle). The Aging Time can be set to any
value between 10 and 1,000,000 seconds.

NOTE: A very long aging time can result in out-of-date Dynamic Entries that may cause incorrect
packet filtering/forwarding decisions. A very short aging time may cause entries to be aged out too
soon, resulting in a high percentage of received packets whose source addresses cannot be found
in the address table, in which case the switch module will broadcast the packet to all ports,
negating many of the benefits of having a switch.

— | GM P Snooping—Enables Internet Group Management Protocol (IGMP) Snooping,
which enables the switch module to read | GM P packets being forwarded through the
switch module in order to obtain forwarding information from them and learn which
ports contain multicast members.

— Switch GVRP—AIlows membersto dynamically join VLANSs. Thisfeature is used
to enable or disable Group VLAN Registration Protocol (GV RP) on the switch
module.

— Telnet Status—Allows access to the switch module over the network using the
TCP/IP Tdnet protocol by toggling to Enabled.

— Web Status—Allows use of a Web-based browser to manage the switch module by
toggling to Enabled.
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3.

Group Address Filter Mode—Sets the IGMP filter mode for processing multicast
packets. The options are Forward All, Forward All Unregistered, and Filtered All
Unregistered.

Scheduling M echanism for CoS Queues—Provides two possibilities for setting
Class of Service queue options, RoundRobin and Strict. If you select Strict, when
the highest priority queueisfull, those packets are the first to be forwarded. If you
select RoundRobin, the forwarding is based on the settings made on the Class of
Service Configuration screen.

Trunk Load Sharing Algorithm—Sets options for trunk load sharing. The trunk
load sharing options are Dst Address, Src& Dst Address, and Src Address.

Backpressure—Select Enabled or Disabled to initiate or terminate traffic flow
control in and out of the interconnect switch.

After making your changes, highlight APPLY/, then pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using the
Save Changes option on the main menu. See the “Saving Changes” section earlier in this chapter.

Configuring Port Settings

To configure ports:

1. Highlight Configure Portsfrom the Configuration menu.

2. Pressthe Enter key. The following screen is displayed.

Configure Ports
View Ports:-<iiggels] = Configure Fort:[l | Port Name: [Serverl Fortl |
State: <Enabled > Speed/Duplex:<iuto = Flow Control:<0n = APPLY
T§ Type VLAN Name Tort Name Etate Settings Connection
1l Eerwver DEFAULT_VLAN Serverl Portl Enabled AutofOn -
Z Berwer DEFAULT _VLAN ServerZ Portl Enabled Auto/0On -
3 SBerver DEFAULT_VLAI-I ServerS_Portl Enabled Autof0n -
4 Serwver DEFAULT VLAN Zerverd Portl Enabled Auto/0On -
5 Serwer DEFAULT_ WLAN SerwerS Portl Enahled Auto/0n -
& Eerver DEFAULT_VLAN Serveré_Dortl Enabled AutofOn -
7  Berwer DEFAULT _VLAN Server?_ Portl Enabled Auto/0n -
8 Server DEFAULT_VLAN ServerS_Portl Enabled Auto/On -
3 Berwver DEFAULT VLAN Zerver? Portl Enabled Auto/0On -
10 Serwer DEFAULT_ WLAN SerwerlO Portl Enabled Auto/0On -
1l Zerwver DEFAULT VLAN Zerverll Portl Enabled Autof/On -
lz Serwer DEFAULT _VLAN SerwverlZ Portl Enabled Auco/On -
B L L e e L L L
Function:Select the scope of ports for display and configuration.
Masz=zage:
CTRL+T = Root screen Esc=Prev. screen CTRL+L = Refresh

Togglethe View Portsfield, using the space bar, to view the configuration of either
Ports 1 through 12 or Ports 13 through 24.

Type the port number in the Configure Port field.
Toggle the State fidld to either enable or disable a given port.

3-14
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6. Togglethe Speed/Duplex field to select the speed and duplex/half-duplex state of the
port. Auto means auto-negotiation between 10 and 100 Mb/s devices, in full- or half-
duplex mode. The Auto setting allows the port to automatically determine the fastest
settings the device the port is connected to can handle. The other options are 100M/Full,
100M/Half, 10M/Full, or 10M/Half. There is no automatic adjustment of port settings
with any option other than Auto.

Toggle Flow Control to On or Off when either 200M/Full or 10M/Full is selected.
Highlight APPLY.
Pressthe Enter key to make the change effective.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Bandwidth

To configure bandwidth:
1. Highlight Configure Bandwidth on the Configuration menu.
2. Pressthe Enter key. The following screen is displayed.

Eandwidch Configuration

Connfigqure Restart Port Ingress Bandwidth

Displasy Current Port Ingress Bandwidch

Configure Restart Port Egress Bandwidch

Display Current Port Egress Bandwidch

b b b R e e e R ek bk
Function:

Mecssage:

CTEL+T = Root screen Ezc=Prew. screen CTEL+RE = Refresh

The Bandwidth Configuration menu alows you to access screens that set and display the
ingress bandwidth and egress bandwidth of specified ports on the switch module.
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Configuring Restart Port Ingress Bandwidth

To configure restart port ingress bandwidth:

1. Highlight Configure Restart Port I ngress Bandwidth on the Bandwidth
Configuration menu.

2. PressEnter. Thefollowing screen is displayed.

Setuyp Restart Ingress Bandwidth

1 Ingress Bandwidth: [1 Junit= APPLY

B T b e L L L e et e
Function: Select the action- ADDSMODIFY or DELETE.

Message:

Esc= Prewious screen CTREL+E= Refresh CTRLiN= MNext Page CTREL+P=Previous Page

To configure ingress bandwidth for a specific port:
1. Togglethe Action field to Add/M odify.

NOTE: To delete an entry, toggle the Action field to Delete.

Type aport number in the Port field.

Type anumber between 1 and 127 in the I ngress Bandwidth field.
Highlight APPLY.

Pressthe Enter key.

Save the changes using Save Changes on the main menu.

N o gk~ 0D

Reboot the switch module to allow your changesto take effect.

Displaying Current Port Ingress Bandwidth

To view the current port ingress bandwidth settings:

1. Highlight Display Current Port I ngress Bandwidth on the Bandwidth
Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

Display Current Ingress Bandwidth Settings

b b R e e e R R e e R o
Function:

Message:
Esc= Previous screen CTRL+E= Refresh CTRL+MN= Next Page CTRL+P=Prewvious Page

This read-only screen displays current ingress bandwidth information.

Configuring Restart Port Egress Bandwidth

To configure port egress bandwidth:

1. Highlight Configure Restart Port Egress Bandwidth on the Bandwidth

Configuration screen.
2. Pressthe Enter key. The following screenis displayed.

Setup PRestart Egress Bandwidth

Porc:[1 1 Egress Bandwidth: [l Junits APPLY

b b e kb e e R R e
Function:Select the action- ADD/MODIFY or DELETE.

Message:
Esc= Previous screen CTRL+E= PRefresh CTRL+MN= Next Page CTRL+P=FPrewvicous Page

3. Toggleto Add/Modify in the Action field.

NOTE: To delete an entry, toggle the Action field to Delete.
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Type adestination port in the Port field.

Type anumber between 1 and 127 in the Egress Bandwidth field.
Highlight APPLY.

Pressthe Enter key.

Save the changes using Save Changes on the main menu.

© © N o g A~

Reboot the switch module to allow your changes take effect.

Displaying Current Port Egress Bandwidth Settings

To view port egress bandwidth settings:

1. Highlight Display Current Port Egress Bandwidth on the Bandwidth
Configuration menu.

2. Pressthe Enter key. The following screen is displayed.

Display Current Egress Bandwidth

Port Tnits EBvytes Port Speed Port Tnits EBvwtes Port Speed
bbb o o bk e b b e o e o
Function:
Message:
Esc= Prewious screen CTRL+4R= Refresh CTRL+M= Mext Page CTBL+P=Prewious Page

This read-only screen displays current egress bandwidth information.

Configuring Spanning Tree Protocol

To globally configure Spanning Tree Pratocol (STP) on the switch module:
1. Highlight Configure Spanning Tree Protocol on the Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

Conficure Spanning Tree

Switch Settings: BTP Status:
Status: Bridge ID: 8000000E5ELF33287
Max Age: [20] Designated Root Eridge: O00EEDF3IZERT
Hello Time: [Z ] Boot Priority: 32768
Forward Delay: [15] Cost to PRoot: O
Priority: [3EZT7E68] Boot Port: O
APPLY Last Topology Change: E1EZ6 secs

Topology Changes Count: 0

Port Settings

e R P P P P R R
Function: 8et spanning tree status.

Mez=age:

CTRL+T = Root screen Esc=Prev. screen CTRL+E = Refresh

STP operates on two levels: the switch module level and the port level. On the switch
module levd, the settings are globally implemented. On the port level, the settings are
implemented on a per user-defined group basis.

NOTE: The factory default settings should cover the majority of installations. Compaq
recommends that you keep the default settings as set at the factory unless it is absolutely
necessary to change them.

The user-changeabl e parametersin the switch module are:
— Status—Toggle to Enabled to implement STP on the switch module.

— Max Age—The maximum age can be set from 6 to 40 seconds. At the end of the
maximum age, if a Bridge Protocol Data Unit (BPDU) has till not been received
from the Root Bridge, your switch module will start sending its own BPDU to all
other switches for permission to become the Root Bridge. If your switch module has
the lowest Bridge Identifier, it will become the Root Bridge.

— Heéello Time—The hello time can be set from 1 to 10 seconds. Thisistheinterval
between two transmissions of BPDU packets sent by the Root Bridge to tell all other
switchesthat it isindeed the Root Bridge. If you set ahello time for your switch
module, and it is not the Root Bridge, the set hello time will be used if and when your
switch module becomes the Root Bridge.

NOTE: The hello time cannot be longer than the maximum age, otherwise, a configuration error
will occur.
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— Forward Delay—The forward delay can be from 4 to 30 seconds. Thisisthetime
any port on the switch module spends in the listening state while moving from the
blocking state to the forwarding state.

— Priority—A priority for the switch module can be set from 0 to 65535. 0 is equal to
the highest priority. This number is used in the voting process between switches on
the network to determine which switch module will be the Root switch module. A
low number indicates a high priority, and a high probability that this switch module
will be elected as the Root switch module.

NOTE: Observe the following formulas when setting the previously-mentioned parameters:

- Max. Age < 2 x (Forward Delay - 1 second)

+ Max. Age = 2 x (Hello Time + 1 second)

3. After making your changes, highlight APPLY, then pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Port Spanning Tree Settings

In addition to setting Spanning Tree parameters for use on the switch module level, the
switch module alows for the configuration of STP on individual ports.

To define individual ports:
1. Highlight Port Settings on the Configure Spanning Tree menu.
2. Pressthe Enter key. The following screen is displayed.

Port Spamning Tree Setctings

Wiew Ports: <N AR - Configuare Port from[l ] tol[l ]
ETP Etatus:<Enabled » Port Cost:[l00 ] Pricrity: [1E%8] ByPass:<No = APPLY
Porcf Conmection STPF Etatus Cost Priority EyPass Port State
1 100M/Full /None Enahled 100 1z8 Ho Forwarding
z - Enabled 100 lzg Ho Disabled
3 Enabled 100 128 Ho Disahled
4 - Enabled 100 1z2 Ho Disabled
) - Enahled 100 1za Hao Disakled
& - Enahbled 100 1z8 Ho Disakled
7 - Enabled 100 lzg Ho Disabled
g - Enahbled 100 1z8 Ho Disakled
] - Enabled 100 1z2 Ho Disabled
10 - Enahled 100 1za Hao Disakled
11 - Enahbled 100 1z8 Ho Disakled
1z - Enabled 100 lzg Heo Disabled

Bk  E oo E R e e R Lo
Function: 8elect the scope of ports for display and configuration.

Message:
CTREL+T = Root screen Esc=Prewv. screen CTEL+R = Refresh

3. Togglethe View Portsfield to the range of portsto be configured. The Fast Ethernet
ports displayed for configuration in groups of 12 and the optional 100Base-TX ports are
displayed together—if a 2-port rather than a 1-port extension module is installed.
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Type the port number or port range in the Configure Port field.
Togglethe STP Statusfield to Enable or Disable.

Type the Spanning Tree port cost in the Port Cost field.

Type the Spanning Tree priority in the Priority field.

© N o g A~

Togglethe Bypassfield to Yesif you want to enable the switch module to skip the usual
waiting time associated with the listening state. (Thisis aso known asfast forward.)

9. Highlight APPLY .
10. Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring the Static (Destination-Address Filtering) Table

To configure the Static (Destination-Address Filtering) Table:

1. Highlight Configure Static (Destination-Address Filtering) Table on the
Configuration menu.

2. Pressthe Enter key. The following screen is displayed.

Conficure Static (Destination-Address Filtering) Table

Conficqure Static Tnicast Filtering Table

Configure Static Multicast Filtering Table

*******************************************************************************
Function:
Message:
CTREL+T = Root screen Esc=Prewv. screen CTRL+E = Refresh

The Configure Static (Destination-Address Filtering) Table menu allows you to access
screensto create, modify, and delete both the Static Unicast Filtering Table and the Static
Multicast Filtering Table.
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Configuring Static Unicast Filtering Table

To configure the Static Unicast Table:

1. Highlight Configure Static Unicast Table on the Configure Static (Destination-
Address Filtering) Table menu.

2. Pressthe Enter key. The following screen is displayed.

Setup Unicast Filtering Table

Action: <IN R

VLAN ID: [l 1 MAC Address: [000000000000]

Type: <Permanent = Allow to Go Port: [l 1

Total Entries:0 APPLY
MAC Address VID Fort Type

b o R e kb e e e R e
Function:Select the action- ADD/MODIFY or DELETE.

Message:

Esc= Previous screen CTRL+E= Pefresh CTRL+MN= Next Page CTRLtP=Prewvious Page

Toggle the Action field between Add/M odify and Delete.
TypetheVID inthe VLAN ID field.

Type the MAC address to be statically entered in the forwarding tablein the MAC
Addressfield.

Togglethe Typefied to Permanent or DeleteOnReset, to set the unicast filter type.
Type the port number in the Port field.

Highlight APPLY .

Pressthe Enter key.

© © N o

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Static Multicast Filtering Table

To edit the IEEE 802.1g Multicast Filtering settings:

1. Highlight Configure Static Multicast Filtering Table on the Configure Static
(Destination-Address Filtering) Table.
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2. Pressthe Enter key. The following screen is displayed.

Setup Static Multicast Filtering Table
2dd Mo £y VLAN TID:[1 1
Multicast MAC Address: [0000000000007]
Egress 1 to & 9 to 16 17 to 24 54 Z6

(E/—) [-————= I | 1 [-1 [-1]
Type: <Permanent = Total Entries:0 APPLY
MaC Address vID 1l to & 9 to l& 17 to E4 ZE ZE Type

b b b o e e b o e bbb o o
Function:8elect the action- ADD/MODIFY or DELETE.

Message:

Ezc= Previous screen CTRL+R= Refresh CTRL+N= Next Page CTRL+P=Previcus Page

3. Toggleto Add/Modify in the Action field.

Typethe VLAN ID number of the VLAN that will be receiving the multicast packetsin
the VLAN ID field.

Type the MAC address of the multicast source in the Multicast MAC Addressfield.

Set the multicast group membership of each port by highlighting (E/-) field using the
arrow keys, and then toggling between E, F, or — using the space bar.

a E (Egress Member)—Specifies the port as being a static member of the multicast
group. Egress Member Ports are ports that transmit traffic for the multicast group.

b. F (Forbidden Nonmember)—Specifies the port as hot being a member of the
multicast group and that the port is forbidden from becoming a member of the
multicast group dynamically.

¢c. — (Nonmember)—Specifies the port as not being a member of the multicast group,
but the port can become a member of the multicast group dynamically.

Toggleto the static multicast filter type Permanent or DeleteOnReset in the Type field.
Highlight APPLY.

Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.
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Configuring VLANSs

The switch module reserves one VLAN, VID =1, caled the DEFAULT_VLAN for interna
use. The factory default setting assigns all ports on the switch module to the
DEFAULT_VLAN. Asnew VLANSs are configured, their respective member ports are
removed from the DEFAULT_VLAN. If the DEFAULT_VLAN isreconfigured, all portsare
again assigned to it. Portsthat are not wanted as part of the DEFAULT_VLAN are removed
during the configuration.

Packets cannot cross VLANS. If amember of one VLAN wants to connect to another VLAN,
it must be through arouter.

NOTE: The DEFAULT_VLAN has a VID = 1. An IP interface called System in the IP interface entry
menu also has a VID = 1, and therefore corresponds to the DEFAULT_VLAN

To edit VLAN definitions and to configure port settings for IEEE 802.1Q VLAN support:
1. Highlight Configure VL ANSs on the Configuration menu.
2. Pressthe Enter key. The following screen is displayed.

IEEE E20Z.10Q0 VLAN=s Conficuration

Confimqare Static WLAN Entry

Conficure Port VLAN ID

Conficure Port Ingress Filter

Conficure Port GWREP Settings

b b e e R e e
Function:

Mascage:
CTEL+T = Root screen Esc=Prev. screen CTEL+E = Refresh

Configuring Static VLA N Entry

To create an 802.1Q VLAN:

1. Highlight Configure Static VLAN Entry on the |[EEE 802.1Q VLANS
Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

80210 Static VLAN Settings

vio: (BN VLAN Neme: [ 1 Entries: 2
1 =] 16 17 24 25 E&

Egress/Forbidden: [-------- 1[-—==—-- 1[-====-- 1 [-1 I-1

Tag/Untag - [UOUUTIIU ] [UOUUOIIT ] [UUUUUOUT] (U] [U]

Etate <hotive = ATPLY

vID VLAN Mawme Port List-Egress/Forbidden,Tag/Untagy

1 Portl VLAN EEEEEEEE EEEEEEEE EEEE---- E E
TUUUUUUY TUUUTUUT UUUUTTTT U U

4094 Mgwr VLW O mmoo—o—— —mm————— oo EEEE - -
TTTTTTTT TTTTTTTT TTITUUUO T T

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Function: Enter WID {(1-4094):
Message:
Esc= Previous screen CTREL+E= Befresh CTRL+4N= Next FPage CTREL+P=Previous Page

3. TypeaVLAN ID number inthe VID field.
4. Typeaname for the new VLAN inthe VLAN Namefield.

5. Set the 802.1Q VLAN membership for each port by highlighting the Egress/Forbidden
field using the arrow keys, and then toggling between E, F, and — using the space bar.

— E (Egress Member)—Specifies the port as being a static member of the VLAN.
Egress Member Ports are ports that will be transmitting traffic for the VLAN. These
ports can be either tagged or untagged.

— F (Forbidden Nonmember)—Defines the port as not being a member and also forbids
the port from joining aVLAN dynamically.

— — (Nonmember)—Specifies the port as not being a member of the VLAN, but the
port can become a member of the VLAN dynamically.

6. Set the state of each port by highlighting the Tag/Untag field using the arrow keys and
then toggling between U or T using the space bar.

— U—Specifies the port as an untagged member of the VLAN. When the port transmits
an untagged packet, the packet header remains unchanged. When atagged packet
exits the port, the tag is stripped and the packet is changed to an untagged packet.

— T—Specifiesthe port as atagged member of the VLAN. When the port transmits an
untagged packet, the packet header is changed to include the 32-bit tag associated
with the PVID (Port VLAN ldentifier—see the following section). When atagged
packet exits the port, the packet header is unchanged.

NOTE: If the port is attached to a device that is not IEEE 802.1Q VLAN compliant (VLAN-tag
unaware), then set the port to U—Untagged. If the port is attached to a device that is IEEE 802.1Q
VLAN compliant, (VLAN-tag aware), then set the port to T—Tagged.
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Togglethe State field between Active and I nactive.
Highlight APPLY .
Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Example of 802.1Q VLAN

In the following example, the VLAN “Accounting”—V 1D # 3—has been added. Ports 1, 2,
14, 16, and 17 are Egress ports (static members of “ Accounting”).

S0z.10 Static VLAN Settings

WID: [3 1 VLAN Nawme: [Accounting ] Entries: 3
1 a9 1le 17 z4 ZE  Eg

Egress/Forbidden: [EE------ 1[----- E-E] [E-—————-— 1 [-1 [-1

Tayg/Tntag SITTTTTTTTIITTTTTITITTI [TTITTTTIT] [T1 [TI

Etate c<bhotive =

VID VLAN Name Port List-Egress/Forbidden, Tag/Untag

1 Tortl WLAN EEEEEEEE EEEEEEEE EEEE---- E E
UUUUTT U 0O TTTT O 10

e} Accounting EE-———— -————— E-E E-—————-— - -
TTTTTTTT TTTTTTTT TTITTTIT T T

4094 Momt_¥Viaw ~ mmm—mmem —mm———e ---—-EEEE - -
TTTTTTTT TTTTTTTT TTTITUUUO T T

FTEEEFEETEFE T LTI ET LT AT AT LI LT AT AT I AL I A AT I AL A A A AT AL T A A A A A S AT A A A A A A ST T A A A AL
Function:

Message: ALl changes applied!
Ezc= Previous screen CTRL+B= Befresh CTRL+N= Mext Page CTRL+P=Previous Page

Configuring a Port VLAN

To assign aport aPVID:

1. Highlight Configure Port VLAN ID onthe |EEE 802.1Q VLANSs
Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

Port VWLAN assigmment
Configure Port from []t.o [1 1
PVID: [1 1 ADPPLY

Port PYID Port PVID Port PVID
1 1 10 1 13 1
z 1 11 1 20 1
2 1 1z 1 zZl 4034
4 1 13 1 prda 4094
£ 1 14 1 23 4094
) 1 1t 1 zd 4034
7 1 1& 1 25 1
o] 1 17 1 Ze 1
2 1 12 1

R T o TP e T
Function: Input port number.

Mes=age:

CTREL+T = Root sScreen Ezc=Prev. screen CTEL+E = Refresh

Type the range of port numbers you want to configure in the Configure Port field.
Type the PVID for the VLAN member ports you want to configurein the PVID fidd.

Port VLAN ldentifier (PVID) is a classification mechanism that associates a port with a
specific VLAN and is used to make forwarding decisions for untagged packets received
by the port. For example, if Port 2 isassigned a PVID of 3, then all untagged packets
received on Port 2 will be assigned to VLAN 3. This number is generaly the same asthe
V1D# number assigned to the port in the 802.1Q Static VL AN Settings screen.

Highlight APPLY.
Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Port Ingress Filtering

To set ingress filtering on a port:

1. Highlight Configure Port IngressFilter onthe |[EEE 802.1Q VLANS
Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

Ingress Filter Settings
Configure Port from []to [1 1
Ingress Filter:<0£ff = APPLY

Fort Ingress Fort Ingress Fort Ingress
1 Off 10 Off 12 Off

z Off 11 Off Z0 Off

3 Off 12 Off Z1 Off

4 Off 12 Off Zz Off

£ Off 14 Off jgcs Off

& Off 15 Off Z4 Off

7 Off 1& Off ZE Off

g Off 17 Off ZE Off

] Off 12 Off

*******************************************************************************
Function: Input port number.

Message:

CTREL+T = Root screen Esc=Prev. screen CTEL+E = Refresh

Type the range of port numbers you want to configure in the Configure Port field.
Toggle between On and Off in the Ingress Filter field.

An ingressfilter enables the port to compare the VID tag of an incoming packet with the
PVID number assigned to the port. If the two are different, the port filters (drops) the
packet.

Highlight APPLY.
Pressthe Enter key.
NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Port GVRP Settings

GARP VLAN Registration Protocol (GVRP) is a Generic Attribute Registration Protocol
(GARP) application that provides 802.1Q-compliant VLAN pruning and dynamic VLAN
creation on 802.1Q trunk ports. With GV RP, the switch module can exchange VLAN
configuration information with other GV RP switches, prune unnecessary broadcast and
unknown unicast traffic, and dynamically create and manage VLANS on switches connected
through 802.1Q trunk ports.

To enable a port to dynamically become amember of aVLAN:

1. Highlight Configure Port GVRP Settings on the |EEE 802.1Q VLANS
Configuration menu.
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Pressthe Enter key. The following screen is displayed.

Port GVRP Settings

Configure Port from []to [1 1

GURP State:=0ff = APPLY
Port CUVRP Port CURE Port CURE
1 0ff 10 0ff 12 0ff
Z Off 11 Off z0 Off
3 Off 1z Off z1 Off
4 0ff 13 0ff ZZ 0ff
£ Off 14 Off 3 Off
3 Off 15 Off z4 Off
7 0ff 16 0ff 25 0ff
g Off 17 Off ZE Off

=] Off 15 Off

R R b b b e e e )
Function: Input port mumber.

Message:

CTRL+T = Root screen Esc=Prev. screen CTEL+E = Refresh

This screen alows you to enable or disable GARP VLAN Registration Protocol (GVRP).
1.

2
3.
4

GVRP updates dynamic VLAN registration entries and communicates the new VLAN
information across the network. This feature allows stations to physically move to other

Type the range of portsto be configured in the Configure Port fields.
Togglethe GVRP Stateto On.

Highlight APPLY.

Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this

chapter.

switch module ports and keep their original VLAN settings, without having to reconfigure.

Configuring

Internet Group Management Protocol (IGMP) Snooping allows the switch moduleto

IGMP Snooping

recognize IGMP queries and reports sent between network stations or devices and an IGMP

host. When enabled for IGMP Snooping, the switch module can open or close aport to a
specific device based on |GM P messages passing through the switch module.

To configure IGMP Snooping:

1

Highlight Configure | GM P Snooping on the Configuration menu.
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2. Pressthe Enter key. The following screen is displayed.

IGMP Snooping Settings

Switch IGMP Snooping: Disabled

*Wotes: If you want to change it, back to Configuare Zwicch.

Action: <EXIEE:Yehihag

VWLAN ID: [l 1 Ztate:<Enabled = Querier Ztate:<Non-Queriers
RPobustness Variable: [Z2 ] Query Interwal:[lzE ] Max Response: [10] APPLY

vID State Age Out Querier State

1 Enahled Z&0 Non-Ouerier

Age Out = Robustness Variable * Query Interwval + Max Pesponse
S T T L e
Function:Select the action- ADD/MODIFY or DELETE.
Message:
Esc= Previous screen CTREL+BE= Befresh CTRL+4N= Next Page CTRELtP=Previous Page

The user-changeabl e parametersin the switch module are:

— Switch IGMP Snooping—Toggle using the space bar between Disabled and
Enabled. This setting is used to enable or disable IGMP Snooping globally on the
switch module.

— Action—Toggleto the option you want, Add/M odify or Delete.

— Querier State—Toggle between Non-Querier, V1-Querier, and V2-Querier. This
setting is used to specify the IGMP version (1 or 2) that is used by the IGMP
interface when making queries.

— Robustness Variable—This option is atuning variable to alow for subnetworks that
are expected to lose a large number of packets. A value between 2 and 255 can be
entered, with larger values being specified for subnetworks that are expected to lose
larger numbers of packets.

— Query Interval—Y ou can enter avalue between 1 and 65,500 seconds, with a
default of 125 seconds. This setting specifies the length of time between sending
IGMP queries.

— Max Response—Set the maximum amount of time allowed before sending an IGMP
response report. A value between 1 and 25 seconds can be entered; the default is
10 seconds.

3. After making your changes, highlight APPLY, then pressthe Enter key.
NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.
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Configuring Port Trunking

Port trunking allows severd ports to be grouped together to act asasingle link. This setting
provides a bandwidth that is a multiple of asingle link bandwidth. Port trunking is most
commonly used to link a bandwidth-intensive network device or devices—such as a server—
to the backbone of a network.

The switch module allows the creation of up to six port trunking groups, each group
consisting of up to eight links (ports). The trunked ports must be contiguous (they must have
sequential port numbers). All of the portsin the group must be members of the same VLAN.
Further, the trunked ports must al be of the same speed and should be configured as full-
duplex.

The configuration of the lowest numbered port in the group becomes the configuration for all
of the portsin the aggregation group. This port is called the Master Port of the group, and all
configuration options, including the VLAN configuration, that can be applied to the Master
Port are applied to the entire port trunking group.

Load balancing is automatically applied to the ports in the trunked group, and alink failure
within the group causes the network traffic to be directed to the remaining links in the group.

The Spanning Tree Protocal treats a port trunking group as asingle link on the switch module
level. On the port level, the STP uses the port parameters of the Master Port in the calculation
of port cost and in determining the state of the port trunking group. If two redundant port
trunking groups are configured on the switch module, STP blocks one entire group—in the
same way STP blocks asingle port that has a redundant link.

To configure a port trunking group:
1. Highlight Configure Port Trunking on the Configuration menu.
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Configuring Port Mirroring

2. Pressthe Enter key. The following screen is displayed.

Port Trunking Settings

Group ID: (L]}

Group Nawe: [KCommect 1

1l to 8 % to lé 17 to 24 Z58 ZE

Member ports: [---—----- 1[-=====-- 1[-—--MM--] [-] [-]

State: “Enahled = APPLY

I Group MName l to 8 % to l& 17 te 24 25 ZE State

1 HConhect. 0 o—--—---- ——m———ee —-==-MM-- - - Enabled

z mmmmmmmm e —mmm e - - Dizabled

e e - - Dizabled

4 mmmmmmm— —mmm—mm— ———— - - Dizabled

s mmmmmmmm mmmmmmem —meem— - - Dizabled

& mmmmmmmm mmmmmmmm —mmmm—— - - Dizabled
A N R R R TR LT TR LR TR,
Function: Enter group ID.
Mezzage:
CTRL+T = LKoot screen Esc=Prev. screen CTRL+E = Refresh

The user-changeable parametersin the switch module are as follows:

— Group ID—Thisfield isfor agroup ID number for the port trunking group.

— Group Name—Enter aname for the port trunking group.

— Member ports—Toggle between M to indicate membership of the port trunking

group, or adash (—) to indicate nonmembership.

— State—Toggle between Enabled and Disabled. This setting is used to turn a port
trunking group on or off. It isuseful for diagnostics, to quickly isolate a bandwidth
intensive network device or to have an absol ute backup aggregation group that is not

under automatic control.

3. After making your changes, highlight APPLY/, then pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

The switch module allows you to copy frames transmitted and received on a port and redirect
the copies to ancther port. Y ou can attach a monitoring device to the mirrored port, such asa
sniffer or an RMON probe, to view details about the packets passing through the first port.
This setting is useful for network monitoring and troubleshooting purposes.

NOTE: You cannot mirror a fast port onto a slower port. For example, if you try to mirror the traffic from
a 100-Mb/s port onto a 10-Mb/s port, you can cause throughput problems. The port from which you are
copying frames should always support an equal or lower speed than the port to which you are sending
the copies. Also, the target port cannot be a member of a trunk group.
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To configure port mirroring:

1.

Highlight Configure Port Mirroring on the Configuration menu.

Pressthe Enter key. The following screen is displayed.

Setup Port Mirroring

This feature allows you to mirror a port to another port for network
monitoring and troubleshooting purposes.

The target port must always be a regular non-trunked port.

Source PFort: <>—

Source Direction:<Ingress & Egresss
Target Port:-<ll =

Mirror Ztatus:<Disabled>

ATPLT
Function:
Message:
CTEL+T = Root screen Esc=Prewv. screcen CTEL+ER = Refresh
3. Toggle to the number of the port from which you want to copy framesin the Sour ce Port

field.
Toggleto the desired source direction in the Sour ce Dir ection field.

Toggleto the port that receives the copies from the source port in the Target Port field.
The target port is where you connect a monitoring/troubleshooting device, such asa
sniffer or an RMON praobe.

Togglethe Mirror Statusfield to Enabled.
Highlight APPLY.
Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring the Threshold of Broadcast/Multicast/DA-Unknown Storm

To configure the threshold of a broadcast, multicast, or DA-Unknown Storm:
1. Highlight Configure Threshold of Broadcast/M ulticast/DA-Unknown Storm on the

Configuration menu.

Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide 3-33



Configuring the Switch Modules Using the Console Management Interface

2. Pressthe Enter key. The following screen is displayed.

Setup Threshold of Broadeast /Multicast/Di-TUnknown Storm

Monitoring Broadcast Storm: <
Malticast Storm:<Disahled=
DA-Unknown Storm:=Disabhleds
Threshold(Pktsssec): [E00 1

APPLY

ok e e e b e ek b b ek o e e b e e e e b b e e o e ok e e e ook e o e e e
Function: Enable//Disable Eroadcast Storm monitoring.

Message:

CTREL+T = Root screen Esc=Frew. scresn CTRL+E = Refresh

Toggle the option to Enabled.

Type athreshold in the Threshold (Pkts/sec) field.
Highlight APPLY.

Pressthe Enter key.

o o &~ W

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Configuring Class of Service, Default Priority, and Traffic Class

To configure Class of Service, default priority, and traffic class:

1. Highlight Configure Class of Service, Default Priority, and Traffic Class on the
Configuration menu.
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Pressthe Enter key. The following screen is displayed.

Configure Class of Serwice, Default Priority and Traffic Class

Configure Class of Serwvice

Configure Default Friority

Configure Traffic of Class

B L e L

Function:
Mesz=zage:
CTREL+T = Root screen Esc=Frew. screeh CTREL+ER = Refresh

Configuring Class of Service

To configure Class of Service:

1.

Highlight Configure Class of Service on the Configure Class of Service, Default

Priority, and Traffic Class menu.
Pressthe Enter key. The following screen is displayed.

Class of Service Conficuration

Max. Packets Max. Latency

Class-0 L0 [10 1]

Class-1 [10 1 [10 1

Class-2 [10 1 [10 1

Class-3 [10 ] [10 ]
APPLY

ok e o e b e ek ke b o b o o b e e e b b e o e o o e e ok e e e e ko e e e e ok e o
Function: Input maximam packet count for a CoS Queue. (takes effect at rowundBobin

mode ) ge:
CTRL+T = Root screen Esc=Prev. screen CTRL+E = Refresh
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This screen allows you to set the following features:

— Max. Packets—The Class of Service scheduling algorithm starts from the highest
CoSfor agiven port, sends the maximum number of packets, then moves on to the
next lower CoS. Valuesfrom 0 to 255 can be entered in this field. Entering zero
instructs the switch module to continue processing packets until there are no more
packets in the CoS transaction queue.

— Max. Latency—The maximum latency is the maximum allowable time a packet
staysin the CoS queue. The packetsin this queue are not delayed more than the
amount entered in thisfield. The timer is disabled when thisfield is set to zero. Each
unit of thistimer is equd to 16pL.

3. After making your changes, highlight APPLY and then press the Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Assigning Port Default Priority

To assign port default priority:

1. Highlight Configure Default Priority on the Configure Class of Service, Default
Priority, and Traffic Class menu.

2. Pressthe Enter key. The following screenis displayed.

Default Port Priority Assignment

Configure Port from []t.o [L 1

Default Priority: [0] APPLY
Port Prioritcy Port Priority Port Priority

1 u] 10 u] 13 u]

z u] 11 o z0 u]

3 u] 1z u] z1 u]

4 u] 13 o ZE u]

) u] 14 o pdc] u]

) u] 158 u] 24 u]

7 u] 1le o zZ5 u]

] u] 17 u] bl u]

9 u] 13 o

ok e ok e e ke ek b o ok e e e e ok o e e e e o e ke o ok e e o e o o b e e o
Function: Input port number.

Message:
CTRL+T = Root screen Ezc=Prev. =screch CTREL+E = Refresh

3. Typethe port range in Configure Port field.
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4. Highlight APPLY.
5. Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this

chapter.

Configuring Class of Traffic

To configure traffic class:

1. Highlight Configure Traffic of Class on the Configure Class of Service, Default

Priority, and Traffic Class menu.
2. Pressthe Enter key. Thefollowing screen is displayed.

Clas=s of Traffic Configuration

Priority-0
Priority-1

Priority-2 --% <Class-1»
Priority-3 --» =Class-1>
Priority-4 --% <Class-2¥
Priority-5 --» =Class-Z»
Priority-6 --* <Class-3*
Priority-7 --% <Class-3%
APPLY

e L P E b R b R e R
Function: 8elect the traffic class for this priocricy.

Message:
CTREL+T = Root screen Esc=Prewv. screen CTEL+R = Refresh

3. Togglethe Priority fieldsto set the traffic class for the eight levels of priority for the

switch module. Class values are from 0 to 3.
Highlight APPLY .
Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this

chapter.
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Configuring Port Security

To configure security for a specified port or range of ports on the switch module:
1. Highlight Configure Port Security on the Configuration menu.
2. Pressthe Enter key. The following screenis displayed.

Port Security Settings

View Ports:<iig-tag i - Conficare Port from[l 1 toll ]
Admin State:<Disableds> Max. Addr.[1 1 Mode<DeletaelnPesat = APPLY

Portcf Adwmin State Max. Learning Addr. Lock Address Mode

1 Disabled 1 Deletelnbeset
z Dizabled 1 Deletelnleset
a Dizahled 1 Deletelnkaset
4 Dizabled 1 Deletelnkaeset
E Dizahled 1 Deletelnkaset
3 Dizabled 1 Deletelnkaeset
7 Disabled 1 Deletelnkeset
=) Dizahled 1 DeletelnBeset
2 Disabled 1 Deletelnkeset
10 Disabled 1 Deletelnbeset
1l Dizabled 1 Deletelnleset
1z Disahled 1 Deletelnbeset

L L L L e L e L e e e

Function:f8elect the scope of ports for display and conficquration.

CTRLIT = Root screen Bsc=Prev. screen CTRLAR = Refresh
3. Togglethe View Portsfield to the range that you want.
4. Type the port rangein the Configure Port fields.
5. Toggle Admin Stateto Enabled.
6. Type the maximum number of addressesin the Max. Addr. field.
7. Toggleto the mode that you want in the Mode field.
8. Highlight APPLY .
9. Pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.
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Configuring Priority MAC Addresses

To configure priority MAC address for a specified port or range of ports on the switch
module:

1. Highlight Configure Priority MAC Addresses on the Configuration menu.
2. Pressthe Enter key. The following screen is displayed.

SBetup Pricrity MAC Addresses

Action: <RELE .l b gy - VLAN ID:[1 1

K MAC Address: [000000000000]
Priority Lewel: [0] Look at:<S8rc. =

APDPLT

Total Entries: 0O

R e L o e e L o L e e e

Function: Select the action- ADDMODIFY or DELETE.
Message:

Ezc= Prewious screen CTRL+R= Refresh CTRL+N= Next Page

CTRL+P=Previous Page

The Setup Priority MAC Address window alows you to set up the priority MAC address
for each VLAN ID.
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Monitoring Switch Module Functions

The switch modul e provides extensive network monitoring capabilities.

To display the network data compiled by the switch module:

1.
2.

Highlight Network M onitoring on the main menu.
Pressthe Enter key. The following screen is displayed.

MNetwork Monitoring Menu

Port Tocilization

Trunk Ttilization

Port Error Packets

Port Packet Analvysis

Erowse MAC Address

Switch History

IGHP Snooping

Dymnamic Group Registration Table
VLAN Btatus

EE R e L e o e

Function: Switch port utilization overwview.

Message:
CTREL+T = Root screen Esc=Prew. screen CTRL+E = Refrech
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Monitoring Port Utilization

To view the port utilization of al the ports on the switch module:
1. Highlight Port Utilization on the Network M onitoring menu.
2. Pressthe Enter key. The following screen is displayed.

Port Tcilization
CLEAR COU ] Interval:< & sec =
TH B TH B

Port Pkt=/sac IPkts/zec %#Ucil. Port Pkt=/sac Pkts/sec %#Ucil.

1 u] u] o 14 u] u] o

z u] u] u} 15 u] u] u}

3 u] u] u} 1a u] u] u}

4 u] u] u} 17 u] u] u}

5 u] u] u} 13 u] u] u}

1 u] u] o 132 u] u] o

7 u] u] o z0 u] u] o

=2 u] u] o zl zn u] 1

2 u] u] u} ZE u] u] u}

10 u] u] u} 23 u] u] u}

11 u] u] u} 24 u] u] u}

1z u] u] u} ZE5 u] Zn 1

1z u] u] o Z6 u] u] o
B L o Ty
Function:Clear counter.
Message:
CTRL4T = Root screen Ezc=Prew. s=screcn CTRL+ER = Refresh

The Port Utilization screen shows the number of packets transmitted and received per
second and calcul ates the percentage of the tota available bandwidth being used on the port
(displayed under % Util.).

To reset the counters:

1. Highlight CLEAR COUNTER.

2. Pressthe Enter key.

Monitoring Trunk Utilization

To view the trunk utilization of all the ports on the switch module:

1. Highlight Trunk Utilization on the Network M onitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

Trunk Ttilization

Interval:< £ sec =

TH B THAPM

I Group MName Member Ports State furcl jurcl Fucl
1 HConnhect 21,22 Enahled 1 u 1

Z Disabled NfA N/A N/
3 Disahled N/A MiR NfA
o Disabled Nf4 N/A H/A
1) Disahled N/A MNia Nfa
] Disabled Nf4 N/A H/A

e L )

Function:Clear counter.

Message:
CTRL+T = Root screen Esc=FPrewv. screcen CTREL+ER = Refresh

The Trunk Utilization window allows you to view three items for an individual port
trunking group: the percentage of total available bandwidth being utilized by the group, the
percentage of packets transmitted, and the percentage of packets being received per second.

To reset the counters:
1. Highlight CLEAR COUNTER.
2. Pressthe Enter key.

Monitoring Port Error Packets

To view the error gtatistics for aport:
1. Highlight Port Error Packets on the Network Monitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

Packet Error Statistic

rore: - CLEAR COUNTER Interval:< Z sec »
P Frames TH Frames

CREC Error u} ExDefer u}

Thdersize u]

Oversize o Late Coll. u}

Fragment a Ex. Coll. a

Jabher u) Single Coll. u)

Drop Pkts 2442 Coll. a

b b b b e o o b e e o e kR e Rk
Function: Select port nmumber.

Message:
CTEL+T = Root =screen Esc=Frew. =screen CTELtE = Refresh

3. Togglethe Port field to the number of the port to be viewed.

Togglethe Interval field from 2 seconds to 1 minute, or select Suspend, to set the
interval at which the error statistics are updated.

Highlight CLEAR COUNTER.
Pressthe Enter key to reset the counters.

Monitoring Port Packet Analysis

To view an analysis of the size of packets received or transmitted by a port:
1. Highlight Port Packet Analysison the Network M onitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

Packet Analwysis

rore: <[ CLEAR COUNTER Interval:< Z sec =
Frames Frames/sec Total Total/sec

&g EEEE 1= B Bytes 3088391 4603

eL-127 49329 4 B Frames 1446l 25

1lz8-ZEE Z0es u]

Zh5E-511 B35 u} T¥ Bytes 6&3E o

Elz-10z3 17& u] T¥ Frames & u}

10z4-1E1%8 289 z

Tnicast EBX S04 u]

Multicast B Z&4E z

Broadcast B{ 108E1 Z3

khkhkkrhkhkhrhrkkhhhrhrhkkrhhrhrrkkrhrkrrhkkrrrkrhrkhrrrkrrrkrrrrkrrrkrrrkkrrrhrrt
Function: Select port number.

He=z=zagea:
CTRL+T = Root screen Esoc=Prewv. screen CTREL+E = Refresh

In addition to the size of packets received or transmitted by the selected port, statistics on the
number of unicast, multicast, and broadcast packets are displayed.

To reset the counters:
1. Highlight CLEAR COUNTER.
2. Pressthe Enter key.

Monitoring MAC Address Forwarding Table

To view the MAC address forwarding table:
1. Highlight Browse MAC Address on the Network M onitoring menu.

3-44 Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide



Configuring the Switch Modules Using the Console Management Interface

2. Pressthe Enter key. The following screen is displayed.

Erowse Address Table

Erowse By: <Rl VLAN ID:[1 ] Total Addresses in Table:lSE

MAC Address: [000000000000] EBROTWISE CLEAR ALL

VI MAC Address Port Status WID MiAC Address Port Status

1 00003134FEF4 1 Dymamic 1 00Z045ZD0ASE 1 Dymamnic

1 00010Z030400 1 Dymamic 1 O0Z0485A7047 1 Dynamic

1 O0QLZ0FALEFOOD L Dymamic 1 00ZZ4422779E 1 Dynanic

1 0001963 Ca600 1 Dymamic 1 003326081100 1 Dynamic

1 O0QEEDFa3287 CPU  Self 1 004005254874 1 Dynanic

1 OO0EEDF33616 1 Dymamic 1 004005ZEAEDC 1 Dymamnic

1 001002123457 1 Dymamic 1 oo4005400C85 1 Dynamic

1 O0Ll0EFOZ0FEL 1 Dymanic 1 00400E541AFEF 1 Dynanic

1 O01033CFASEE 1 Dymamic 1 O004005513847F 1 Dynamic

1 001lz00000001 1 Dymamic 1 O0400E5E1E1DE 1 Dymanic

1 002045145547 1 Dymamic 1 0040Z547F56F 1 Dynamic
bbb kb e e b b b ko e
Function:
Message:
Esc= Prewvious screen CTRL+EB= Refresh CTBL+N= Next Page CTEL+P=Previous Page

3. Togglethe Browse By field between ALL, MAC Address, Port, and VLAN. This
option sets afilter to determine which MAC addresses from the forwarding table are
displayed. ALL specifies no filter.

Searching for a Particular MAC Address

To search for a particular MAC address:
1. Togglethe Browse By field to MAC address. A MAC Addressfield is displayed.
2. Typethe MAC addressinthe MAC Addressfield.

3. Pressthe Enter key.

4. Highlight BROWSE.

5. Pressthe Enter key to initiate the browsing action.

6. Highlight CLEAR ALL.

7. Pressthe Enter key to reset the table counters.

Monitoring Switch Module History

To view the Switch Module History log:
1. Highlight Switch History from the Networ k Monitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

Switch History

Seq. # Time Log Text

Z9 000d04kh4 7 Module 1, Port 1 Link Up

28 0o0dodkhd Om Conficguration sawved to flash.

Z7 000d0dh00m Successful login through console.
ZE 000d00hZZm Module 1, Port 1 Link Dowm

ZE 000d00h0Em Module 1, Port 1 Link Up

Z4 000400k0Enm Module 1, Port 1 Link Dowm

232 000Ad00kh0Em Module 1, Port 1 Link Up

Zz 000d00kh04m Module 1, Port 1 Link Dowm

21 000d00k00m Successful logout through console.
Z0 000d00k00m Module 1, Port 1 Link Up

12 000dA00k00m Successful login through console.
12 000Ad00k00m Cold Start

- more (12 of Z9)

o

Function:Wiew Switch Logs and Health Status
Message:

CTRL+N=Next Page CTRBL+P=Previous Paye E=Eegin E=End C=Clear CTREL+R=Refresh

The Switch History screen displays the switch module logs and health status.

Monitoring IGMP Snooping

IGMP Snooping allows the switch module to read the Multicast Group |P address and the
corresponding MAC address from IGMP packets that pass through the switch module. The
ports where the IGM P packets were snooped are displayed and signified withan “M.” The
number of IGMP reports that were snooped is also displayed in the Reportsfield.

To view the IGMP Snooping table:
1. Highlight IGMP Snooping on the Networ k M onitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

IGHP Bnooping Status

UID: 1 State: Enabled Age Out: 260 Queries:Non-Querier

Multicast group: l teo 8 9 o le 17 to 24 25 Z&
MAC address:
Reports:

Multicast group: 1 to & 9 to lé 17 to 24 Z5 26
MAC address:
Reports:

Malticast group: l to & 9 to le 17 to Z4 £5 Z6
MAC address:
Beports:
FTEEFEFTEE I FE T LTI LT AT LT T AT I E T T AT ET A AT T E LTI A AT A A AT A A AT AL A A AT A A A A A A
Function: Enter VLAN ID
Message:
Ezc= Prewvious screen CTRL+R= Refresh CTRLiN= Next Page CTRL+P=Previous Pags

3. Typethe VLAN nameintheVID field.
4. Highlight GO to view the IGMP Snooping table.
5. Pressthe Enter key.

Monitoring the Dynamic Group Registration Table

To view the Dynamic Group Registration Table:
1. Highlight Dynamic Group Registration Table on the Network M onitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

Dymamic Group Registration Table

B R B B B B R e T T T
Function:
Message:
Ezc= Previous screen CTRBL+ER= Refresh CTRL+N= Next Page CTRL+P=Prewicus Page

The Dynamic Group Registration Table displaysfiltering information for VLANS
configured into the Bridge by local or network management, or learned dynamicaly. It
specifies the set of ports to which frames received on aVVLAN for this forwarding database
(FDB) and containing a specific group destination address are allowed to be forwarded.

Monitoring VLAN Status

Toview the VLAN Statustable:
1. Highlight VLAN Status on the Networ k M onitoring menu.
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2. Pressthe Enter key. The following screen is displayed.

VLAN Status

MNumber of IEEE S0Z_1Q VLAN: 1
IEEE &0z.1Q VLaN ID: 1

Current Egress Ports: 1, z, 3, 4, 5, &, 7, g, 2, 1o,
i1, 1&, 1z, 14, 15, 1l&, 17, 12, 13, zZOo,
1, 2&, &3, EZ4,85,Z6,CPU
Current Untagoged Ports: 1, z, 3, 4, 5, &, 7. a, 9, 10,
11, 1z, 1z, 14, 15, 1&, 17, 12, 13, Z0,
zl, Z&, &2, E4,2k,2¢

Status: Permanent

Creation time since switch power up: 04:07:14

B R T 2 L P e R e e
Function:
Message:
E=c= Prewious screen CTBEL+RE= Refresh CTRL+H= MNext Page CTREL+P=Previous Page

The VLAN Status window displays which VLAN ports are egress and which ports are
untagged.

Configuring SNMP Manager

The switch module sends out SNMP traps (alert messages) to network management stations
whenever certain exceptional events occur, such as when the switch module is turned on or
when a system reset occurs. The switch module alows traps to be routed to up to four
different network management hosts.

SNMP (version 1) implements a rudimentary form of security by requiring that each request
include a“community name.” A community nameis an arbitrary string of characters used as
a“password” to control access to the switch module. If the switch modul e receives a request
with acommunity name it does not recognize, it triggers an authentication trap.

The SNMP alows up to four different community namesto be defined. The community name
“public” is defined by default; you can change this name in addition to adding others. Y ou
need to coordinate these names with the community name settings you use in your network
management system.

To set the SNM P Manager Configuration settings:
1. Highlight SNMP Manager Configuration on the main menu.
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2. Pressthe Enter key. The following screen is displayed.

SNHMP Manager Conficuaration

SNMP Community String Access Right Btatus

fpublic 1 “Bead Onlys= “Walid =
[private 1 =Read/WMrite> =Talid =
[ 1 <Read Only= =Inwvalid=
[ 1 “Bead Onlys= “Inwalid=

ENMP Trap Manager Configuration

IP Address SNMFP Commanity String Status

[10.44.7.1 1 [public 1 “Valid =
[ 1 [ 1 =Invalids
[ ] [ 1 <Invalids
[ 1 [ 1 “Inwvalid=

Security IP:

[0.0.0.0 1[o.0.0.0 1[0.0.0.0 1[o.0.0.0 1
[D.0.0.0 1[0.0.0.0 1[0.0.0.0 1[o0.0.0.0 1
APPLY
A R T R R TR LT LR L
Function: Edit SMMP Community Strings.
Mes=zage:
CTRL+T = Root screen Esc=Prev. screen CTRL+ER = Refresh

The following SNMP Manager and Trap Manager Configuration parameters can be set:

— SNMP Community String—Displays the community string that is included on
SNMP packets sent to and from the switch module. Any station not privy to this
community does not receive the packet.

— Access Right—Allows each community to be separately set to either Read-Only,
meaning that the community member can only view switch settings, or Read/Write,
which allows the member to change settings in the switch module.

— Status—Determines whether this community name entry is Valid or Invalid. An
entry can be disabled by changing its status to | nvalid.

— | P Address—Designates the | P address of the network management station that
receives traps.

The Security | P section allows you to create alist of |P addresses that are allowed to
access the switch module via SNMP or Telnet.

3. After making your changes, highlight APPLY/, then pressthe Enter key.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Using System Utilities

To set the system utilities settings:
1. Highlight System Utilities on the main menu.
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2. Pressthe Enter key. The following screen is displayed.

Switch Thilities

Switch Settings:
Serwver IP Address: 10.43_10.1
Switch IF Address: 1l0.24.Z22.3
Subnet Mask: zZEE.0.0.0

Gateway Pouter: 10254 254 Z51

TFTP Services: Others:

Mphgrade Firmware from TFTP Server) Ping Test
Use Configuration File on TFTP Eerwver

Sawe Settings to TFTP Serwver

Sawe History Log to TFTP Server

b b e e e e e e e e R e R R e R
Function:Upgrade firmware from TFTP server.

Message:

CTREL4T = Root screen Esc=Trev. screen CTRL+R = Refresh

NOTE: Trivial File Transfer Protocol (TFTP) services allow the switch firmware to be upgraded by
transferring a new firmware file from a TFTP server to the switch module. A configuration file can also
be loaded into the switch module from a TFTP server, switch module settings can be saved to the TFTP
server, and a history log can be uploaded from the switch module to the TFTP server.

Upgrading Firmware from a TFTP Server

To upgrade the firmware from a TFTP server:

1. Highlight Upgrade Firmwarefrom TFTP Server on the Switch Utilities menu.
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2.

Pressthe Enter key. The following screen is displayed.

Tpgrade Firmware

Serwver IP Address: [IINCIEEEI- SN

Pathh'Filename: [C:\Z_HAD 1 APPLY

EE e o e e e e o e L

Function: Enter the Server IF address.

Message:
CTRL4T = Eoot scrasn Ezc=Praw. =cresn CTREL+R = Refresh
3. Typethe P address of the TFTP server inthe Server |P Addressfidd.

© N o U

NOTE: The TFTP server must be on the same IP subnet as the switch module.

Type the path and the filename to the firmware file on the TFTP server in the
Path\Filenamefield.

NOTE: The TFTP server must be running TFTP server software to perform the file transfer. TFTP
server software is a part of many network management software packages, or can be obtained as
a separate program.

Highlight APPLY.

Pressthe Enter key to record the | P address of the TFTP server.

Highlight START.

Pressthe Enter key toinitiate the file transfer.

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Downloading Configuration File from a TFTP Server

To download a switch module configuration file from a TFTP server:

1.

Highlight Use a Configuration File on TFTP Server on the Switch Utilities menu.
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2. Pressthe Enter key. The following screen is displayed.

Use Configuration File on TFTP Server

Server IP Address: |

Path'Filename: [ ] APPLY

e b o e o e ke ke o o ek ko ke o e e e b e e b o e e ko o i o o e o o
Function: Enter the Server I address.

Message:

CTRL4T = Root screen Ezc=Prew. =screen CTRL+E = Refresh

Type the IP address of the TFTP server in the Server |P Addressfield.

Type the location of the switch module configuration file on the TFTP server in the
Path\Filenamefield.

Highlight APPLY.

Pressthe Enter key to record the | P address of the TFTP server.
Highlight START.

Pressthe Enter key toinitiate the file transfer.

© N o U

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Saving Settings to a TFTP Server

After completing the final configuration for the switch module, Compag highly recommends
that you save the switch module configuration fileto TFTP server storage.

To save the switch module configuration file to a TFTP server:
1. Highlight Save Settingsto TFTP Server on the Switch Utilities menu.
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2. Pressthe Enter key. The following screen is displayed.

Sawe Settings to TFTP Serwver

Server IP Address: [HECHRNiEN]

Path\Filename: [ 1 APPLY

b b R e e b b R R o e R bk
Function:Enter the Server IP address.

Message:

CTEL+T = Root screen Esc=Prev. screen CTRL+E = Refresh

Type the IP address of the TFTP server in the Server |P Addressfield.

Type the location of the switch module configuration file on the TFTP server in the
Path\Filenamefield.

Highlight APPLY .

Pressthe Enter key.

Highlight START.

Pressthe Enter key toinitiate the file transfer.

© N o U

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Saving the History Log to a TFTP Server

To savetheHistory Logon a TFTP server:
1. Highlight Save History Log to TFTP Server on the Switch Utilities menu.
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2. Pressthe Enter key. The following screen is displayed.

Save Log to TFTP Serwver

Server IP' Address: [IRUECRcHyNTgE

Path\Filename: [ 1 APPLY

B L b R e b R e R L Py
Function:Enter the Zerver IP address.

Maszsage:

CTRL+T = Root screen Esc=Prev. screen CTRL+E = Refresh

Typethe IP address of the TFTP server in the Server |P Addressfield.

Type the path and filename for the history log on the TFTP server in the Path\Filename
field.

Highlight APPLY.

Pressthe Enter key to make the changes current.
Highlight START.

Pressthe Enter key toinitiate the file transfer.

© N o U

NOTE: To save the configuration settings permanently, you must enter them into NVRAM using
the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Performing a Ping Test

To test the connection with another network device using Ping:
1. Highlight Ping Test on the Switch Utilities menu.
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2. Pressthe Enter key. The following screen is displayed.

1 adaress: | I

MNumher of Repetitions: [0 |

ETART

bbb R bk o R R R R R R S R Rl R Rl R ol R R R R bk S
Function: Specify the IP address of a node to ping.

Message:

CTRL+T = FRookb screen Esc=Prew. screen CTRL+ER = Refresh

Type the | P address of the network device to be pinged in the P Addressfield.

Type the number of test packets to be sent (three is usually enough) in the Number of
Repetitionsfidd.

Highlight START.
Pressthe Enter key.
NOTE: To save the configuration settings permanently, you must enter them into NVRAM using

the Save Changes option on the main menu. See the “Saving Changes” section earlier in this
chapter.

Rebooting the Switch Module

The switch modul e reboot options are:

Reboot—Restarts the switch module. Any configuration settings not saved using Save
Changes from the main menu are lost. The switch module configuration is restored to the
last configuration saved in NVRAM.

Save Configuration & Reboot—Saves the configuration to NVRAM (identical to using
Save Changes) and then restarts the switch module.
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* Reboot & Load Factory Default Configur ation—Restarts the switch module using the
default factory configuration. All user-defined configuration datais|ost.

* Reboot & Load Factory Default Configuration Except | P Address—Restarts the
switch module using the default factory configuration, except the user-configured 1P
address, which isretained. All other configuration dataislost. If you want your |P
address to default from DHCP or BOOTP, do not choose this option.

NOTE: See Appendix C for a list of factory default settings.

To reboot the switch module from the console:
1. Highlight Reboot on the main menu.
2. Pressthe Enter key. The following screen is displayed.

Bystem Beboot

Bave Configuaration & Reboot
Beboot & Load Factory Default Configuration

Beboot & Load Factory Default Configuration Except IP Address

LR L e L L e e s L L L

Function:
Mes=zage:
CTRL+T = Root screen Esc=Frewv. screen CTREL+R = Refresh

3. Highlight the appropriate selection.
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4. Pressthe Enter key. The following screen is displayed.

Svwstem Reboot

Are wou sure you want to proceed with the system reboot?

m Tes
ok e e e b e ek b b ek o e e b e e e e b b e e o e ok e e e ook e o e e e
Function:
Message:
CTREL+T = Root screen Esc=Frev. screen CTRL+E = Refresh

5. Highlight Yes.
6. Pressthe Enter key.

Logging Out

To exit the setup pages, select L ogout on the M aintenance menu. The Account Login screen
isdisplayed.
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Configuring the Switch Modules Using the Web-Based
Management Interface

Introduction

The interconnect switch offers an embedded Web-based (HTML) interface that allows users
to manage each switch module from anywhere on the network through a standard browser,
such as Netscape Navigator or Microsoft Internet Explorer. The Web browser actsas a
universal access tool and can communicate directly with the switch modules using the HTTP
protocol.

NOTE: Your browser window may differ compared with the screen shots in this guide.

The Web-based management module and the console management program (and Telnet) are
different waysto access and configure the same internal switching software. All settings
encountered in Web-based management are the same as those found in the console
management program.

This chapter describes how to use the Web-based management interface to access the switch
modules, change their settings, and monitor their operation.

NOTE: This Web-based management module does not accept Chinese language input (or other
languages requiring two bytes per character).

Before You Begin

The ProLiant BL e-Class C-GbE Interconnect Switch supports awide array of functions and
gives great flexibility and increased network performance. This flexibility and rich feature set
require some planning to arrive at a deployment strategy that will maximize the potentia of
the interconnect switch. See the section, “Planning the Interconnect Switch Configuration,” in
Chapter 2 for things to keep in mind as you configure your switch modules.
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Connecting to the Switch Modules

Before you can connect to a switch module using the Web-based management interface, you
must set up the IP address on the switch module. By default, if thereisa DHCP server on the
network, a switch module obtains the 1P address automatically. If there is no DHCP server on
the network, configure the 1P address of the switch modules using the console management
interface.

NOTE: See the section, “Accessing the Switch Modules,” in Chapter 2 for information on how to
connect to the console management interface. See the sections, “Logging on to the Switch Module” and
“Configuring IP Address,” in Chapter 3 for information on how to use the console interface management
system to manually configure a switch module’s IP address.

To connect to a switch module using the Web-based management interface:

1. Start aWeb browser, for example, Microsoft Internet Explorer version 5.5 or higher or
Netscape Navigator version 6.1 or higher.

2. Typethe IP address you have defined for the switch module in the browser address bar.
The URL in the address bar should read something like: http://10.24.22.8.

3. Pressthe Enter key. The Enter Network Password dialog box for the switch moduleis
displayed.

IMPORTANT: The proxy for session connection should be turned off.

Enter Hetwork Password [ 7] I
? Fleasze type your uger name and pazswornd.

Site: 1024228
Fealm Compan ProLiant BL e-Clazz C-GhE
Uzer Mame ||

Pazsword I

[T Save thiz password in your pazsword list

k. I Catricel
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Logging on to the Switch Module

IMPORTANT: The switch module does not have any initial user names or passwords set. Compaq
recommends that after logging on, you create at least one Root-level user as the switch administrator.
(See Table 2-1 in Chapter 2, “Setting up and Installing the Interconnect Switch,” for an explanation of
user privileges.) If you forget your password after it has been set up, call Compaq Customer Support for
assistance.

To log on to the switch module for the first time:

1. Click OK at the Enter Network Password dialog box. Noinitial user name or password
is set for thefirst user. The main page in the Web-based management moduleis

displayed.
The main page displays the main menu, an active graphic of the switch module, and the
TCP/IP Parameters Setup window.

The active graphic of the switch module allows you to monitor the switch module status.
Graphical LEDs display current link speed and activity. Graphical RJ45 connectors
alow youto display statistics for individual ports. See the section, “Monitoring the
Switch Module using the Active Switch Graphic,” for detailed information.

The TCP/IP Parameters Setup window is used to determine whether the interconnect
switch should get its | P address settings from the user (Manual), aBOOTP server, or a
DHCP server. See the section “Configuring |P Address.”

| Frodiant BLe-C e C-Ole brieroeed Seerlon B

T T A -
_— it

[=mmi=]

el o

2. Click the small square hyperlink to the left of the folder iconsto display alist of
additional menus used to configure, manage, monitor, and maintain the switch module.
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Setting Up New Users

Y ou can set up amaximum of eight users on a switch module.

NOTE: After logging on to the switch module for the first time, you need to set up at least one user
account with Root privileges.

To create anew user account:

1. Click the small square to the left of the M anagement folder on the main menu. The
Management menus are displayed.

2. Click User Accounts. The following window is displayed.

User Account Management

Tser Mame dpcess Eight Acd
archren Raot Moty |

switchuser Tlzer Modity |

3. Click Add to add a new user to the table. The following window is displayed.

User Account Modify Table

Apply |

Type the user name in the User Name field.

Type the user’ s password in the New Password field.

Type the new password a second time in the Confirm Password field.

N o g A~

Click the drop-down arrow in the Access Right field to select the access level. There are
three access levels: User, User +, and Root. A Root user has full read/write access, while
aUser hasread only access. A User + has the same privileges as a User, but with the
added ahility to restart the switch module.

NOTE: See Table 2-1 in Chapter 2 for an explanation of access rights.

Click Apply. The Enter Network Password dialog box is displayed.
Type the new user’ s name in the User Namefield.
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10. Typethe user’s password in the Passwor d field.

11. Click OK. The User Account Management window is displayed with the new user
listed. Y ou are now ready to configure the switch module.

NOTE: To save the configuration settings permanently, you must enter them into the non-volatile
RAM (NVRAM) using the Save Changes option on the Maintenance menu. See the section,
“Saving Changes” in this chapter.

Saving Changes

The switch module has two levels of memory, normal RAM and NVRAM. Configuration
changes on a screen are made effective by clicking the Apply button. The settings are then
immediately applied to the switching software in RAM.

If you want configuration changes to be permanent, you must save them to NVRAM using
the Save Changes option on the M aintenance menu before rebooting the system.

NOTE: Some settings require you to restart the switch module before they take effect. Restarting the
switch module erases all settings in RAM and reloads the stored settings from the NVRAM.

To retain any configuration changes permanently:
1. Openthe Maintenance folder on the main menu.

2. Click Save Changes. The Save Configuration window is displayed.

Save Configuration

Save system settings to NY-RAM.

Sawve Configuration |

3. Click Save Configuration to save al the changes made in the current session to the
switch module’ sNVRAM memory. A message box is displayed telling you that the save
iscomplete.

4. Click OK. After the switch module configuration settings have been saved to NVRAM,
they become the default settings for the switch module. These settings are used every
time the switch module is rebooted.

IMPORTANT: After saving your final configuration, Compagq highly recommends that you save the
switch module configuration image to TFTP server storage. See the section, “Saving Settings to TFTP
Server,” in this chapter.

Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide 4-5



Configuring the Switch Modules Using the Web-Based Management Interface

Configuring the Switch Module

The Configuration menu has the following features:

IP Address

Switch Information
Advanced Settings
Port Configuration
Port Mirroring
Port Trunking
IGMP Snooping

Configuring IP Address

When you sdlect | P Addr ess from the Configuration menu, the following screenis
displayed.

TCPJIP Parameters Setup

O0:05:541%9.52:87

Apply I

The TCP/IP Parameter s Setup window is used to determine whether the switch module
should get its | P address settings from the user (Manual), aBOOTP server, or a DHCP server.

The window displays the following information:

MAC Address—The Ethernet address for the device, also known as the physical
address.

Get | P From—There are three choices for how the switch module receivesits | P address
settings: Manual, BOOTP, and DHCP.

I P Address—The host address for the device on the TCP/IP network.
Subnet Mask—The address mask that controls subnetting on your TCP/IP network.
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* Default Gateway—The I P address of the device, usually arouter, which handles
connections to other subnets or other TCP/IP networks.

e VID—TheVLAN ID number.

To set the |P address:
1. Select Manual, BOOTP, or DHCPinthe Get |P From field:

— If you select Manual, enter the | P Address, Subnet Mask, and Default Gateway of
the switch module.

— If you select BOOTP, you do not need to configure any | P parameters, because a
BOOTP server automatically assigns |P configuration parameters to the switch
module.

— If you select DHCP, a DHCP request will be sent when the switch moduleis
powered up.

2. Click Apply to activate the new settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Setting Basic Switch Module Information

When you select Switch Information from the Configur ation menu, the following screenis
displayed.

Switch Information (Basic Settings)
) e Compaq ProLiant BL e-Class C-GbE
Interconnect Switch &

00:80:c8:24:37:31
0.00.003
000014

141

Qo0 00700

Apply |

The Switch Information (Basic Settings) window displays the following information:
e Device Type—A description of the switch module type.

e External Module Type—A description of the optional module plugged into the
front dot.
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MAC Address—The Ethernet address for the device.

Boot PROM Version—The version number for the firmware chip. Thisinformation is
needed for new runtime software downloads.

Firmwar e Version—The version number of the firmware installed on the switch
module. Thisinformation can be updated by using the Update Fir mwar e window in the
Reset and Update section.

Base M odule Version—The version number of the base module.

External Module Version—The version of the optional module plugged into the
front dot.

System Name—A user-assigned name for the switch module.

System L ocation—A user-assigned description for the physical location of the switch
module.

System Contact—The name of the person to contact if there are any problems or
guestions with the system. Y ou may also want to include a phone number or extension.

To complete the user-assigned switch module information:

1
2.
3.

Type the system name in the System Namefield.
Type the physical location of the switch module in the System L ocation field.

Type the name of the contact person responsible for the switch module (and tel ephone or
other contact information) in the System Contact field.

Click Apply.
NOTE: To save the configuration settings permanently, they must be entered into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring Advanced Settings

When you select Advanced Setting from the Configur ation menu, the following screeniis
displayed.

Switch Information{Advanced Settings)

I1IZI Minutes 'I
300

|Fc|rward Al Unregisteredj

ISDurce Addr j

!Disabled 'I

Apply |

Y ou can change the following parameters:

* Auto-Logout of Console & Telnet—Select the time that the interface can be idle before
the switch module automatically logs-out the user. The options are 2 minutes, 5 minutes,
10 minutes, 15 minutes, and Never.

e MAC Address Aging Time—Select the length of time alearned MAC address remains
in the forwarding table without being accessed (that is, how long alearned MAC address
isalowed to remain idle). The aging time can be set to any value between 10 and
1,000,000 seconds.

NOTE: A very long aging time can result in out-of-date dynamic entries that may cause incorrect
packet filtering/forwarding decisions. A very short aging time may cause entries to be aged out too
soon, resulting in a high percentage of received packets whose source addresses cannot be found
in the address table, in which case the switch module will broadcast the packet to all ports,
negating many of the benefits of having a switch module.

e IGMP Snooping—Choose to enable or disable Internet Group Management Protocol
(IGMP) Snooping. IGMP Snooping enables the switch module to read IGMP packets
being forwarded through the switch modulein order to obtain forwarding information
from them, such as which ports contain Multicast members.

* GVRP Status—Choose to enable or disable GVRP on the switch module. Group VLAN
Registration Protocol is a protocol that alows members to dynamically join VLANS.
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« Tenet Status—Choose to enable or disable access to the switch module over the
network using the TCP/IP Telnet protocol.

*  Web Status—Choose to enable or disable management of the switch module over
the Web.

e Group AddressFilter Mode—Select one of the forwarding or filtering options to set the
IGMP filter mode for processing multicast packets.

» Scheduling Mechanism for CoS Queues—Choose one of the Class of Service queue
options. If you select Strict, then when the highest priority queue is full, those packets
will bethefirst to be forwarded. If you select RoundRobin, the forwarding is based on
the settings made on the Class of Service Configuration screen.

* Trunk Load Sharing Algorithm—Select one of the trunk load sharing options, Sour ce
Addr, Destination Addr, or Both, to determineif load balancing decisions will be made
by the source MAC address, destination MAC address, or both addresses.

» Backpressure—Select Enabled or Disabled to initiate or terminate traffic flow control in
and out of the interconnect switch.
After making your choicesin Advanced Settings, click Apply.

NOTE: To save the configuration settings permanently, they must be entered into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring Port Settings

When you select Port Configuration from the Configuration menu, the following screen is

displayed.
Port Settings
Port FPort Mame Speed/Duplex w Caontrol

Apply
{Enabled =||Auto = i -]

VLan Hame

]Porﬂ :_j ]SeweH_Pum

Fort Mame

1 Zerver DEFAULT VLAN Serverl Portl Enabled ATUTO O -
2 Server  DEFAULT VLAN Zervet? Pottl Enabled ATTO O -
3 Server DEFAULT VLAN Zervetd Pottl Enabled ATTO O -
4  Server  DEFAULT VLAN 3erverd Poitl Enabled ATUTO O -
5  Server  DEFAULT VLAN 3erverd Pottl Enabled ATTO O -
6 Server  DEFAULT VLAN 3erverfi Portl Enabled ATTO Oy -
7 Server  DEFAULT VLAN 3ervet7 Pottl Enabled ATTO Oy -
8  Servet DEFAULT VLAN Serverf Portl Enabled ATTO Oy -
9 Berver DEFAULT VLAN Server? Portl Enabled AUTO On -
10 Berver DEFAULT VLAHN Serverl] Portl  Enabled AUTO On -
11 Berver DEFAULT VLAHN Serverll Portl  Enabled AUTO On -
12 Berver  DEFAULT _VLAHN Serverl2 Portl  Enabled AUTO On -
13 Berver DEFAULT _VLAHN Berverl3 Portl  Enabled AUTO On -
14 Berver DEFAULT _VLAHN Berverld Portl  Enabled AUTO On -
15 Berver  DEFAULT VLAHN Berverl5 Portl  Enabled AUTO On -
16 Berver DEFAULT VLAHN Berverld_FPortl  Enabled AUTO On -
17 Berver  DEFAULT _VLAHN Berverl? Portl  Enabled AUTO On -
18 Berver  DEFAULT _VLAHN Berverl® Fortl  Enabled AUTO On -
19 Berver  DEFAULT VLAHN Berverl® Portl  Enabled AUTO On -
20 Berver  DEFAULT _WLAN Berverd0 Portl  Enabled ATUTO On -
21 HConnect DEFAULT VLAN XConnectl Enabled 100N/FULL Off 100RLFullH one
22 FEConnect DEFAULT VLAN XConnect? Enabled 100M/FULL Off 100RLFullH one
23 JANIC DEFAULT VLAN EMRI Enabled AUTO ity --
24 Uplink  DEFAULT VLAN Mgmt Uplink Enabled AUTO Oty --

To change the port settings.

1. Select the port you want to configure in the Port field, or click the port on the switch
module front panel display.

2. Choose Enabled or Disabled inthe State field. If you choose Disabled, devices
connected to that port cannot use the switch module, and the switch module purges their
addresses from its address tabl e after the MAC address aging time el apses.
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3. Configure the Speed/Duplex setting for the port:

— Select Auto to allow the port to select the best transmission speed, duplex mode, and
flow control settings based on the capabilities of the device at the other end. The
other selections allow you to force the port to operate in the specified manner.

— Select 100M/FULL for port operation at 100 Mb/s and full duplex.
— Select 100M/HALF for port operation a 100 Mb/s and half duplex.
— Select 10M/FULL for port operation at 10 Mb/s and full duplex.
— Select 10M/HALF for port operation at 10 Mb/s and half duplex.
4. Configurethe Flow Control setting for the port:
— Choose On in full-duplex mode to implement | EEE 802.3x flow control.
— Choose Off for no flow control.

IMPORTANT: You must reboot the switch module before a flow control change can take effect.

5. Click Apply.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring Port Mirroring

When you select Port Mirroring from the Configur ation menu, the following screen is
displayed

Port Mirroring

ource Port

Faortl =
Either
Fort11 =
Disabled =

:

i

Note(1).The “Source Fort™ and "Targe: Fort™ should be different, or the setup
will be itvalid.
Note(2).The farget pori should be a non-trunked port,

The Trunking Ports:
Group ID (1):21 22
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The switch module allows you to copy frames transmitted and received on a port, and to
redirect the copies to another port. Y ou can attach a monitoring device to the mirrored port,
such as a sniffer or an RMON probe, to view details about the packets passing through the
first port.

IMPORTANT: You cannot mirror a faster port onto a slower port. For example, if you try to mirror the
traffic from a 100 Mb/s port onto a 10 Mb/s port, you can cause throughput problems. The port you are
copying frames from should always support an equal or lower speed than the port to which you are
sending the copies. Also, the target port for mirroring cannot be a member of a trunk group. A target
port and a source port also cannot be the same port.

To configure amirror port:
1. Select the Source Port from which you want to copy frames.

2. Select the Sour ce Direction, either I ngress, Egress, or Either.

3. Select the Target Port that receives the copies from the source port. Thisis the port
where you would connect a monitoring/troubleshooting device, such as a sniffer or an
RMON probe.

Select Enabled in the Status field.
Click Apply.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring Port Trunking

When you select Port Trunking from the Configuration menu, the following screenis
displayed.

rt Trunking Settings

Port Mur

KN N N N N N N Y R S R A Y K E B Y E R
o] o o

Enabled =] Apphe

1 [=Connect LI A

2 ooEsc ole e o e e Sl e S e e o L [Disabled ] [Apply
2 SN i i i e T
om0 0 oo o o o o ] o TP [T
5[ I0oioicio oo oo o ol ol ol o e e o o o o o e e i i [ Disabled (5] [ Al
B |0 I e e o O e o S [ Dbl (] [l
Note: Itis only valid to set up at most 8 member ports of any one trunk group and a port can be a member of only one trunk

group at atime

The switch modul e supports up to six trunk groups. Trunks are groups of portsthat are
banded together to form a single, logical, high-bandwidth data pipe.

Y ou can change the following parameters:
* Name—Type the user-assigned name of the trunk group.
* Port Numbers—Check the number of ports that will be members of the trunk group.

» Status—Choose to enable or disable the trunk group.
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To create or modify atrunk group:

1. Typeanameinthe Namefield.

2. Check the ports that will compose the port trunk.
3. Changethe Statusfield to Enabled.

4. Click Apply.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring IGMP Snooping

When you select | GM P Snooping from the Configuration menu, the following screenis
displayed.

IGMP Snooping Settings

Add/Modify

I ET
Response

LA 1D

= _Apply |

IGMP Snooping Setup Table
1'..."1-}"-,_'['-1 Hame

1 DEFATULT VLAN Enabled 260

Internet Group Management Protocol (IGMP) Snooping allows the switch moduleto
recognize IGMP queries and reports sent between network stations or devices and an IGMP
host. When enabled for IGMP Snooping, the switch module can open or close aport to a
specific device based on |GM P messages passing through the switch module.

Y ou can change the following parameters:
* VLAN ID—Select aVLAN ID number in thisfield.
» State—Choose to enable or disable the IGMP settings.

*  Querier State—Select the IGMP version that will be used by the IGMP interface when
making queries. Select from Non-Querier, V1-Querier, and V2-Querier.

* Robustness Variable—Thisis atuning variable that allows you to configure the
acceptable number of packetsthat may belost. Type avalue between 1 and 255, with
larger values being specified for subnets that are expected to lose larger numbers of
packets.

e Query Interval—Type avalue between 1 and 65,500 seconds to specify the length of
time between sending IGMP queries. The default is 125 seconds.

* Max Response—Type the maximum amount of time allowed before sending an IGMP
response report. The rangeis 1 to 25 seconds.

4-14
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To set up IGMP Snooping:

1
2.
3.

TypeaVLAN ID number inthe VLAN ID field.
Select Enabled in the State field.

Select the desired setting in the Querier Statefield. This setting determines the version
of IGMP that is used in your network.

Type avalue between 1 and 255 in the Robustness Variablefield. The default is 2.

Type avalue between 1 and 65,500 seconds in the Query Interval field. This setting sets
the time between IGMP queries.

Type avalue between 1 and 25 seconds in the M ax Response field. This setting specifies
the maximum amount of time alowed before sending a response report.

Click Apply.
NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring Spanning Tree Protocol Switch Module Settings

The switch modul e supports 801.2d Spanning Tree Protocol (STP), which allows you to
create alternative paths (with multiple switches or other types of bridges) in your network.
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When you select STP Switch Settings from the Spanning Tree menu, the following screen
isdisplayed.

: IDisabIed vI

26112

0
a00000E0:824271a
0080cE2437 1a

Apply I

Nate: 2% Farward Delay-1) == Max Age,
Max Age == 2% Halle Tirme +1)

Y ou can change the following Spanning Tree parameters:
» Spanning Tree Protocol—Choose to enable or disable the STP setting.

» Bridge Max Age (6-40 Sec)—Type in the maximum age. The rangeis 6 to 40 seconds.
When the maximum age is reached, if a Bridge Protocol Data Unit (BPDU) has still not
been received from the Root bridge, your switch module will start sending its own BPDU
to all other switches for permission to become the Root Bridge. If your switch module
has the lowest bridge identifier, it will become the Root bridge.

* BridgeHeélo Time (1-10 Sec)—Typein the hello time. Therangeis 1 to 10 seconds.
Thistimeistheinterval between two transmissions of BPDU packets sent by the Root
bridge to tell all other switchesthat it isindeed the Root bridge. If you set a hello time for
your switch module and it is not the Root bridge, the default hello time will be used until
your switch module becomes the Root bridge.
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* Bridge Forward Delay (4-30 Sec)—Type in the forward delay time. Therangeis 4 to
30 seconds. Thisinterval isthe time any port on the switch module spendsin the listening
state while moving from the blocking state to the forwarding state.

e BridgePriority (065535 Sec)—Typein the bridge priority. The rangeis from 0 to
65,535. Zero is equal to the highest bridge priority.

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this

chapter.

Configuring Spanning Tree Protocol Port Settings

When you select STP Port Settings from the Spanning Tree menu, the following screenis

displayed.

STP Port Settings

From ___Jlo____|

|Port1 x||Port1 =||Disabled x| [0

1 - Enabled
2 - Enabled
3 - Enabled
4 - Enabled
5 - Enabled
i} - Enabled
¥ - Enabled
B - Enabled
g b Enabled
10 == Enabled
11 - Enabled
12 - Enabled
13 B Enabled
14 |- Enabled
15 = Enabled
16 = Enabled
17 .oz Enabled
12 L Enahled
19 i Enabled
20 =5 Enabled
21 i Enabled
22 L2 Enahled
23 1000 Full'M one Enabled
24 - Enabled

19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
i

i

19
19

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

Mo
Mo
bao
Mo
Mo
Mo
bao
Mo

B s A
Dizabled
Digabled
Digabled
Dizabled
Dizabled
Digabled
Digabled
Dizabled
Dizabled
Digabled
Digabled
Dizabled
Dizabled
Digabled
Digabled
Dizabled
Dizabled
Dizahled
Digabled
Dizabled
Dizabled
Dizabled
Forwrarding
Dizabled

The STP Port Settings window allows you to configure Spanning Tree Protocol functions

for individual ports.
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Y ou can change the following parameters:

*  From—Select thefirst port to be configured.

e To—Select thelast port to be configured.

» State—Choose the STP state for the port, either Enabled or Disabled.

* Cost (1-65535)—Type a port cost between 1 and 65,535. The lower the cogt, the greater
the probability that the port will be chosen as the designated port (chosen to forward
packets).

* Priority (0-255)—Type a port priority between 0 to 255. The lower the priority, the
greater the probability that the port will be chosen as the root port.

* Bypass—Choose Yes or No. The bypass sets the forward delay timer to zero, thus
bypassing the waiting time before the listening state. (This procedure is also known as
fast forward.)

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.

Configuring Unicast Filtering

The Static Filtering Table menu allows you to change the parameters for unicast filtering
and multicast filtering.

When you select Unicast Filtering from the Static Filtering Table menu, the following
screen is displayed.

Add Unicast (Destination-Address)Filtering

R PN T A A R I VO P
CENN N N [0 N O P e T P

The Add Unicast Filtering window allows you to set up static packet filtering on the switch
module.

Y ou can change the following parameters:
* MAC Address—Type the MAC address from which packets will be statically filtered.
VID—Typethe VLAN ID number of the VLAN to which the MAC address belongs.
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* Type—Choose thefilter type, either Permanent or DeleteOnReset.
e Port Map—Select the port on which the MAC address resides.

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.

Configuring Multicast Filtering

When you select M ulticast Filtering from the Static Filtering Table menu, the following
screen is displayed.

Add Multicast {(Destination-Address)Filtering

The Add Multicagt Filtering window alows you to set up multicast filtering on the switch
module.

Y ou can change the following parameters:

e MAC Address—Typethe MAC address of the static source of multicast packets.
VID—Typethe VLAN ID number of the VLAN to which the MAC address belongs.
» Type—Choose thefilter type, either Permanent or DeleteOnReset.

* Port Map—Select the ports that will be members of the static multicast group and ports
that have no restrictions from joining dynamically.

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.

Configuring the Static VLAN Entry

The VLAN menu allows you to configure the following:
e Static VLAN entry
« Port VLAN ID (PVID)
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When you select Static VLAN Entry from the VL AN menu, the following screenis
displayed.

802.1Q Static VLANs
VLAN ID (VID) VLAN MName [2dd [

1 DEFATILT WLAR bodify |

The 802.1Q Static VL ANswindow alows you to add, modify, or delete entries to the
802.1Q Static VLAN table.

To add an entry to thistable, click Add and then fill in the appropriate information in the
following window. To modify an entry, click M odify beside the appropriate VID. To delete
an entry, click theicon in the Delete column beside the appropriate VID.

12 10 Static VLAN Setup

FFEFFFFFFFFFFFFFFFFFFFFFFFFF

SRRy
The 802.1Q Static VLAN Setup window allows you to change the following parameters for
each VLAN ID (VID):

e VID—Allowsyou to typethe VLAN ID number of the VLAN you want to add. The
rangeis 1-4094. Thisfield is grayed out in the modify mode.

* VLAN Name—Allows you to type the name of the VLAN that is being created.

» Tag—Specifiesthe port as either 802.1Q tagging or 802.1Q untagging. Select the check
box to designate the port as tagging.

* None—Allowsyou to click the radio button to specify the port as not being a static
member of the VLAN, but with no restrictions for joining the VLAN dynamically
through GVRP.

» Egress—Allowsyou to click the radio button to specify the port as being a static member
of the VLAN. Egress member ports are ports that will be transmitting traffic for the
VLAN.

* Forbidden—Specifies the port as not being a member of the VLAN and that the port is
forbidden from becoming amember of the VLAN dynamically.

To configure an 802.1Q static VLAN entry:
1. Typethe VLAN ID numberinthe VID fidld.

4-20

Compag ProLiant BL e-Class C-GbE Interconnect Switch User Guide



Configuring the Switch Modules Using the Web-Based Management Interface

Typethe VLAN nameinthe VLAN Name field.

Select the Tag check box if you want amember port to be atagging port. Leave it
unselected if you do not want it to be atagging port.

4. Select Noneif you do not want a port to belong to the VLAN, or select Egressto
statically set a port to belong to a VLAN. Select Forbidden if you do not want a port to
become a member of the VLAN dynamically.

5. Click Apply to let the changes take effect.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring the Port VLAN ID

When you sdlect Port VLAN 1D (PVID) from the VL ANs menu, the following screenis
displayed.
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[Portt =] Port1 =]t {off =]

802.1Q Port Table
1 1

Off Of
p 1 Off Off
3 1 Off Of
4 1 Off Of
5 1 Off Of
6 1 Off Of
7 1 Off Off
8 1 Off Of
8 1 Off Off
10 1 Off Of
11 1 Off Off
12 1 Off Of
13 1 Off Of
14 1 Off Of
15 1 Off Of
16 1 Off Off
17 1 Off Of
18 1 Off Off
1% 1 Off Of
20 1 Off Off

The 802.1Q Port Settings window allows you to assign a Port VLAN ID (PVID) number,
enable or disable the ingress filtering check, and enable or disable GVRP for individual ports.

Ingress filtering means that a receiving port will check to seeif it isamember of the
VLAN ID in the packet before forwarding the packet.

GARP VLAN Registration Protocol (GVRP) is a Generic Attribute Registration Protocol
(GARP) application that provides 802.1Q-compliant VLAN pruning and dynamic VLAN
creation on 802.1Q trunk ports. With GV RP, the switch module can exchange VLAN
configuration information with other GV RP switches, prune unnecessary broadcast and
unknown unicast traffic, and dynamically create and manage VLANS on switches connected
through 802.1Q trunk ports.

Y ou can change the following parameters:

* From and To—Select the range of portsinthe From and To fields.
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* PVID—Typethe PVID. Thistuning variable alowsfor sub-networks that are expected
to lose alarge number of packets. The PVID is used by the port to tag outgoing, untagged
packets, and to make filtering decisions about incoming packets. If the port is specified as
tagging, and an untagged packet is forwarded to the port for transmission, the port will
add an 802.1Q tag using the PVID to writethe VID in the tag.

When the packet arrives at its destination, the receiving device will use the PVID to make
VLAN forwarding decisions. If a packet is received by the port, and ingressfiltering is
enabled, the port will compare the VID of theincoming packet to its PVID. If thetwo are
unequal, the port will drop the packet. If the two are equal, the port will receive the
packet.

* Ingress Filter—Choose Off or On to specify the port that checks the VID of incoming
packets against its VID or PVID. If the two are equal, the port will receive the packet. It
the two are unequal, the port will drop the packet. This setting is used to limit traffic to a
single VLAN.

*  GVRP—Choose Off or On to enable or disable GARP VLAN Registration Protocol.
Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.

Configuring the Restart Ingress Bandwidth Settings

When you select Restart Ingress Bandwidth from the Port Bandwidth menu, the following
screens are displayed.

Ingress Bandwidth Settings

IPDrﬂ vl 31 '. Il Apply|
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To configure ingress bandwidth for a specific port:

Select the desired port in the Port Num field.

Type a number between 1 and 127 in the | ngress Bandwidth (1-127 Units) field.
Click Apply.

Select Restart System from the M aintenance menu.

Select Yesto save the settings.

Click Restart. The system reboots and saves your settings.

© g & w NP

NOTE: To delete an entry, click the Delete icon on the Ingress Bandwidth Setup Table.

Displaying the Current Ingress Bandwidth Table

When you select Current Ingress Bandwidth from the Port Bandwidth menu, the
following screen is displayed.

Current Ingress Bandwidth Table

Current Ingress Bandwidth Tableisaread-only screen displaying current ingress
bandwidth information.

Configuring the Restart Egress Bandwidth Settings

When you select Restart Egress Bandwidth from the Port Bandwidth menu, the following
screen is displayed.

Egress Bandwidth Settings

Faort Mum

IP:::rH "l

Tmts

To configure egress bandwidth for a specific port:

1. Select the desired port under Port Num.

2. Typeanumber between 1 and 127 in the Egress Bandwidth (1-127 Units) field.
3. Click Apply to save the change or addition.

4. Select Restart System from the M aintenance menu.
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5. Select Yesto save the settings.
6. Click Restart. The system reboots and saves your settings.

NOTE: To delete an entry, click the Delete icon on the Egress Bandwidth Setup Table.

Displaying the Current Egress Bandwidth Table

When you select Current Egress Bandwidth from the Port Bandwidth menu, the following
screen is displayed.

Current Egress Bandwidth Table

Fort

Current Egress Bandwidth Tableis aread-only screen displaying current egress bandwidth
information.

Configuring the Threshold of Broadcast

When you select Threshold of Broadcast from the Configuration menu, the following
screen is displayed.

stiMulticast/DA-Unknown Storm
{ Disakled |=

Disahled =
500

Il

Apply |

The switch module allows you to set the threshold for three types of storms: broadcast,
multicast, and one where the destination address is unknown. The higher the threshold, the
more packets the switch module can accept per second. If the threshold is exceeded, any
additional packets received are dropped. Entering alow value means packets have a greater
chance to exceed the threshold and be dropped from the switch module.

To set athreshold:

1. Choose Enabled for the appropriate option.

2. Typeathreshold valuein the Threshold(Pkts/sec) field.
3. Click Apply to save the changes.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring the Port Priority

When you select Port Priority from the Configuration menu, the following screenis

displayed.
To Priority ({0~ Apply
[Pot1 = [Port1 = 3 Apply |
FPort rintity
1
2 0
3 0
4 0
5 0
& 0
7 0
8 0
9 0
10 0
11 0
12 0
15 0

The Port Default Priority assignment window allows you to set a default priority for
packets that have not already been assigned a priority value.

To set adefault priority:
1. Select the appropriate port in the From and To fields.
2. Typethe priority inthe Priority (0-7) field.
3. Click Apply to save the changes.
NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring the Class of Traffic

When you select Class of Traffic from the Configuration menu, the following screenis
displayed.

Configure Class of Traffic

-0 Class-0 =

Class-0 =
Class-1 =
Class-1 =
Class-2
Class-2 =

Class-3 |«

HEHRAAR

Class-3 =

Apply |

The Configure Class of Traffic window allows you to configure traffic class priority by
specifying the class value, from 0 to 3, of the switch modul€’ s eight levels of priority.

To set traffic class priority:
1. Select the class value for each priority.
2. Click Apply to save the changes.
NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring the Class of Service

When you select Class of Service from the Configuration menu, the following screenis
displayed.

Class of Service Configuration

Ilaz. Latency

[10
{10
{10
{10

Apply |

The Class of Service Configuration window alows you to set the maximum number of
packets and the maximum allowable time a packet staysin the CoS queue.

Y ou can change the following parameters:

» Max. Packets—Type avaue between 0 and 255. The Class of Service scheduling
algorithm starts from the highest CoS for a given port, sends the maximum number of
packets, then moves on to the next lower CoS. Entering zero instructs the switch module
to continue processing packets until there are no more packets in the CoS transaction
queue.

e Max. Latency—Type the maximum allowable time a packet stays in the CoS queue. The
packets in this queue are not delayed more than the maximum allowable latency entered
inthisfield. Thetimer is disabled when thisfield is set to zero. Each unit of thistimer is
equal to 17 microseconds.

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the
Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.
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Configuring Port Security

When you select Port Security from the Configuration menu, the following screenis
displayed.

Port Security Settings

_ Admin State  [Wax Addr hode
[Port1 =||Port1 =||Disabled =] |1 | DeleteOnReset x| Applyl

Port Security Table

A dimin State Molez Learning Addr Lock Address MMode
1 Dizabled 1 DeleteOnReaet
2 Dizabled 1 DeleteOnBFeset
3 Dizabled 1 DeleteCnBReset
4 Dizabled 1 DeleteCnReset
3 Dizabled 1 DeleteOnRezet
i} Digabled 1 DeleteCnBFeset
T Dizabled 1 DeleteCnReset
b Dizabled 1 DeleteOnReset
a Dizabled 1 DeleteOnBFeset
10 Dizabled 1 DeleteCnBReset
11 Dizabled 1 DeleteCnReset
12 Dizabled 1 DeleteOnReset
13 Digabled 1 DeleteCnBFeset
14 Dizabled 1 DeleteCnReset
15 Dizabled 1 DeleteOnReaet
la Dizabled 1 DeleteOnReset
17 Dizabled 1 DeleteCnBeset
12 Dizabled 1 DeleteCnReset
19 Dizabled 1 DeleteOnReset
20 Digabled 1 DeleteCnBFeset
21 Dizabled 1 DeleteCnReset
22 Dizabled 1 DeleteOnReaet
23 Dizabled 1 DeleteOnReset
24 Dizabled 1 DeleteCnBReset

The Port Security Settings window is used to set up security for a port or arange of ports.

To set up security for aport or ports:

1. Select therange of portsinthe From and To fields.

Choose Enabled in the Admin State field.

Type the maximum number of addressesin Max. Addressfield.
Select the M ode that you want.

a A~ w N

Click Apply to apply your settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring Priority MAC Addresses

When you sdlect Priority MAC Addresses from the Configuration menu, the following

screens are displayed.

Setup Priority MAC Addresses

LAN 1D MAC Address Friarity Level Add/Modify
1 {oo:00:00:00:00:00 | {0 [Src.addr =] Apply |
Priority MAC Address Table

W ID WA C Address rior ook at )

The Setup Priority MAC Address window alows you to set up the priority, between
0 and 7 with 0 being the highest, for a specified MAC address.

To set the priority level for aMAC address:
1. TypetheVLANID inthe VLAN ID field.

2. Typethe MAC address for which priority on the switch moduleisto be established in the
MAC Addressfield.

3. Typethe priority level for the MAC addressin the Priority Level field. Therangeis
from 0 to 7, with O being the highest priority.

4. Select the state under which the above priority will be activein the Look at field. The

options are:

a Dst.Addr—Packets with the selected MAC address as their destination will be given
the selected priority.

b. Src.Addr—~Packets with the selected MAC address as their source will be given the
selected priority.

c. Either—All packets with the selected MAC address will be given the selected
priority.

5. Click Apply to apply the changes.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Configuring the Security IP

When you select Security | P from the M anagement menu, the following screen is displayed.

Apphy |
Note: ¥ our local host ip address must be one of the IP addresszes which have
access to the switch or dizconnection will result.

The Security | P Management window allows you to specify |P addresses that are allowed to
access the switch module.

To specify which |P addresses are allowed to access the switch module:
1. Typethe appropriate |P address.
2. Click Apply.

Configuring the SNMP Manager

When you select SNM P Manager from the M anagement menu, the following screen is
displayed.

SNMP Manager Configuration

Commumty String

Apply |

The SNMP Manager Configuration window allows you to configure SNMP parameters.
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Y ou can change the following parameters:
e Community String—Type a user-defined SNMP community name.

*  Access Right—Choose the access Read-Only or Read-Write using the SNMP
community name.

e Status—Set the status of the current community string to Valid or Invalid.
Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Configuring the Trap Manager

When you select Trap Manager from the Management menu, the following screenis
displayed.

SNMP Trap Manager Configuration

Trap Receiving Station Cottontty String
[0.00.0

!
jo000 | [Invalid =]
{0.0.00 | [Invalid =]
{0.0.0.0 | [Invalid =]

The SNMP Trap Manager Configuration window allows you to set the trap receiving
station, which runs a network management application to receive and store traps.

Y ou can change the following parameters:
» Trap Receiving Station—Type the | P address of the trap receiving station.
e Community String—Type a user-defined SNMP community name.

e Status—Set the trap receiving station statusto Valid or Invalid.

Click Apply after making changes to the settings.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM using the

Save Changes option on the Maintenance menu. See the section, “Saving Changes,” earlier in this
chapter.
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Setting Up and Managing User Accounts

When you select User Accounts from the M anagement menu, the following screenis
displayed.

Lser Account Management

TP N,
Pl HL i ajo)] ar

ademn Eoat hdadiky |
evtchuser TTeer P adiby |

The User Account Management window displays all current users for the switch module
and their current access level.

The following information is displayed:
* User Name—Displaysal current users for the switch module.

» Access Right—Displays the current access level assigned to each corresponding user.
(User, User+, or Root). A Root user has full read/write access, while a User has read
only access. A User + has the same privileges as a User, but with the added ability to
restart the switch module.

e Add—<Click this button to add a new user to the table.
The User Account Modify Tableis displayed.

The User Account M odify Table alows you to add or delete user account information.

User Account Modify Table

User Name

To add a user account;

1. Typetheuser nameinthe User Namefield.
2. Typethe user's password in the New Password field.

3. Typethe new password a second timein the Confirm Password field.
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4. Select one of the access levels.

NOTE: See Table 2-1 in Chapter 2 for an explanation of access rights.

5. Click Apply.

NOTE: To delete a user, click Delete.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM
using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

Monitoring Switch Module Functions

The Monitoring menu has the following sections:

» Port Utilization

» Packets—Received (RX), UMB-cast (RX), Transmitted (TX)
* Errors—(Received (RX) and Transmitted (TX))

* Size (Packet Size)

* Trunk Utilization

» MAC Address Table

* IGMP Snooping Table

»  Dynamic Group Registration

* VLAN Status Table

Monitoring the Switch Module using the Active Switch Graphic
At the top of the main page, an active graphic of the switch module displays.

NOTE:

RJ-45 connectors that are grayed out on the graphic of the current switch module belong to the
other switch module.

Pointing on an RJ-45 connector that belongs to this switch module displays the port number.

Selecting an RJ-45 connector that belongs to this switch module displays the port statistics.

Y ou can monitor the switch module status using the following:
e Graphica LEDsdisplay current link speed and activity.

e RJ45 connectors labeled 1 through 20 represent NIC 1 (on Switch A) or NIC 2 (on
Switch B) of server bays 1 through 20.

e RJ45 connectors labeled 21 and 22 on Switch A and Switch B represent cross-connect
ports.
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RJ-45 connector labeled 23 on Switch A represents the port connected to the Integrated
Administrator.

RJ-45 connector labeled Mgmt represents the Integrated Administrator Management
connector (Switch A port 24 — 10/100 Ethernet).

RJ45 connectors labeled UpLink1 and UpLink2 represent Gigabit Ethernet Port 25 and
Port 26 of the switch module.

Monitoring Port Utilization

When you sdlect Port Utilization from the M onitoring menu, the following screen is
displayed.

Clear |

Port Utilization of Port 1

Utilization [N

Time Interval Record Number

Show/Hide ¥ Utilization

The Port Utilization window shows the percentage of the total available bandwidth being
used on a specified port.

The following information is displayed:

Utilization—The percentage of the total bandwidth being used on the specified port.

Time Interval—The frequency at which the information on the screen isrefreshed. The
default is two seconds.

Record Number—The number of polling attempts. The default is 200.
Show/Hide—Shows or hides the line graph for utilization.

Click Clear to reset the counters.
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Monitoring Packets

The Web Manager allows various packet statisticsto be viewed as either aline graph or a
table. Y ou can choose the type of graphic to display by clicking View Table or View Line

Chart.

Monitoring Received (RX) Packets

When you sdlect Received (RX) Packets from the Packets menu, the following screens are

displayed.

Clear |view Table

Bytes
FPackets

b f||\ I Jlu"\ , JL.'I "». \ (Uu ||.u,~||| w ,,"'."'.l" ,,{“.n H

A jH |i' |I|l \I|l'|1||

Time Interval Riecord Mumber

Show/Hide ¥ Bytes ¥ Packets
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View LineChart

] o ] ]

Bytes

1 o ] ]

Multicast ] i] ] 0

1 ] 0 0

Packet Analysis of Port1  Timelnterva [ISEN|

lnicast i

Bytes 0

The Rx Packets Analysis window displays the number of bytes and packets received on
the port.

The following information is displayed:

Time I nterval—The frequency at which the information on the screen is refreshed. The
setting is between 1s and 60s, where “s” stands for seconds. The default valueis one
second.

Record Number—Displays the number of times that the switch module will be polled.
The setting can be between 20 and 200. The default value is 20.

Bytes—Counts the number of bytes received on the port.

Pack ets—Counts the number of packets received on the port.
Show/Hide—Displays or hides bytes and packets information.
Clear—Clears all statistics counters on this window.

View Table—Displays atable rather than aline graph.

View Line Chart—Displays aline graph rather than atable.
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Monitoring UMB-cast (RX) Packets
When you sdlect UM B-cast (RX) Packets from the Pack ets menu, the following screens are
displayed.

Clear |View Table

unicast  IEHEII
Mutticast TR

Bro st

Time Interval Recard Nurmber
Show/Hide ¥ Uricast ¥ Multicast ¥ Eroadcast
Wiew Line Chatt

Packet Analysis of Port1  Timelnterval RN

0 o o 0

Bytes

Packets 0 1] 1] i

Unicast 0 i] i] i

hulticast 0

Broadcast i i] i] i

Bytes i 0 0 il

Packets 1]

The UMB-cast (RX) Packets window displays the number of good bytes and packets that
were received by amulticast, broadcast, or unicast address.
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The following information is displayed:

Time Interval—The frequency at which the information on the screen isrefreshed. The
setting can be between 1s and 60s, where“s’ stands for seconds.

Recor d Number—Displays the number of times the switch module will be polled. The
setting can be between 20 and 200.

M ulticast—Counts the total number of good packets that were received by a multicast
address.

Broadcast—Counts the total number of good packets that were received by a broadcast
address.

Unicast—Counts the total number of good packets that were received by a unicast
address.

Show/Hide—Displays or hides multicast, broadcast, or unicast packets.
Clear—Clears all statistics counters on this window.

View Table—Displays atable rather than aline graph.

View Line Chart—Displays aline graph rather than atable.

Monitoring Transmitted (TX) Packets

When you sdlect Transmitted (T X) Packets from the Packets menu, the following screens

are displayed.
Clear |View Table

Tx Packets Analysis of Port 1

1500

1000

500 r‘i| i i |'“| TR
] ||| ||| |'4| ||| || || ||"|| |||||| I||

+

Time Intereal

Show/Hide ¥ Bytes

I
[Nl e o S
AT

Hﬁﬂnrnﬂﬂﬂ

IR

Record Mumber

¥ Packets

Bytes 583

FPackets

1
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Wiew LineChart

Packet Analysis of Port1  Timelnierval [N

] 0 ] ]

Bytes

Packets ] ] 1] 1}

1 0 ] ]

Unicast i
hulticast i] ] i] i]

Broadcast 1] 1] i] 1]

Bytes i] 0 ] i]

Packets 1] 0 ] 1]

The Tx Packets Analysiswindow displays the number of bytes and packets successfully sent
from the port.

The following information is displayed:

» Timelnterval—The frequency at which the information on the screen is refreshed. The
setting can be between 1s and 60s, where “s’ stands for seconds. The default value is one
second.

* Record Number—Displays the number of times the switch module will be polled. The
setting can be between 20 and 200. The default value is 20.

»  Bytes—Counts the number of bytes successfully sent from the port.

» Packets—Counts the number of packets successfully sent from the port.
» Show/Hide—Displays or hides bytes and packets information.

* Clear—Clearsall statistics counters on this window.

* View Table—Displays atable rather than aline graph.

* View Line Chart—Displays aline graph rather than atable.

Monitoring Errors

The Web Manager allows port error statistics compiled by the switch modul€’ s management
agent to be viewed as either aline graph or atable.
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Monitoring Received (RX) Errors

When you select Received (RX) Errorsfrom the Errors menu, the following screens are
displayed.

Clear |View Table

Fragment

Jabher _

Dirop

Time Interval

Show/Hide W CrcEror ¥ UnderSize ¥ OverSize ¥ Fragment [V Jabber ¥ Drop

Wiew Line Chart

Packet Analysis of Port 1 Time Interval  [ERNEN

1} 0 i] 21¢

CreErrar
UnderSize

Oversize

Fragment

Jabber

Cirop

The Rx Error Analysis window displays the number of errors received.

The following information is displayed:
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Time Interval—The frequency at which the information on the screen isrefreshed. The
setting can be between 1s and 60s, where “s’ stands for seconds. The default value is one
second.

Recor d Number—Displays the number of times the switch module will be polled. The
setting can be between 20 and 200. The default value is 20.

CRCError—Counts otherwise valid frames that did not end on a byte (octet) boundary.

Under Size—Displays the number of frames detected that are less than the minimum
permitted frame size of 64 bytes and have a good CRC. Undersized frames usually
indicate collision fragments, a normal network occurrence.

Over Size—Counts packets received that were longer than 1518 octets, or if aVLAN
frame, 1522 octets, and lessthan the MAX_PKT_LEN. Internally, MAX_PKT_LEN is
equal to 1522.

Fragment—Displays the number of packets less than 64 bytes with either bad framing or
aninvalid CRC. These packets are normally the result of collisions.

Jabber—Displays the number of frames with lengths more than the MAX_PKT_LEN
bytes. Internally, MAX_PKT_LEN isequal to 1522.

Drop—Displays the number of frames that were dropped by this port since the last
switch module reboot.

Show/Hide—Displays or hides CrcError, UnderSize, OverSize, Fragment, Jabber, and
Drop errors.

Clear—Clears all statistics counters on this window.
View Table—Displays atable rather than aline graph.
View Line Chart—Displays aline graph rather than atable.
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Monitoring Transmitted (TX) Errors

When you sdlect Transmitted (T X) Errorsfrom the Errors menu, the following screens are
displayed.

Clear |View Table

4500

4000

1500
1000
a00

Time Interval Record Mumnber

Show/Hide W ExDefer ¥ LateColl ¥ ExCol ¥ SingColl ¥ Col

Packet Analysis of Pert 1 Taw kel [ m

EE R

The Tx Error Analysis window displays the number of errors that occurred during
transmission.
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The following information is displayed:

Time Interval—The frequency at which the information on the screen isrefreshed. The
setting can be between 1s and 60s, where “s’ stands for seconds. The default value is one
second.

Recor d Number—Displays the number of times the switch module will be polled. This
setting can be between 20 and 200. The default value is 20.

ExDefer—Counts the number of frames for which the first transmission attempt on a
particular interface was delayed because the medium was busy.

L ateColl—Counts the number of times that a collision is detected |ater than 512 bit-
timesinto the transmission of a packet.

ExColl—Counts the number of frames that experienced 16 collisions during transmission
and were aborted.

SingColl—Counts the number frames that experienced exactly one collision during
transmission.

Coll—Counts the number of collisions that occurred during the transmission of aframe.
Show/Hide—Displays or hides ExDefer, CRCError, and LateCall errors.
Clear—Clears all statistics counters on this window.

View Table—Displays atable rather than aline graph.

View Line Chart—Displays aline graph rather than atable.

Monitoring Packet Size

The Web Manager allows packets received by the switch module, arranged in six groups, to
be viewed as either aline graph or atable.
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When you select Packet Size from the Size menu, the following screens are displayed.

Clear |View Table

4500

s 1024-1518
1600

1000

Time Interval Record Humber | 200

Show/Hide W B4 ¥ 5127 v 128255 v 256511 ¥ 5121023 [V 10241518

View Line Chart

Packet Analysis of Port1  Timelrerval [N
57 2175785 57 17

AS-127 ] 444016 ] 140150

128-255

286-511 I 1401460

512-1023

1024-1518

The Rx Size Analysis window displays the number packets received that were within a
certain range of octetsin length.

The following information is displayed:

* Timelnterval—The frequency at which the information on the screen is refreshed. The
Setting can be between 1s and 60s, where “s” stands for seconds. The default value is one
second.
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Recor d Number—Displays the number of times the switch module will be polled. The
setting can be between 20 and 200. The default value is 20.

64—Displays the total number of packets (including bad packets) received that were
64 octetsin length (excluding framing bits but including FCS octets).

65—-127—Displays the total number of packets (including bad packets) received that
were between 65 and 127 octetsin length inclusive (excluding framing bits but including
FCS octets).

128-255—Displays the total number of packets (including bad packets) received that
were between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

256-511—Displays the total number of packets (including bad packets) received that
were between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

512-1023—Displays the total number of packets (including bad packets) received that
were between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

1024-1518—Displays the total number of packets (including bad packets) received that
were between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Show/Hide—Displays or hides packets of the following lengths: 64, 65-127, 128-255,
256-511, 512-1023, and 1024-1518 packets received.

Clear—Clears all statistics counters on this window.
View Table—Displays atable rather than aline graph.
View Line Chart—Displays aline graph rather than atable.

Monitoring Trunk Utilization

When you sdlect Trunk Utilization from the M onitoring menu, the following screens are
displayed.

Trunk Utilization

Aember Ports

HComnect 17,18 Enabled Viewl

Thsabled
Dizabled
Dizabled
Dizabled
Dizabled
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Clear |View Table

1600

1000

Time: Inkerval Record Mumber

Show/Hide ¥ Rl W T Ui [V R&Tx_Uni

The Trunk Utilization window allows you to view graphs of three items for an individual
port trunking group: the percentage of total available bandwidth being utilized by the group,
the percentage of packets transmitted, and the percentage of packets being received per
second.

Monitoring MAC Address Table

When you select MAC Address from the M onitoring menu, the following screens are
displayed.
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I— Jurmp | Find I
00-00-00-00-00-00 Jump I Find I
|13 'l Jump I Find |

ClearAll | ClearByPort |

MAC Address Table
VD aC adie

00-00-00-00-00-05 15

1

1 00-00-81-9a-a0-9f 15
1 00-00-81-%a-f2-ba 15
1 00-00-81-5a-f2-f4 15
1 00-00-36-47-47-58 15
1 00-00-86-4e-e1-01 15
1 00-00-e2-41-flo-54 15
1 00-00-£4-35-b5-4a 15
1 00-00-f8-Fc-1c-29 15
1 00-01-02-03-04-00 15
1 00-01-02-42-41-00 15
1 00-01-03-53-0e-ea 15
1 00-01-03-53-11-£4 15

The Web Manager allows the switch module’'s MAC address table (sometimes referred to as
aforwarding table) to be viewed.

The following information is displayed:

e Search by VLAN ID—Typethe VLAN ID you want to search for.

e Search by MAC Address—Type the MAC address you want to search for.
e Search by Port—Type the port number you want to search by.

e Jump—Click this button to move to a sector of the database corresponding to a user
defined port, VLAN, or MAC address.

*  Find—Click this button to find the data entry.
» Clear All—Click this button to clear al forwarding table entries.

» Clear By Port—Click this button to clear the forwarding table entries that have the
entered port number.

 VID—Viewthe VLAN ID of the VLAN that the port is a member of.

* MAC Address—View the MAC address entered into the address table.

e Port—View the port that the MAC address corresponds to.

* Learned—View the method that the switch module used to discover the MAC address.
* Next—Click this button to view the next page of the address table.
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Monitoring IGMP Snooping Table

When you select | GM P Snooping from the M onitoring menu, the following screen is
displayed.

VID: |1 Search |

CurrentQuery . CurrenthgeOut:  State

IGMP Shooping Table

Part hap
tulticast Group MAC Address nnnﬂnﬂmmm Repaorts
3 [ 15 [ |17 18 19 |20 21 [22 |25 [24]

The IGMP Snooping table can be browsed using the Web Manager. The table is organized by
VLAN ID (VID).

The following information is displayed:

* VID—Typethe VLAN ID of the VLAN for which the IGMP Snooping tableisto be
displayed.

e Search—Click this button to display the IGMP Snooping Table for the current VID.

e Multicast Group—View the IP address of amulticast group discovered by IGMP
Snooping.

e  MAC Address—View the corresponding MAC address discovered by | GMP Snooping.
e Port Map—View the portsthat have forwarded multicast packets.
* Reports—View the number of IGMP reports for the listed source.

Monitoring Dynamic Group Registration

When you select Dynamic Group Registration from the M onitoring menu, the following
screen is displayed.

Dynamic Group Registration Tabl

The Dynamic Group Registration Table displays filtering information for VLANSs
configured into the bridge by local or network management, or discovered dynamicaly. It
specifiesthe set of portsthat are allowed to be forwarded, based on the frames received on
aVLAN for this forwarding database (FDB) and the specific group destination address for
the VLAN.
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Monitoring VLAN Status

When you select VL AN Status from the M onitoring menu, the following screenis
displayed.

WVLAM Index:l Search |

I-I_I_I_I_I_I_I_I_I_IVIV

I'I'I'I'I'I'I'I'I'IVIVF
Number of IEEE 830210} VLAN: 1 Next

The VLAN Status window displays information on which VLAN ports are in egress and
which are untagged.

The following information is displayed:
 |EEE 802.1Q VLAN ID—Displaysthe VLAN for which the VLAN tableis displayed.
e Status—Displaysthe current status of the VID.

e Creation time since switch power up—Displays the hours, minutes, and seconds since
the switch module was last rebooted.

e Current Egress Ports—Displays the current egress ports on the VLAN.

e Current Untagged Ports—Displays the current untagged ports on the VLAN.
* Prev—Displaysthe previous VLAN.

* Next—Displaysthe next VLAN.

To display the VL AN Status window for the desired VLAN:
1. TypeaVLAN ID number inthe VLAN Index field.
2. Click Search. The VLAN statusis displayed.

Maintaining the Switch Module

The M aintenance menu has the following sections:
*  TFTP Services (Update Firmware, Configuration File, Save Settings, and Save

History Log)
e Switch History
e Ping Test
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* Save Changes

* Factory Reset

* Restart System

» Connection Timeout

* Logout

Using TFTP Services

Trivial File Transfer Protocol (TFTP) services allow the switch module firmware to be
upgraded by downloading a new firmware file from a TFTP server to the switch module. A
configuration file can a so be loaded into the switch module, and switch module settings can
be saved to a TFTP server. In addition, the switch modul€’ s history log can be uploaded from
the switch moduleto a TFTP server.

Please note that TFTP server software must be running on the management station for the
TFTP servicesto function.

Updating the Firmware File Path

When you select Update Firmwar e from the TFTP Services menu, the following screenis
displayed.

Update Firmware from Server

File Mame

Start | Apply |

The Update Firmwar e from Server window alows you to update the path of a new
firmware file on the TFTP server.

To update the path:

1. TypethelP address of the TFTP Server in the Server 1P Addressfield.

2. Typethe complete path and file name of the firmware file for the switch module in the
File Namefield.

Click Apply to enter the server’ s |P address into the switch module’' s RAM.

Click Start to initiate the file transfer. The system automatically reboots after thefile
transfer.
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Downloading a Configuration File on a TFTP Server

When you sdlect Configuration File from the TFTP Services menu, the following screenis
displayed.

ion File on Server

Star | Ay |

A configuration file can be downloaded from a TFTP server to the switch module. Thisfileis
then used by the switch module to configure itself.

NOTE: Configuration files used in the earlier version of this switch module (firmware version 1.0) are
not supported by the present version (firmware version 2.0). The switch module Information window
displays the firmware version.

To download thefile:

1. TypethelP address of the TFTP Server in the Server 1P Addressfield.

2. Typethe complete path and file name of the firmware file for the switch module in the
File Namefield.

Click Apply to enter the server’ s |P address into the switch module’' s RAM.

Click Start to initiate the file transfer. The system automatically reboots after thefile
transfer.

Saving Settings to TFTP Server

When you select Save Settings from the TFTP Services menu, the following screenis
displayed.

Save Settings To TFTP Server

[File Mame

Star | Apply |

After saving the switch module configuration to NVRAM, Compag highly recommends that
you upload the configuration image to TFTP server storage.

The switch module' s management agent can upload the switch modul€e' s current settingsto a
TFTP Server.

To upload the current settingsto a TFTP server:
1. Typethe|P address of the TFTP Server in the Server |P Addressfield.
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2. Typethe complete path and file name of the firmware file for the switch module in the
File Namefield.

Click Apply to enter the server’s | P address into the switch module’' s RAM.
Click Start to initiate the file transfer.

NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.

NOTE: If you do not save configurations to NVRAM, the configurations you are uploading to a
TFTP server will not be saved correctly.

Saving History Log

When you select Save History L og from the TFTP Services Maintenance menu, the
following screen is displayed.

Save Switch History To TFTP Server

o Jas o |

Start | Ay |

The switch module' s management agent can upload its history log fileto a TFTP server.

NOTE: An empty history file on the TFTP server must exist on the server before the switch module can
upload its history file.

To upload the history log fileto a TFTP server:
1. TypethelP address of the TFTP Server in the Server 1P Addressfield.

2. Typethe complete path and file name of the firmware file for the switch module in the
File Namefield.

Click Apply to enter the server’ s |P address into the switch module’' s RAM.
Click Start to initiate the file transfer.
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Displaying Switch Module History

When you select Switch History from the M aintenance menu, the following screenis

displayed.

Switch History

oy
)

224
223
222
221
220
219
2138
217
216
215
214
213
212
211
210
203
208
207
205
205

ECUENCE

Tune |

000406h26m
000406h22m
00040004 3m
00040004 3m
0004000 3m
000400027 m
000400h26m
000400h05m
000400h00m
000400h00m
0004000h00m
000400h00m
000401h52m
000400h00m
000400h00m
000400h00m
000400h03m
000400h02m
0004000h00m
000400h00m

Successful login through weh.
Configuration saved to flash.
Configuration saved to flash,
successiul login through console.
Successful logout through console.
Configuration saved to flash.
Successfil login through console.
successiul login through console.
Module 1, Port 1 Tank TTp
Maodule 1, Pert 1 Link Deown
MModule 1, Port 1 Link Tp

Cold Start

sSuccessful login through console.
Successfil login through console.
Module 1, Port & Link Tp

Cold Start

TTpgrade firmware from successfilly.
Configuration saved to flash.
successfil login through console.
Module 1, Port & Link TTp

Clear It
_Cleer |

The Web Manager allows the switch modul€' s history log, as compiled by the switch
module’ s management agent, to be viewed. The switch module can record event information
initsown logs, to designated SNMP trap receiving stations, and to the PC connected to the
console manager.

The following information is displayed:

»  Sequence—Displays a counter incremented whenever an entry to the switch module’s
history log is made. The table displays the last entry (highest sequence number) first.

e Time—Displaysthetimein days, hours, and minutes since the switch module was last

restarted.

* Log Text—Displays text describing the event that triggered the history log entry.

Click Next to display all of the Switch Trap Logs.
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Performing a Ping Test
When you sdlect Ping Test from the M aintenance menu, the following screen is displayed.

Ping Test

Enter the TP address of the dewice or station you want to ping, then click
Start.

Target IP Address: |undefined

Repeat Pinging for: & Tnfinite times
C I times (1 - 259)

Start |

The switch module is able to test the connection with another network device by pinging it.
To initiate the Ping program:
1. Typethe P address of the network deviceto be pinged in the Target | P Addressfield.

2. Select the number of test packetsto be sent (threeis usually enough) in the Repeat
Pinging for field.

3. Click Start to initiate the Ping program.
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Resetting the Switch Module Configuration to Factory Defaults

When you select Factory Reset from the M aintenance menu, the following screenis
displayed.

Factory Reset to Default Value

CAUTION! This function resets the NV-RAM to default values.
Switch sefting will be returned to defaults.

When the Reset is applied, the system will automatically reboot,
Do you want to keep system IP address 2 ¥ Yes © No

Resetto Factony Default

Factory Reset alows you to return the switch module settings to the factory defaults.

To return the settings to the factory defaults:

1. Select Yesor No to keep the system |P address. If you want your |P address to default
from DHCP or BOOTP, select No.

2. Click Reset to Factory Default to reset the switch module.
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Rebooting the Switch Module

When you select Restart System from the M aintenance menu, the following screenis
displayed.

Restart System

If you do not save the settings, all changes made in this session will be
lost.

Do you want to save the settings? * Yes T No

Festart |

Restart System alows you to perform areboot of the switch module, which resets the
system.

To restart the system:
1. Select Yesor No to save the settings.
2. Click Restart.

Setting the Connection Timeout

When you select Connection Timeout from the M aintenance menu, the following screenis
displayed.

Web Timeout Setup
Apply |

C (Trirites)

The Web Timeout Setup screen allows you to set the timeout interval.

To enter Web timeout:
1. Typethedesired age-out timein the Timeout (minutes) field.
2. Click Apply.
NOTE: To save the configuration settings permanently, you must enter them into the NVRAM

using the Save Changes option on the Maintenance menu. See the section, “Saving Changes,”
earlier in this chapter.
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Logging out

To exit the setup pages, select L ogout on the M aintenance menu. The Account Login
screen is displayed.
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Table A-1: General Specifications

Technical Specifications

Standards

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.3ab 1000Base-T Gigabit Ethernet
IEEE 802.1Q VLAN

IEEE 802.3x Full-Duplex Flow Control
ANSI/IEEE 802.3 Nway Auto-Negotiation

Protocols

CSMA/CD

Data Transfer Rates

Ethernet

Half-Duplex: 10-Mb/s
Full-Duplex: 20-Mb/s

Fast Ethernet

Half-Duplex: 100-Mb/s
Full-Duplex: 200-Mb/s

Gigabit Ethernet

Full Duplex: 2000-Mb/s

Network Cables

10Base-T 2 Pair UTP Category 3,4,5 (100 m)
EIA/TIA-568 100-ohm STP (100 m)
100Base-TX 2 Pair or 4 Pair UTP Category 5 (100 m)

EIA/TIA-568 100-ohm STP (100 m)

1000Base and 1000Base-T

4 Pair UTP Category 5e (100 m)
EIA/TIA-568 100-ohm STP (100 m)

Number of Ports

42—10/100-Mb/s Nway Ethernet Ports

4—10/100/1000 Base-T/TX/T Uplink
Ethernet Ports

1—Serial RS-232 Console Management Port
(through the Integrated Administrator)

1—10/100 Base T/TX Ethernet Management
Port (through the Integrated Administrator)
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Technical Specifications

Table A-2: Physical and Environmental Specifications

DC Inputs

12V: 3.5A per switch module
5V: 0.3A per switch module

Power Consumption

50 watts maximum per switch module

Operating Temperature

0 to 50 degrees Celsius

Storage Temperature

-30 to 70 degrees Celsius

Operating Humidity

5% to 95% RH noncondensing

Storage Humidity

0% to 95% RH noncondensing

Dimensions 11.2 inches x 16.1 inches
Weight 620 grams (1.4 Ib)
EMI FCC Class A
CE Class A
VCCI Class A
Safety UL/CUL
TUVIGS

Table A-3: Performance Specifications

Transmission Method

Store-and-forward

RAM Buffer

8MB per switch module

Filtering Address Table

8K

Packet Filtering/Forwarding Rate

Full-wire speed for all connections.
148,809.5 pps per port (for 100-Mb/s)
1,488,095 pps per port (for 1000-Mb/s)

MAC Address Learning

Automatic update

Forwarding Table Age Time

Maximum Age: 10-9999 seconds
Default: 3000 seconds

Maximum Number of VLANs

64 (including default VLAN)

A-2
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RJ-45 Pin Specification

When connecting the Compag ProLiant BL e-class C-GbE Interconnect Switch to a switch,
bridge, or hub, a Category 5 Ethernet cableis necessary. Review these products for matching
cable pin assignments.

Figure B-1 displays the standard RJ-45 receptacle/connector. Table B-1 providesthe pin

assignments for the switch-to-network adapter card connection, and for the Category 5
Ethernet cable for a switch-to-switch, -hub, or —bridge connection.

Figure B-1: Standard RJ-45 receptacle/connector

Table B-1: RJ-45 Connector Pin Assignments

Contact Media Direct Interface Media Direct Interface
Signal for 10/1200 Signal for 1000T
1 TX + (transmit) Bl_DA+
2 Tx — (transmit) BI_DA-
3 Rx + (receive) BI_DB+
4 Not used Bl _DC+
5 Not used Bl_DC-
6 Rx — (receive) BI_DB-
7 Not used Bl _DD+
8 Not used BI_DD-
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Runtime Switching Software Default Settings

Default Settings

Table C-1: Default Settings

Setting Value
User Name None
Password None
DHCP Service Enabled
Bootp Service Disabled

IP Address (if manual option is selected)

Switch A =10.90.90.90
Switch B = 10.90.90.91

Subnet Mask (if manual option is selected) 255.0.0.0
Default Gateway (if manual option is selected) 0.0.0.0
Management VID 1

System Name None
System Location None
System Contact None

Auto Logout 10 minutes

MAC Address Aging Time

300 seconds

IGMP Snooping Disabled
Switch GVRP Disabled
Telnet Status Enabled
Web Status Enabled

Group Address Filter Mode

Forward all unregistered

Scheduling Mechanism for COS Queues Strict
Trunk Load Sharing Algorithm Src Address
Backpressure Disabled

continued
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Table C-1: Default Settings continued

Setting Value

Port Speed/Duplex Auto

Flow Control On

Setup Restart Ingress Bandwidth None
Setup Restart Egress Bandwidth None
Switch STP Enabled
Bridge Max Age 20 seconds
Bridge Hello Time 2 seconds
Bridge Forward Delay 15 seconds
Bridge Priority 32768
Configure Static Unicast Filtering Table None
Configure Static Multicast Filtering Table None

Configure Static VLAN Entry

Default VLAN (VID = 1)

Default Port VID 1

Default Port Ingress Rule Checking Disabled
Port GVRP Setting Disabled
IGMP Snooping—VLAN ID 1

IGMP Snooping—State Enabled
IGMP Snooping—Querier State Non-querier
IGMP Snooping—Robustness Variable 2

IGMP Snooping—Query Interval

125 seconds

IGMP Snooping—Max Response

10 seconds

Port Trunking

Xconnect (Port 21-22)

Port Mirroring—Source Port

1

Port Mirroring—Source Direction

Ingress and egress

Port Mirroring—Target Port

11

Port Mirroring—Mirror Status Disabled
Broadcast Storm Disabled
Multicast Storm Disabled
DA Unknown Storm Disabled

Storm Threshold

500 packets/second

continued
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Table C-1: Default Settings continued

Setting Value

Port State Enabled

Class of Service—Max Packets 10

Class of Service—Max Latency 0

Default Port Priority 0

Class of Traffic Priority O, 1: Class O Priority 4, 5: Class 2
Priority 2, 3: Class 1 Priority 6, 7: Class 3

Port Security—Admin State Disabled

Port Security—Max Address 1

Port Security—Mode

DeleteOnReset

Priority MAC Address

None

SNMP Community String

" ou

“public”, “private”

SNMP Trap Manager IP None
Security IP 0.0.0.0

User Account None
Firmware Update Disabled
Configuration File on TFTP Server Disabled
Save Setting to TFTP Server Disabled
Save History Log to TFTP Server Disabled
PING Test Disabled
Out-of-band Baud Rate Fixed 115,200
TFTP Server IP Address 0.0.0.0
VLAN Mode IEEE 802.1Q
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Port Names, VLANs, STP/By Pass, Trunking Default Settings

Table C-2: Switch Module A

Port ul Speed VID VLAN VLAN Name Port Name STP/ Multi-
Type Port Member ByPass link
# AS Enabled Trunk
10/100
Server 1 (Auto) 1 Egress DEFAULT_VLAN Serverl_Portl Yes
10/100
Server 2 (Auto) 1 Egress DEFAULT_VLAN Server2_Portl Yes
10/100
Server 3 (Auto) 1 Egress DEFAULT_VLAN Server3_Portl Yes
10/100
Server 4 (Auto) 1 Egress DEFAULT_VLAN Server4_Portl Yes
10/100
Server 5 (Auto) 1 Egress DEFAULT_VLAN Server5_Portl Yes
10/100
Server 6 (Auto) 1 Egress DEFAULT_VLAN Server6_Portl Yes
10/100
Server 7 (Auto) 1 Egress DEFAULT_VLAN Server7_Portl Yes
10/100
Server 8 (Auto) 1 Egress DEFAULT_VLAN Server8_Portl Yes
10/100
Server 9 (Auto) 1 Egress DEFAULT_VLAN Server9_Portl Yes
10/100
Server 10 (Auto) 1 Egress DEFAULT_VLAN Serverl0_Portl Yes
10/100
Server 11 (Auto) 1 Egress DEFAULT_VLAN Serverll_Portl Yes
10/100
Server 12 (Auto) 1 Egress DEFAULT_VLAN Serverl2_Portl Yes
10/100
Server 13 (Auto) 1 Egress DEFAULT_VLAN Serverl3_Portl Yes
10/100
Server 14 (Auto) 1 Egress DEFAULT_VLAN Serverl4_Portl Yes
10/100
Server 15 (Auto) 1 Egress DEFAULT_VLAN Serverl5_Portl Yes
10/100
Server 16 (Auto) 1 Egress DEFAULT_VLAN Serverl6_Portl Yes
10/100
Server 17 (Auto) 1 Egress DEFAULT_VLAN Serverl7_Portl Yes
continued
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Table C-2: Switch Module A continued

Port Type ul Speed VID VLAN VLAN Name Port Name STP/ Multi-
Port Member ByPass link
# AS Enabled  Trunk
10/100
Server 18 (Auto) 1 Egress DEFAULT_VLAN Serverl8_Portl Yes
10/100
Server 19 (Auto) 1 Egress DEFAULT_VLAN Serverl9 Portl Yes
10/100
Server 20 (Auto) 1 Egress DEFAULT_VLAN Server20_Portl Yes
10/100 XCon-
X-Connect 21 (Auto) 1 Egress DEFAULT_VLAN XConnectl No nect
10/100 XCon-
X-Connect 22 (Auto) 1 Egress DEFAULT_VLAN XConnect2 No nect
10/100
IANIC 23 (Auto) 1 Egress DEFAULT_VLAN IA Mgmt Module Yes
Mgmt 10/100
Uplink 24 (Auto) 1 Egress DEFAULT_VLAN Mgmt Uplink Yes
10/100
/1000
D Uplink 25 (Auto) 1 Egress DEFAULT_VLAN SwitchA_Uplink1 No
10/100
/1000
D Uplink 26 (Auto) 1 Egress DEFAULT_VLAN SwitchA_Uplink2 No
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Table C-3: Switch Module B

Port Ul Speed VID VLAN VLAN Name Port Name STP/ Multi-
Type Port Member ByPass link
# AS Enabled Trunk
10/100
Server 1 (Auto) 1 Egress DEFAULT_VLAN Serverl _Port2 Yes
10/100
Server 2 (Auto) 1 Egress DEFAULT_VLAN Server2_Port2 Yes
10/100
Server 3 (Auto) 1 Egress DEFAULT_VLAN Server3_Port2 Yes
10/100
Server 4 (Auto) 1 Egress DEFAULT_VLAN Server4_Port2 Yes
10/100
Server 5 (Auto) 1 Egress DEFAULT_VLAN Server5_Port2 Yes
10/100
Server 6 (Auto) 1 Egress DEFAULT_VLAN Server6_Port2 Yes
10/100
Server 7 (Auto) 1 Egress DEFAULT_VLAN Server7_Port2 Yes
10/100
Server 8 (Auto) 1 Egress DEFAULT_VLAN Server8_Port2 Yes
10/100
Server 9 (Auto) 1 Egress DEFAULT_VLAN Server9_Port2 Yes
10/100
Server 10 (Auto) 1 Egress DEFAULT_VLAN Serverl0_Port2 Yes
10/100
Server 11 (Auto) 1 Egress DEFAULT_VLAN Serverll_Port2 Yes
10/100
Server 12 (Auto) 1 Egress DEFAULT_VLAN Serverl2_Port2 Yes
10/100
Server 13 (Auto) 1 Egress DEFAULT_VLAN Serverl3_Port2 Yes
10/100
Server 14 (Auto) 1 Egress DEFAULT_VLAN Serverl4d_Port2 Yes
10/100
Server 15 (Auto) 1 Egress DEFAULT_VLAN Serverl5_Port2 Yes
10/100
Server 16 (Auto) 1 Egress DEFAULT_VLAN Serverl6_Port2 Yes
10/100
Server 17 (Auto) 1 Egress DEFAULT_VLAN Serverl7_Port2 Yes
10/100
Server 18 (Auto) 1 Egress DEFAULT_VLAN Serverl8_Port2 Yes
continued
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Runtime Switching Software Default Settings

Table C-3: Switch Module B continued

Port Type ul Speed VID VLAN VLAN Name Port Name STP/ Multi-
Port Member ByPass link
# AS Enabled  Trunk
10/100
Server 19 (Auto) 1 Egress DEFAULT_VLAN Serverl9_Port2 Yes
10/100
Server 20 (Auto) 1 Egress DEFAULT_VLAN Server20_Port2 Yes
10/100 XCon-
X-Connect 21 (Auto) 1 Egress DEFAULT_VLAN XConnectl No nect
10/100 XCon-
X-Connect 22 (Auto) 1 Egress DEFAULT_VLAN XConnect2 No nect
10/100
IA NIC 23 (Auto) NA NA NA NA NA
Mgmt 10/100
Uplink 24 (Auto) NA  NA NA NA NA
10/100
/1000
D Uplink 25 (Auto) 1 Egress DEFAULT_VLAN SwitchB_Uplink1 No
10/100
/1000
D Uplink 26 (Auto) 1 Egress DEFAULT_VLAN SwitchB_Uplink2 No
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Spanning Tree Protocol

Introduction

When Spanning Tree Protocol determines a port should be transitioned to the forwarding
state, the following occurs:

The port is put into the listening state where it receives Bridge Protocol Data Units
(BPDUSs) and passes them to the GbE Interconnect Switch’s CPU.

If no BPDUsthat suggest the port should go to the blocking state are received, the BPDU
packets from the CPU are processed

— The port waits for the expiration of the forward delay timer. The port then moves to
the learning state.

— Inthelearning state, the port |earns station location information from the source
address of packets and adds this information to its forwarding database.

— The expiration of the forwarding delay timer moves the port to the forwarding state,
where both learning and forwarding are enabled. At this point, the port forwards
packets.

Blocking State

A port in the blocking state does not forward packets. When the switch is booted, aBPDU is
sent to each port in the switch putting these portsinto the blocking state. A switch initially
assumesit is the root, and then begins the exchange of BPDUs with other switches. Thiswill
determine which switch in the network is the best choice for the root switch. If thereis only
one switch on the network, no BPDU exchange occurs, the forward delay timer expires, and
the ports move to the listening state. All STP enabled ports enter the blocking state following
switch boot.

A port in the blocking state does the following:

Discards packets received from the network segment to which it is attached.
Discards packets sent from another port on the switch for forwarding.

Does not add addresses to its forwarding database.

Receives BPDUs and directs them to the CPU.
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¢ Does not transmit BPDUSs received from the CPU.

* Receives and responds to network management messages.

Network Segment

Port 1
Forwarding

-
) l
Addresses T Data

Network Packets
BPDUs Management
Packets
Forwarding
Database cPU
A
Switching

Fabric

BPDUs
Discard

Data
Port 2 » Y
)

Packets
Blocking

Network Segment

Figure D-1: Blocking State

Listening State

Thelistening state is the first transition for a port from the blocking state. Listening isan
opportunity for the switch to receive BPDUs that may tell the switch that the port should not
continue to transition to the forwarding state, but should return to the blocking state (that is, a
different port is a better choice).

Thereis no address learning or packet forwarding from a port in the listening state.

A port in the listening state does the following:
e Discards frames received from the network segment to which it is attached.

» Discards packets sent from another port on the switch for forwarding.
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* Doesnot add addresses to its forwarding database.
* Receives BPDUs and directs them to the CPU.
¢ Processes BPDUs received from the CPU.

* Receives and responds to network management messages.

Network Segment

Port 1
Forwarding

Data
Network Packets
BPDUs Management

Packets
Forwarding
Database cPU

Addresses

Switch
Fabric

Discard

BPDUs

Data
Packets

Port 2
Listening

A

Network Segment

BPDUs

Figure D-2: Listening State

Learning State

A port in the learning state prepares to participate in frame forwarding. The port enters the
learning state from the listening state.

A port in the learning state does the following:
» Discardsframes received from the network segment to which it is attached.

» Discards packets sent from another port on the switch for forwarding.
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e Adds addressesto its forwarding database.
* Receives BPDUs and directs them to the CPU.
¢ Processes and transmits BPDUSs received from the CPU.

* Receives and responds to network management messages.

Network Segment

Port 1
Forwarding

Data
Network Packets
Management
Packets

e

Addresses

BPDUs

Forwarding
Database CcPU
N

A

Addresses

BPDUs
Discard

y

Switch
Fabric

Data
Packets

Port 2 1‘ Y
Learning B

Network Segment

BPDUs

Figure D-3: Learning State

Forwarding State

A port in the forwarding state forwards packets. The port enters the forwarding state from the
learning state when the forward delay timer expires.

A port in the forwarding state does the following:
» Forwards packets received from the network segment to which it is attached.
» Forwards packets sent from another port on the switch for forwarding.

* Incorporates station location information into its address database.
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* Receives BPDUs and directs them to the system CPU.

* Receives and responds to network management messages.

Network Segment

Port 1
Forwarding

|

Data
Network Packets
Management 4
Packets

Addresses

BPDUs

Forwarding
Database cPU

A A

Addresses Switch
Fabric

BPDUs

Y

Port 2 Y, Y
)

Learning

Network Segment

Figure D-4: Forwarding State

Disabled State

A port in the disabled state does not participate in frame forwarding or STP. A port in the
disabled state is virtually non-operational.

A disabled port does the following:

» Discards packets received from the network segment to which it is attached.
» Discards packets sent from another port on the switch for forwarding.

e Doesnot add addresses to its forwarding database.

* Recelves BPDUSs, but does not direct them to the system CPU.
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» Doesnot receive BPDUs for transmission from the system CPU.

* Receives and responds to network management messages.

Network Segment

Port 1

Forwarding l
Addresses Data
Network Packets
BPDUs Management A
Packets
Forwarding
Database CcPU
A
Switch
Fabric
BPDUs
Discard
Data Y
Packets
Port 2 ) Y
<

Learning

Network Segment

Figure D-5: Disabled State
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Troubleshooting STP

This section describes several troubleshooting tips.

Spanning Tree Protocol Failure

A failurein the STP generally leads to a bridging loop. A bridging loop in an STP
environment comes from a port that should be in the blocking state, but is forwarding
packets.

Root

Port 1 Port 2

Port 1 Port 1
B C
Designated
Port 2 Port 2

BPDUs
< >

Figure D-6: Example of Spanning Tree Protocol failure

In this example, B has been elected as the designated bridge, and Port 2 on Cisinthe
blocking state. The election of B as the designated bridge is determined by the exchange of
BPDUs between B and C. B had a better BPDU than C. B continues sending BPDUs
advertising its superiority over the ather bridges on this LAN. Should C fail to receive these
BPDUs for longer than the MAX AGE (default of 20 seconds), it could start to transition its
Port 2 from the blocking state to the forwarding state.

NOTE: A port must continue to receive BPDUs advertising superior paths to remain in the blocking
state.

There are a number of circumstancesin which the STP can fail, mostly related to the loss of a
large number of BPDUSs. These situations will cause a port in the blocking state to transition
to the forwarding state.
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Full/Half Duplex Mismatch

A mismatch in the duplex state of two portsis avery common configuration error for a point-
to-point link. If one port is configured as full-duplex, and the other port isleft in auto-
negotiation mode, the second port will end up in half-duplex because ports configured as

half- or full-duplex do not negotiate.

A
Root
Half-duplex

Port 1 Port 2
\)6
Q
v

Port 1]  Full-duplex

Designated

B Port 2

Port 2
Blocked

<

)

Figure D-7: Example of full/half duplex mismatch

In the above example, Port 1 on B is configured as a full-duplex port, and Port 1 on A is
either configured as a half-duplex port, or left in auto-negotiation mode. Because Port 1 on B
is configured as a full-duplex port, it does not do the carrier sense when accessing thelink. B
will then start sending packets even if A isusing thelink. A will then detect collisions and
begin to run the flow control agorithm. If thereis enough traffic between B and A, all
packets (including BPDUSs) will be dropped. If the BPDUs sent from A to B are dropped for
longer than the MAX AGE, B will lose its connection to the root (A) and will unblock its
connection to C. Thiswill lead to a dataloop.

D-8
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Unidirectional Link

Unidirectional links can be caused by an undetected failure in one side of afiber cable, or a
problem with a ports transceiver. Any failure that allows alink to remain up while providing
one-way communication is very dangerous for STP.

A
Root

Port 1 Port 2

Port 1 Port 1
B C
Designated
Port 2 Port 2

Blocked

BPDUs Lost )

Figure D-8: Example unidirectional link

In this example, Port 2 on B can receive but not transmit packets. Port 2 on C should bein the
blocking state, but since it can no longer receive BPDUs from Port 2 on B, it will transition to
the forwarding state. If the failure exists at boot, STP will not converge and rebooting the
bridges will have no effect.

NOTE: Rebooting would help temporarily in the previous example.

Thistype of failureis difficult to detect because the link-state LEDs for Ethernet links rely on
the transmit side of the cable to detect alink. If aunidirectional failure on alink is suspected,
itisusualy required to go to the console or other management software and look at the
packets received and transmitted for the port. For example, a unidirectional port will have
many packets transmitted but none received, or vice versa.

Packet Corruption

Packet corruption can also lead to Spanning Tree Pratocol failure. If alink is experiencing a
high rate of physical errors, alarge number of consecutive BPDUSs can be dropped and a port
in the blocking state would transition to the forwarding state. The blocking port would have
to have the BPDUs dropped for 50 seconds (at the default settings) and a single BPDU would
reset thetimer. If the Max Ageis set too low, thistimeis reduced.
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Resource Errors

The ProLiant BL e-Class C-GbE Interconnect Switch performsits switching and routing
functions primarily in hardware, using specialized ASICs. STP isimplemented in software
and isthus reliant upon the speed of the CPU and other factorsto converge. If the CPU is
over-utilized, it is possible that BPDUs may not be sent in atimely fashion. STPis generally
not very CPU intensive and is given priority over other processes, so thistype of error israre.

Very low values for the Max Age and the Forward Delay can result in an unstable Spanning
Tree. Theloss of BPDUs can lead to dataloops. The diameter of the network can also cause
problems. The default values for STP give a maximum network diameter of about seven
hops. This means that two switches in the network cannot be more than seven hops apart. Part
of this diameter restriction is the BPDU age field. As BPDUs are propagated from the root
bridge to the leaves of the spanning tree, each bridge increments the age field. When thisfield
is beyond the maximum age, the packet is discarded. For large diameter networks, STP
convergence can be very slow.

ldentifying a Data Loop

Broadcast storms have avery similar effect on the network to data loops, but broadcast storm
controls in modern switches (along with subnetting and other network practices) have been
very effective in controlling broadcast storms. The best way to determine if a dataloop exists
isto capture traffic on a saturated link and check if similar packets are seen multiple times.

Generaly, if al the users of a given domain are having trouble connecting to the network at
the same time, a dataloop can be suspected. The port utilization data in the switch’s console
will give unusually high valuesin this case.

The priority for most cases is to restore connectivity as soon as possible. The simplest remedy
isto manually disable all of the ports that provide redundant links. Disabling portsone at a
time, and then checking for arestoration of the user’s connectivity will identify the link that
is causing the problem, if time allows. Connectivity will be restored immediately after
disabling a data loop.

Avoiding Trouble

Below are sometips for avoiding trouble.

Know Where the Root is Located

Although the STP can eect aroot bridge, awell-designed network will have an identifiable
root for each VLAN. Careful setup of the STP parameters will lead to the selection of this
best interconnect switch as the root for each VLAN. Redundant links can then be built into
the network. STPiswdll suited to maintaining connectivity in the event of a device failure or
removal, but is poorly suited to designing networks.

D-10
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Know Which Links are Redundant

Organize the redundant links and tune the port cost parameter of STP to force those portsto
be in the blocking state.

For each VLAN, know which ports should be blocking in a stable network. A network
diagram that shows each physical loop in the network and which ports break which loopsis
extremely helpful.

Minimize the Number of Ports in the Blocking State

A single blocking port transitioning to the forwarding state at an inappropriate time can cause
alarge part of anetwork to fail. Limiting the number of blocked ports helpsto limit the risk
of an inappropriate transition.

Figure D-9: Example 1: A common network design

The above graphic is an example of a common network design. The switches C and D have
redundant links to the backbone switches A and B using trunks. Trunks, by default, carry all
the VLAN traffic from VLAN 1 and VLAN 2. So switch Cisnot only receiving traffic for
VLAN 1, but it is also receiving unnecessary broadcast and multicast traffic for VLAN 2. Itis
also blocking one port for VLAN 2. Thus, there are three redundant paths between switches
A and B and two blocked ports per VLAN. Thisincreases the chance of a dataloop.
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I
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Figure D-10: Example 2: A common network design

In thisexample, the VLAN definitions are extended to switches A and B. Thisgivesonly a
single blocked port per VLAN and allows the remova of al redundant links by removing
switch A or B from the network.
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SNMP/RMON MIBs Support

Introduction

Management and counter information are stored in the switch module in the Management
Information Base (MIB). The switch module uses the standard MIB-11 Management
Information Base module. Vaues for MIB objects can be retrieved from any SNM P-based
network management software. In addition to the standard M1B-I1, the switch module aso
supportsits own proprietary enterprise MIB as an extended Management Information Base.
These MIBs may also be retrieved by specifying the MIB Object-Identity (OID) at the
network manager station.

MIB vaues can be either read-only or read-write.

* Read-only MIB variables can be either constants that are programmed into the switch
module or variables that change while the switch module isin operation. Examples of
read-only constants include the number and types of ports. Examples of read-only
variables are the statistics counters, such as the number of errors that have occurred, or
how many kilobytes of data have been recelved and forwarded through a port.

* Read/write MIB variables are usually related to user-customized configurations.
Examplesinclude the | P address of the switch module, Spanning Tree Algorithm
parameters, and port status.

SNMP Manager Software

If you use third-party vendor SNM P software to manage the switch module, a diskette listing
the propriety enterprise MIBs for the switch can be obtained by request. If your software
provides functions to browse or modify MIBs, you can aso get the MIB values and change
them (if the MIB attributes permit the write operation). This process can be quite involved,
however, since you must know the MIB OIDs and retrieve them one by one.

Use an SNMP manager, such as HP OpenView or Tivoli NetView to access the enterprise-
specific MIBs. Compile MIBsinto the MIB database and then use a MIB browser to navigate
them. For detailed information, access the individual descriptions of each MIB or go to the
documentation that came with your SNM P manager software.
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Standard MIBs

The SNMP agent for the switch module supports the following standard MIBs:
» Bridge MIB (RFC 1493)
s MIB-II (RFC 1213)

*  Mini-RMON MIB (RFC 1757)—Groups 1 (Statistics), 2 (History), 3 (Alarm), and 9
(Event)

«  802.1p MIB (RFC 2674)

«  802.1qMIB (RFC 2674)

«  Entity MIB (RFC 2737)

« IF-MIB (RFC 2233)

« Ethernet-like MIB (RFC 2358)—dot3StatsTable

Enterprise-Specific MIBs

The SNMP agent for the switch modul e supports the following enterprise-specific MIBs:
* cpgAgent.mib
— agentBasiclnfo—Basic information for the switch module
— agentBasicConfig—Basic configuration management
— agentl pProtoConfig—I P-related configuration management
— agentl pTrapManager—Setting of the trap manager |P
e cpgl2mgt.mib
— swPortTrunkPackage—M anagement of the port trunk function
— swPortMirrorPackage—Management of the port mirroring function
— swlGMPPackage—Management of the IGMP function
» vesubio.mib
— swL2BwMgmt—M anagement of the ingress and egress bandwidth
— swL2CosMgmt—Management of the Class of Service
— swlL 2PortSecurityMgmt—M anagement of port security
— dswL2DevMgmt—Management of the device advanced settings
— swlL 2PortMgmt—Management of the port link
*  cpgSTrap.mib—Defining of trap objects
*  CIMTrap.mib—Re-defining “entConfigChange” trap in SNMP
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Upgrading Firmware through the Serial Port

Y ou can upgrade the system firmware of a switch module by connecting your computer to the
serial console port of the Integrated Administrator and using terminal emulation software that
supports the ZModem or XModem protocol. This procedure is only necessary if your
interconnect switch does not have accessto a TFTP server, or if the firmware procedure was
previoudy interrupted and the switch module is not booting properly.

When connecting to a switch module through the Integrated Administrator console port,
remember that there are two different seria linksinvolved in the communication path. In
addition to the external console port (whose default baud rate is 9600), the Integrated
Administrator has an internal serial port that connects to the actual serial console of the
switch module (at a default baud rate of 115200). It isonly necessary to adjust the baud rate
of the external console port and your PC (to 115200 from the default of 9600).

To download afirmware file to a switch module and change the external console port
baud rate:

1. From aPC using Microsoft Windows HyperTerminal or any other termina emulation
program, connect to the serial console interface on the switch module at 9600 baud.

NOTE: For information on how to connect to the switch module console interface, see the section
“Connecting to the Switch Modules” in Chapter 3.
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2. Reboot the switch module by using the Reboot menu option, or by pressing the
connection escape keys (usualy Ctrl+Shift+ ) and accessing the Integrated
Administrator Reboot Switch option. The boot procedure runs the Power-On Self-Test

(POST) and a screen similar to the following is displayed.

e =lalx

DR [k e Sl Trasf b
]

Hoot Procedure U By B3

Pamer On Self Test ... it e ia i B H_

Corwweied Lrided wrim 11500 BeHe 1

Figure F-1: POST message
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3. Pressthe pound (#) key as soon as you see the Boot Procedur e header. This action
forces the switch module into the download mode. A screen similar to the following is

displayed.

T T T S S——— T 181 =

B B ew (ol [wler imp

Boot Procedure .88, dBa
Power In Self Tast ... .. ... 0o icrnrarsrrnrantrrnrarenen, BB XK
Plesse -:h-anEe wour bawd rate to 115508 for £ modes download or
press CTRL-C gs to BOOT
Corpecied 047213 [ln [ o S T N N T

o L1

Figure F-2: Download mode message
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4. Configure the download protocol (ZModem or XModem) or use the default boot
configuration settings.
a. To changethe baud rate, press CtrI+C to display the Boot Configuration Menu.

b. To usethe default boot configuration settings, go to step 10.

“ ¢ Interconmect Switch - HyperTerminal ] =101 x|

fis Edt Yew Cal Trarsfer Help

D] 513 olH| @)

Hanagement Module HAC Ad

Download Protocol <7 Modem>

REBDOT

Connictad 3:50:479 ANGT 9600 S

Figure F-3: Boot Configuration menu
5. Select XModem or ZM odem as the download protocol.

6. Highlight Reboot.
7. Pressthe Enter key. The switch module reboots.
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8. Whilethe switch module is rebooting, press the pound (#) key again to force the
switch module into download mode. The download mode message is displayed. (See
Figure F-2.)

NOTE: For faster transfers, you may want to change the speed of your console connection from
9600 to 115200.

9. Pressthe Integrated Administrator escape character <Ctrl>_. The following Integrated
Administrator connect menu is displayed:

Command: D)i sconnect, C)hange settings, R)eboot Switch, E)xit
comand node >

10. Pressthe following keysin sequence to change the settings: CL C B |
Y our screen displays the following lines:

Conmand: D)isconnect, C)hange settings, R)eboot Switch, E)xit
conmand node > C

Change settings for: L)ocal Session, Ryenpte Port [Switch B],

Eyxit > L

Change Local : C)ommuni cation Settings, D)isable Escape Character,
Eyxit > C

Settings: B)audrate; flow control: N)one H)ardware S)oftware;
E)yxit > B

Baud: A) 1200 B) 2400 C)4800 D) 9600 F)19200 G) 38400 H)57600
)115200; E)xit > |

Al'l communi cation setting changes are only tenporary, and defaults
are restored at exit.

11. Change your local speed to 115200, and press the Enter key to continue.
12. Change the baud rate of your HyperTerminal session and pressthe Enter key.

After the switch module isin the download mode and the baud rates are configured
properly, a connection-established message is displayed.

IMPORTANT: If the following screen displays nonsense characters, then a mismatched baud rate
configuration has occurred. Check HyperTerminal to see if the baud rate setting on the switch module
console interface and the HyperTerminal are mismatched.
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== RO M edd

==HRN00S M edd

[ clntrmomec ek hparTeominal I = 1
El [F Yew Dol Trorsle Help
|
Hoot Procadere i, B, B
Pomer On Sclf Test ... .. e e, BGBBAX

Please change vour baud rate to 115200 Tor 7 moden download or
press CIHL-E go fo BOOT MEHL,

{~Modem: bawd rate - 115208
{-Wodes: Establizhing Connection with Sander

== HRNOM0E T edd
= = RO M edi
== HAMOMI0E T adi
== HEAEE T T el

« = HRONOMIETT T edd
== RO B0 M edd

onreied B9 3 T 115800 5-H-1 = LB : Prind it

Figure F-4: Connection-established message

13. Before beginning the ZModem transfer, disable the Integrated Administrator escape

character to ensure atransparent connection for the file transfer. To disable this character,
press the following keys:

Ctrl+_CLD
Y our screen displays the following lines:

Command: D)isconnect, C)hange settings, R)eboot Switch, E)xit
conmmand node > C

Change settings for: L)ocal Session, Ryenpbte Port [Switch B],
E)xit >L

Change Local : C)onmuni cation Settings, D)isable Escape Character,
E)yxit > D

The Escape Character <Cirl>_ is now disabled. To re-enable it,

you mnust
press <Ctrl>_ twelve tines in sequence.

Press [Enter] to continue:

14. Pressthe Enter key to continue.
15. From the I nter connect Switch Hyper Ter minal window menu, select Transfer, then

Send File. The following window is displayed.

F-6
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| :sendrile N 2|

Falder: C:h

Filenarme:
| C:AI CFirmware. 017

Protocal;

IEmu:u:Iem j

Send Cloze | Cancel |

Figure F-5: Send File window

16. Click Browse and select the firmware file to be downloaded to the switch module.
17. Select the download protocol from the drop-down menu.
18. Click Send to start the download process. The following screen is displayed.

Zmodem file send for Interconnect Swikch

Sending: IE:"-.IEFirmware.El'I?

Lazt event: ISending Files: I'I of 1
Status: ISending Retries: IEI

File: |llllllllllllll |EEIEknf?BSK

Elapzed: I 00:00: 28 Remaining: I 00:00:46 T hroughput: I'IEIEEE cps
| cpz/bpz |

Figure F-6: ZModem file send for Interconnect Switch
window
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After the firmware file transfer is complete, a download-completed message is displayed
and then the interconnect login screen is displayed.

I I — al0l |

Fie B v Cdl T een
=~ERABIRARIT adi =

== B0 0 A2 T e
=B 0 PAE2 7T e
==EHH B BB I edk
==BHE R DAR I edi
== EH0 DRI 7 Fodk
= = B0 0 A2 T edi

£ Hodem: Can t Extablizh Conmection with Sender?

f-Modew: baud rate - 115708
£-Hodes: Estoblishing Connection with Sender

= = B0 BAE2 T edi
==BHH BB I edk

£-Modlew: Cleanup and Exit.
Domnload completed. File size - SB129E byies

Prograsm runfime mmage ... .. ... ...ttt 1HAE
Plexse wait, loading Huntims image ... ..0000i0ianeera, 10@E
Sustem self testing. .. dome.

. 3

Conactis) (184 (% FTn 170 B | L [t iR [caann [ede

Figure F-7: Download-completed message

e algia]

e LW pew [ [asbh Hen

Coepaq Proliant BL &-Class C-GBE Imterconmect Ssitch A
Copyr-ight 20081, Compan Compuler Corporalion

Gwitch HAC: BO-82-Au-01-al-05
L1 U L

Usernamc: || I

Pazewerd: | |

Functiom:Enfer case—sensitive userndaEs
J
Correded (FH: R T 1L200 B H L e [am [Cwaes Pretew

Figure F-8: ProLiant BL e-Class C-GbE Interconnect
Switch login screen

19. Close your connection with the Integrated Administrator, which will reset the Integrated
Administrator console port to 9600 baud (if you changed the speed previoudly).
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20. Pressthe Ctrl+_ keystwelvetimesin sequence to re-enable the escape character. The
following text is displayed:

Command: D)i sconnect, C)hange settings, R)eboot Switch, E)xit
comand node

21. Pressthe D key to disconnect your session. If you changed the speed previously, you
must reset your terminal to 9600 baud to continue. The following text is displayed:

Command: D)i sconnect, C)hange settings, R)eboot Switch, E)xit
comand node > D

The consol e speed is being set back to 9600 bps.

Change your |ocal speed back to 9600 and press [Enter] to continue

22. Pressthe Enter key to close your connection to the switch module.
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Troubleshooting

This section provides information on solutions to problems that may occur during the
configuration and operation of Proliant BL e-Class C-GbE Interconnect Switch. The
following table lists steps you should take before calling your service representative.

Following are four tables with basic troubleshooting information:

e Setting Up and Accessing—Table G-1 contains general troubleshooting information
about setting up and accessing the interconnect switch. Topics covered include LEDs,
cables, failure of the interconnect switch to get IP settings, failure to connect to the
interconnect switch remotely, and what to do if you forget your administrator user name
and password.

» Configuring—Table G-2 contains general troubleshooting information about configuring
the interconnect switch. Topics covered include configuring VLANSs and X Connect ports.

e Usingthe TFTP Server—Table G-3 contains general troubleshoating information about
using a TFTP server to backup interconnect switch configuration or to configure multiple
interconnect switches.

e Upgrading Firmware using the Serial Port—Table G-4 contains general
troubleshooting information about upgrading system firmware using the seria
console port.

For additional troubleshooting information:
»  See Appendix D, Spanning Tree Protocol

» Visit the Compaq website:
www.compag.com/support/
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Table G-1: Troubleshooting: Setting Up and Accessing

Problem Possible Cause

Possible Solution

Forgot the administrator «  Unknown
user name and password

that you configured on the

interconnect switch.

Call Compagq technical support at
1-800-OKCOMPAQ or your service
representative and provide your
interconnect switch MAC address
(available on the MAC address label
attached to your interconnect switch) to
get a unique switch password. This
password gives you Root privileges. After
receiving the password, do the following:

1. Reboot the switch module.

2. Access the console interface.

3. Within 60 seconds of when the Logon
screen displays, type the password in the
Password field.

4. Leave the Username field blank.

5. Press the Enter key. The main menu will
be displayed.

6. Access the User Accounts Management
option and set a new Administrator
password. (See Chapter 3.)

. Interconnect Switch configuration, you can
reload the factory default settings:

1. Power off the system.

2. Power on the system. The console
interface logon screen is displayed.

3. Inthe Username field, do the following
very quickly: Press the Esc key and type
DL Ks

4. Atthe > prompt, type Fact or yReset
A message is displayed indicating the
system is rebooting. The factory defaults
reload and the switch module reboots.

5. Follow the directions to log on to the

switch module for the first time. See
“Logging on to the Switch Module” in
Chapter 3.

continued
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Table G-1: Troubleshooting: Setting Up and Accessing continued

Problem

Possible Cause

Possible Solution

Power LED on the
interconnect switch is
not on.

Interconnect switch is not
seated properly.

Make sure interconnect switch is inserted
completely and seated properly.

Server blade enclosure is not
powered up.

Make sure the server blade enclosure is
powered up and all the power connections
are intact.

No link LED displays, even
after you plug in the
Category 5 cable in the
external port's RJ-45
connector.

The cable is not properly
plugged in.

Check if the cable is plugged in and
seated properly.

The cable or connector heads
are faulty.

Replace with another tested cable.

The RJ-45 connector on the
switch or LED is faulty.

After checking all the above, if no link LED
displays, check whether the port is
transferring data. If yes, the LED is faulty.
If no, it could be a faulty RJ-45 connector.
Call your service representative.

Cannot access the
interconnect switch serial
console interface via the
Integrated Administrator
using null modem
connection from a PC
Terminal Emulation
Program.

Null modem cable has a
problem.

Make sure you use the null modem cable
provide by Compaq Computer Corporation
with this hardware.

Connection settings do not
match the Integrated
Administrator serial settings.

Make sure the PC Terminal Emulation
session settings match the Integrated
Administrator serial settings.

NOTE: Refer to Chapter 3 for default
serial settings if you are connecting to the
interconnect switch via the Integrated
Administrator serial port for the first time.

Error message that the
interconnect switch failed
to complete the system
self-testing is displayed on
the serial console screen.

Keyboard locks up when
using HyperTerminal to
logon to the switch module
through the console
interface.

System diagnostic tests failed.

Scroll lock is set on.

Note the reason for failure from the serial
console screen message and call your
service representative.

Press the Scroll Lock key on the keyboard
and make sure that scroll lock is off.

continued
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Table G-1: Troubleshooting: Setting Up and Accessing continued

Problem

Possible Cause

Possible Solution

The interconnect switch
fails to get its IP settings
from DHCP server, even
though by default it is
configured for DHCP.

NOTE: If you are running
in spanning tree mode, it
can take 60-90 seconds
for the switch module to
get its IP settings.

The interconnect switch is not
connected properly to the
network.

Check the cable and connections and
make sure there is network connectivity
between the interconnect switch and the
DHCP server.

The DHCP server is not
available on the network or
VLAN that is attached to the
switch management port.

Make sure DHCP server is present on the
network or VLAN attached to the
interconnect switch.

The DHCP server is not able to
offer IP settings to the
interconnect switch as it is out of
available IP addresses.

Make sure the IP addresses are available.

The interconnect switch timed
out its request for IP settings.

Go to the Switch IP Settings screen and
click Apply, to make the interconnect
switch retry DHCP.

Reset/reboot the interconnect switch.

Cannot connect to the
interconnect switch
console interface remotely
using Telnet.

The interconnect switch IP
address may not be configured
or correct.

From the serial console interface, on the
Switch IP Settings screen, make sure
that the interconnect switch IP address is
configured and valid on your network.

Use the correct IP address to establish the
Telnet connection with the interconnect
switch.

The setting allowing access to
the interconnect switch using
the Telnet interface is disabled.

From the serial console interface, on the
Advanced Switch Settings screen, make
sure the Telnet interface is enabled.

The Security IP list (if used)
does not contain the IP address
of your management station.

From the SNMP Manager Configuration
screen, make sure that security IP list or
Management IP Station list has the IP
address of your management station.

continued
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Table G-1: Troubleshooting: Setting Up and Accessing continued

Problem

Possible Cause

Possible Solution

Cannot connect to the .
interconnect switch
remotely using the Web

The interconnect switch IP
address may not be configured
or correct.

From the serial console interface, on the
Switch IP Settings screen, make sure
that the interconnect switch IP address is

interface. configured and valid on your network.

« Use the correct IP address to establish
the Web connection with the interconnect
switch.

«  Accessing the interconnect «  From the serial console interface, on the
switch using Web interface is Advanced Switch Settings screen,
disabled. make sure the Web interface is enabled.

«  The Proxy server settings are - Disable the manual proxy settings on
configured on your Internet your Internet browser and let it
browser and your proxy server automatically find Web servers using the
does not know the interconnect IP address.
switch IP address.

«  The Security IP list (if used) «  From the Security IP settings screen,
does not contain the IP make sure that security IP list or
address of your management Management IP Station list has the IP
station. address of your management station.

Cannot connect to the - The interconnect switch IP - From the serial console interface, on the

interconnect switch SNMP
interface.

address may not be configured
or correct.

Switch IP Settings screen, make sure
that the interconnect switch IP address is
configured and valid on your network.

Use the correct IP address to establish
the SNMP connection with the
interconnect switch.

The Security IP list (if used)
does not contain the IP
address of your management
station.

From the Security IP settings screen,
make sure that security IP list or
Management IP Station list has the IP
address of your management station.

Cannot connect to the .
interconnect switch
management interface via

the Telnet, Web, or SNMP
interfaces. The IP

configuration, including

address settings, is valid

and the VLANSs are

configured correctly.

The internal switch CPU port
(meant for supporting switch
management interfaces) and
the port you have connected to
access the switch from the
Telnet, Web, or SNMP
interfaces are not in the

same VLAN.

Check and make sure that the
Management VLAN ID on the Switch IP
Settings screen is the same as the
VLAN ID of the port that is trying to make
the Telnet, Web, or SNMP connection. If
not, change it to match.
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Table G-2: Troubleshooting: Configuring

Problem

Possible Cause

Possible Solution

After connecting more
than one port to another
switch or destination
device, the port activity
LEDs continuously
indicate activity.

Since there are multiple links
across this device and the
destination device, they form
loops, which cause broadcast
storms.

From the Configure Spanning Tree
settings screen, enable STP at switch
level. From the Port Spanning Tree
settings screen, enable STP at port
level, if you want multiple links. Make
sure that the Bypass setting is disabled.
This will avoid loops and maintain
standby links for resilience in case the
primary links go down.

While configuring VLANS,
you cannot enable a port
in multiple VLANSs.

A port can be part of only one
VLAN unless the portis a
tagged port.

Make sure that your VLANSs are 802.1Q
VLANSs and enable the port as a tagged
port from the 802.1Q Static VLAN
Settings screen on console interface, or
the VLAN settings screen on Web-
based interface.

After assigning a port to
multiple 802.1Q VLANSs by
configuring it as tagged
port, you check the PVID.
It is equal to the first

For port-based VLANS, ports
belong to only one VLAN and
only one PVID can be assigned.
Port-based VLANSs can be
extended to other switches by

By default, all the ports have PVID 1. The
switch assigns to the port a PVID that is
equal to the VLAN ID of the first VLAN
that the port was enabled in. To manually
configure a Port VLAN, see “Configuring

VLAN ID. cross connecting ports that have a Port VLAN” in Chapter 3 (console
the same PVID (the same Port management interface) and Chapter 4
based VLAN). (Web-based management interface.)

Changing the first « By default, XConnect ports are » Since they are bundled into a trunk, the

XConnect port settings
changes the next
XConnect port settings.
But changes to the second
XConnect port settings
cannot be applied or
saved.

bundled into a Multilink Trunk.

settings of the first port are referenced
and applied to the reset of the ports. So
in a trunk, only the first port (reference
port) is configurable and defines the
characteristics of the other ports in the
trunk.

While assigning the ports
to VLANS, the interconnect
switch does not let the
user enable two adjacent
ports into two different
VLANS.

The ports could be two adjacent
ports that are bundled in a
multilink trunk.

Two ports that are assigned to a multilink
trunk cannot be assigned to two different
VLANS. Either break the trunk to assign it
two different VLANS or assign the ports
to one VLAN.

After forcing the speed,
duplex, and flow control on
the port, the link does not
come up and transfer data

properly.

Both sides need to be forced to
the same settings. In case of
auto-negotiation, both sides will
negotiate and match the setting
to make the correct link.

From the Configure Ports screen, make
sure the ports are forced to the same
setting as the setting on the other end of
the link.

G-6
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Troubleshooting

Table G-3: Troubleshooting: Using a TFTP Server

Problem

Possible Cause

Possible Solution

While using TFTP to
download firmware, the
interconnect switch fails to
connect to the TFTP server
or after connection the
download fails.

The TFTP server is not
available to connect or there is
connectivity failure between
the switch and TFTP server.

Make sure the IP address of the TFTP
server is correct.

Make sure that the TFTP server exists on
the same network or VLAN as the
interconnect switch.

Make sure that you can ping the TFTP
server from the interconnect switch and
vice versa.

The firmware file is not found
on the TFTP server. The file
name could be wrong and is
mismatching.

Make sure that a valid firmware file exists
on the TFTP server to download to the
interconnect switch.

On the interconnect switch, check the file
name you configured to download.

While using TFTP to
download or upload a
configuration file, the
interconnect switch fails to
connect to the TFTP server,
or after connection the
download or upload fails.

The TFTP server is not
available to connect or there is
a connectivity failure between
the interconnect switch and the
TFTP server.

Make sure that TFTP server exists on the
same network or VLAN as that of the
switch.

Make sure that you can ping TFTP server
from the switch and vice versa.

Make sure the IP address of the TFTP
server is correct.

The configuration file is not
found on the TFTP server. The
file name could be wrong and
is mismatching.

Make sure that a valid configuration file
exists on the TFTP server to download to
the interconnect switch.

On the interconnect switch, check the file
name you configured to download or
upload.

While using TFTP to save
the history log, the
interconnect switch fails to
connect to the TFTP server
or after connection the
download fails

The TFTP server is not
available to connect or there is
connectivity failure between
the interconnect switch and the
TFTP server.

Make sure the IP address of the TFTP
server is correct.

Make sure that the TFTP server and the
interconnect switch are on the same
network or VLAN.

Make sure that you can ping the TFTP
server from the interconnect switch and
vice versa.
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Troubleshooting

Table G-4: Troubleshooting: Upgrading Firmware using the Serial Port

Problem

Possible Cause

Possible Solution

On the serial console
screen, a message that
interconnect switch failed
to load runtime image
(firmware) is displayed.

Runtime image (firmware
file) got corrupted.

Download the new runtime image (firmware
file) using the procedure in Appendix F.

Flash file system went bad
partially.

Call your service representative.

From the serial console,
pressing the pound (#) key
during boot procedure
does not force the
interconnect switch into
the download mode.

You did not press the
pound (#) key during the
time the boot procedure
responds to this special
key.

Make sure to press the pound (#) key
immediately when you see the boot procedure
starting POST. Pressing the pound (#) key in
the middle of POST puts the interconnect
switch into the download mode instead of the
runtime mode.

After forcing the
interconnect switch into
the download mode, the
console screen displays a
message to change your
terminal emulation
session’s baud rate for
ZModem transfer and also
displays unusual
characters.

Your terminal emulation
session baud rate does not
match the interconnect
switch serial console baud
rate in the download mode.

Change your terminal emulation session’s
baud rate to match the interconnect switch
serial console baud rate in the download
mode.

NOTE: The baud rate for the interconnect
switch serial console in the download mode
and runtime mode are two separate settings.

After starting to download
the firmware file, download
fails.

The firmware file is not the
correct one or got
corrupted.

Make sure to get the latest firmware file that is
meant for this interconnect switch.

Make sure the file size matches the original
one on the media you received with this file.

Interconnect switch
configuration is corrupted.

An error was made when
saving the interconnect
switch configuration.

Reboot the interconnect switch and reload the
factory settings. This clears all settings and
restores them to their initial values that were
present when the interconnect switch was
purchased. See “Rebooting the Switch
Module” in Chapter 3 (console management
interface) or “Resetting the Switch Module
Configuration to Factory Defaults” in Chapter 4
(Web-based interface).

NOTE: You will have the option to reset all
settings except the IP address.

After reloading the factory settings, reconfigure
the switch settings.
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Regulatory Compliance Notices

Federal Communications Commission Notice

Part 15 of the Federal Communications Commission (FCC) Rules and Regulations has
established Radio Frequency (RF) emission limitsto provide an interference-free radio
frequency spectrum. Many electronic devices, including computers, generate RF energy
incidental to their intended function and are, therefore, covered by these rules. These rules
place computers and related peripheral devicesinto two classes, A and B, depending upon
their intended installation. Class A devices are those that may reasonably be expected to be
installed in abusiness or commercia environment. Class B devices are those that may
reasonably be expected to be installed in aresidential environment (for example, personal
computers). The FCC requires devices in both classes to bear alabel indicating the
interference potential of the device as well as additional operating instructions for the user.

Therating label on the device shows which class (A or B) the equipment fallsinto. Class B
devices have an FCC logo or FCC ID on the label. Class A devices do not have an FCC logo
or FCC ID onthelabel. Once the class of the device is determined, refer to the following
corresponding statement.

Class A Equipment

This equipment has been tested and found to comply with the limitsfor a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in acommercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. Operation of this equipment in aresidential areaislikely to cause
harmful interference, in which case the user will be required to correct the interference at
personal expense.
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Regulatory Compliance Notices

Class B Equipment

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in aresidential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with
the ingtructions, may cause harmful interference to radio communications. However, thereis
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

» Reorient or relocate the receiving antenna.
» Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on acircuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio or television technician for help.

Modifications

The FCC requires the user to be notified that any changes or modifications made to this
device that are not expressly approved by Compagq Information Technologies Group, L.P.,
may void the user’ s authority to operate the equipment.

Cables
Connections to this device must be made with shielded cables with metallic RFI/EMI
connector hoods in order to maintain compliance with FCC Rules and Regulations.
Declaration of Conformity for Products Marked with the FCC Logo—United
States Only
This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) this device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.
For questions regarding your product, contact:
Compaqg Computer Compaq Information Technologies Group, L.P.
P. O. Box 692000, Mail Stop 530113
Houston, Texas 77269-2000
Or, cdl
1-800- 652-6672 (1-800-OK COMPAQ). For continuous quality improvement, calls may be
recorded or monitored.
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Regulatory Compliance Notices

For questions regarding this FCC declaration, contact:
Compagq Information Technologies Group, L. P.

P. O. Box 692000, Mail Stop 510101

Houston, Texas 77269-2000

Or, call

(281) 514-3333

To identify this product, refer to the part, series, or model number found on the product.
Canadian Notice (Avis Canadien)

Class A Equipment

This Class A digital apparatus meets all requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Reglement sur le
matériel brouilleur du Canada.

Class B Equipment

This Class B digital apparatus meets all requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du Réglement sur le
matériel brouilleur du Canada.
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European Union Notice

C€

Products bearing the CE marking comply with the EMC Directive (89/336/EEC) and the Low
Voltage Directive (73/23/EEC) issued by the Commission of the European Community and if
this product has telecommunication functionality, the R& TTE Directive (1999/5/EC).

Compliance with these directives implies conformity to the following European Norms (in
parentheses are the equivalent international standards and regulations):

» EN 55022 (CISPR 22)—Electromagnetic Interference

» EN55024 (IEC61000-4-2, 3, 4, 5, 6, 8, 11)—Electromagnetic Immunity
* EN61000-3-2 (IEC61000-3-2)—Power Line Harmonics

» EN61000-3-3 (IEC61000-3-3)—Power Line Flicker

» EN 60950 (IEC 60950)—Product Safety

Taiwanese Notice

EEERE
ER T RIS « TEEEITHER (R » TThE
J%&&@$L3EE%%hT*M$ﬁﬁﬁ¥Fi
T gl A

Japanese Notice

SIS o TWAEEBIZVCCIY — 27 W TWE LS, RO
Bats T S0,

ToEET, HRAPEBRSERE R EHEGBIHES (VCCD) O R4
IS 7 T ABMENIEE T3, JOKEEIL, FERECHERTLZ L
ZHHELTWETR, ZO®BENTIOARLTLEY 3 UREBRICEELT
fEREIND L, ZERELSISRITILRHD T,
BRI > TELWVWERV N E LT FE W,

VCCI~¥— 2 MWV TV WEAITIE, IRORIZTHEE T IV,

ZOLEE L, FRABEES RN EE A TR RS (VCCD DK
DL 7 T AAMEREMIEE T OREE FIERT TN D LA
PEEZBIEFREITIENDHY T, OGS ABESE xR A # T
DEIBRENDZLEBHY £,
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