HP Software Security Customer Advisory

*Reference SSRT3521*

Information as of April 23, 2003: New posting

HP Management Software Security Vulnerability

Summary

HP Management Software products undergo rigorous quality assurance processes to ensure that they meet the highest
possible standards for security, reliability and usability. In line with this commitment, a security vulnerability was
recently uncovered in the secure socket layer code from the open-source OpenSSL Project that is delivered as part of the
HP Web-enabled Management Software. This is a vulnerability to which OpenSSL is generally vulnerable. This
vulnerability has the potential to allow a timing attack on OpenSSL that in effect allows the attacker to perform a single
RSA private key operation on a ciphertext of its choice using the server's RSA key. Note that the server's RSA key is not
compromised in this attack, only a single operation is possible, and that millions of SSL/TLS connections must be opened
to take advantage of this vu Inerability. HP strongly recommends that customers upgrade to the appropriate versions of
web-enabled agents as they are released. This HP Customer Advisory will be updated as needed to communicate
availability of new versions of the effected products.

HP strongly recommends that web-enabled agents and utilities be deployed only on private networks and are not used on
the open Internet or on systems outside the bounds of a firewall. The implementation of sound security practices, which
includes disabling external access to HP management ports should help to protect customers from external malicious
attacks. HP also recommends that strong password standards are used and that passwords are changed regularly.

Scope of the Problem

The web component of HP web-enabled management software provides HTTP services to allow management information
to be accessible through a web browser. Web-enabled management software is provided for the majority of the operating
systems that HP supports.

This Customer Advisory applies specifically and only to software named in the accompanying table. You may or may not
have in use in your environment other software from HP that may or may not exhibit this condition but is not covered in
this advisory..

What HP Is Doing

The part of the software in question is the product of the collaborative efforts of the open source community and the
OpenSSL Project. Before HP can provide updated software, it must be made available to us by the OpenSSL Project ,
incorporated into our product, tested and then released. This HP Customer Advisory will be updated as needed to
communicate availability and plans for new versions the affected software. You may sign up for automatic notification of
drivers and alerts at http://h30046.www3.hp.com/subhub.php (select ‘driver & support alerts/notifications’ then
Servers/HP Server Management Software/HP Management Applications) but it is recommended that you check back here
for new information periodically and not wait for notifications.

What Customers Should Do
Determine which systems are running HP web-enabled agents or utilities. There are three methods suggested.

Method 1

Environments running Insight Manager 7, can get a list of systems ru nning the web-enabled agents by defining
a Query to return a list of systems with web agents.

Login to your Insight Manager 7 system and create a new Query. Select the "Devices with Web Agent" criteria.
- Select all of the available products on the Criteria Configuration screen.

- Save the Query and execute it. The list of devices will be all those with web agents. You may wish to use this
query with the Reports feature of Insight Manager 7 (available in SP1 and greater) to get printouts of the
devices and the software loaded. (Insight Manager XE users may follow a similar procedure up to but not
including the reports.)

NOTE: Prior to running through this procedure, you may want to perform a new discovery and data collection.



If you first make sure that the discovery range covers all of the subnets visible to the Insight Manager 7
system, you will get a potentially more comprehensive report.

Method 2

Systems running HP Insight Manager Windows 32 console, can get a list of systems running the web agents by
starting HP Insight Manager and selecting the "Web Device List" button on the toolbar. This will display a list of
systems being managed by HP Insight Manager and additionally will have underlined as hyperlinks the systems
on which the web agents are present and enabled. To print out a list of only the web devices, select the "Web
Devices" hyperlink in the left column and only web devices will be shown. Print this page from your browser.

NOTE: The lists generated by Methods 1 and 2, while helpful, may not be exhaustive lists of the systems with
web-enabled agents and utilities. The lists will include only those systems that are being managed either
explicitly or because they have been discovered.

Method 3

Point a web browser to the system by keying in

http://[IP_ADDRESS]:2301 or http://[machine_name]:2301.

- This will bring up the device home page for any servers running web-enabled management software. This
procedure identifies the presence of the software on 1 system and assumes that you already know the device
name or IP address of every device and use this procedure to visit them.

Until a new release addressing these issues is provided, in order to minimize the risk of your systems due to a malicious
attack, HP recommends disabling the software temporarily.

Version/Platform/Operating System Matrix (click here)

HP AND/OR ITS RESPECTIVE SUPPLIERS MAKE NO REPRESENTATIONS ABOUT THE SUITABILITY OF THE INFORMATION
CONTAINED IN THE DOCUMENTS AND RELATED GRAPHICS AND/OR SOFTWARE PUBLISHED ON THIS SERVER FOR ANY
PURPOSE. ALL SUCH DOCUMENTS AND RELATED GRAPHICS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND
AND ARE SUBJECT TO CHANGE WITHOUT NOTICE. THE ENTIRE RISK ARISING OUT OF THEIR USE REMAINS WITH THE
RECIPIENT. IN NO EVENT SHALL HP AND/OR ITS RESPECTIVE SUPPLIERS BE LIABLE FOR ANY DIRECT,
CONSEQUENTIAL, INCIDENTAL, SPECIAL, PUNITIVE OR OTHER DAMAGES WHATSOEVER (INCLUDING WITHOUT
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF BUSINESS
INFORMATION), EVEN IF HP HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



