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1 Legal notices

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and
Technical Data for Commercial ltems are licensed to the U.S. Government under vendor’s standard commercial
license.

The information contained herein is subject to change without notice. The only warranties for HP products
and services are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.

Warranty

A copy of the specific warranty terms applicable to your HP product and replacement parts can be obtained
from your local Sales and Service Office.

Restricted rights legend

Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD
agencies, and subparagraphs (c) (1) and (c) (2) of the Commercial Computer Software Restricted Rights
clause at FAR 52.227-19 for other agencies.

HEWLETT-PACKARD COMPANY
3000 Hanover Street
Palo Alto, California 94304 U.S.A.

Use of this documentation and any supporting software media supplied for this pack is restricted to this
product only. Additional copies of the programs may be made for security and backup purposes only. Resale
of the programs, in their present form or with alterations, is expressly prohibited.

Copyright notice

© Copyright 20032008 Hewlett-Packard Development Company, L.P.

Trademark notices

HP-UX Release 10.20 and later and HP-UX Release 11.00 and later (in both 32- and é4-bit configurations)
on all HP 9000 computers are Open Group UNIX 95-branded products.

Intel, Celeron, Itanium, Pentium, and Xeon are trademarks or registered trademarks of Intel Corporation or
its subsidiaries in the United States and other countries.

Java is a U.S. trademark of Sun Microsystems, Inc.
Microsoft, Windows, and Windows NT are U.S. registered trademarks of Microsoft Corporation.
Oracle is a registered U.S. trademark of Oracle Corporation, Redwood City, California.

UNIX is a registered trademark of The Open Group.

Release history
Edition 5.2, February 2008

To ensure that you receive the newest editions when they become available, subscribe to the appropriate
product support service. See your HP sales representative for details.
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2 Introduction

Online help

HP Systems Insight Manager (HP SIM) provides an online help system to help you become familiar with its
management features. It provides general information about using and administering HP SIM. Click the
question mark icon on any page or use the Help menu to view the online help.

HP SIM help categories

The HP SIM help system covers the following categories:

Product overview  Provides you with an overview of the features in HP SIM. See “Product overview”
for more information.

Getting started  Describes procedures for how to begin using and administering HP SIM. See “Getting
started” for more information.

Discovery and identification  Describes procedures for creating and managing discovery tasks,
including identification, and managing hosts files, and discovery templates. See “Discovery and
identification” for more information.

Users and authorizations  Describes procedures for creating and managing users, user groups,
toolboxes, and authorizations. See “Users and authorizations” for more information.

Directory services  Describes procedures for configuring directory services and entering the
distinguished name of container objects. See “Directory Services” for more information.

Networking and security  Describes procedures for networking and security, including setting up trust
relationships. See “Networking and security” for more information.

Monitoring systems, clusters, and events  Describes procedures for monitoring systems and events.
See “Monitoring systems, clusters, and events” for more information.

Storage integration  Describes procedures for discovering SNMP and Storage Management Interface
- Specification (SMI-S) storage devices and viewing information about them. See “Storage integration
using SNMP” and “Storage integration using SMI-S” for more information.

Managing with tasks  Describes procedures for managing systems and events by scheduling and
executing tasks. See “Managing with tasks” for more information.

Tools that extend management  Describes procedures for using HP SIM default tools. See “Tools that
extend management” for more information.

Pariner applications  Describes partner applications and includes an overview of each application.
See “Partner applications” for more information.

Reporting  Describes procedures for creating and generating custom reports. See “Reporting” for
more information.

Administering systems and events  Describes how to manage and maintain HP SIM. See “Administering
systems and events” for more information.

Troubleshooting  Describes troubleshooting procedures for HP SIM. See “Troubleshooting” for more
information.

Reference  Includes database tables, Microsoft® Windows NT® error log messages, multiple-system
aware (MSA) tools, and service and support information. See “Reference information” for more
information.
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3 Product overview

HP Systems Insight Manager (HP SIM) is the foundation for the HP unified server-storage management
strategy. HP SIM is a hardware-level management product that supports multiple operating systems on HP
Proliant, Integrity and HP 9000 servers, HP StorageWorks MSA, EVA, XP arrays, and third-party arrays.
Through a single management view of Microsoft® Windows®, HP-UX 11iv1, HP-UX 11iv2, HP-UX 11iv3,
and Red Hat, and SuSE Linux, HP SIM provides the basic management features of system discovery and
identification, single-event view, inventory data collection, and reporting. The core HP SIM software uses
Web Based Enterprise Management (WBEM) to deliver the essential capabilities required to manage all HP
server platforms.

HP SIM can be extended to provide systems management with plug-ins for HP clients, storage, power, and
printer products. Plug-in applications for workload management, capacity management, virtual machine
(VM) management, and partition management using HP Integrity Essentials enable you to choose the
value-added software that delivers complete lifecycle management for your hardware assets.

Additional resources
For additional resources, go to the HP SIM website at http://www.hp.com/go/hpsim.

Related topics

e  Features

e What's new?

e  Product architecture
e  Assistance

e legal notices
Features

HP SIM management

¢  Fault management and event handling  HP SIM provides proactive notification of actual or impending
component failure alerts. Automatic Event Handling enables you to configure actions to notify appropriate
users of failures through e-mail , pager, or Short Message Service (SMS) gateway , and enables
automatic execution of scripts or event forwarding to enterprise platforms, such as HP OpenView

Network Node Manager or HP OpenView Operations.

I—i-f% NOTE: Pager support is only for Windows-based Central Management Server (CMS).

e  Consistent multisystem management  HP SIM initiates a task on multiple systems or nodes from a
single command on the CMS. This functionality eliminates the need for tedious, one-at-a-time operations
performed on each system.

e  Two userinterfaces HP SIM provides the option of a browser-based GUI or a command line interface
(CLl) to make it easy to incorporate HP SIM into your existing management processes.

e Web-Based Enterprise Management (WBEM) indications for HP-UX, Linux, and Storage Management
Initiative Specification (SMI-S) devices  HP SIM enables you to use the GUI or CLl to subscribe and
unsubscribe to WBEM indications.
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Security

Installation

Discovery

Role-based security  HP SIM enables effective delegation of management responsibilities by giving
system administrators granular control over which users can perform specific management operations
on specific systems.

Manage Secure Shell (SSH) keys  The SSH Keys feature enables you to view and manage, from the
CMS, the public SSH keys stored in the known_hosts file. The SSH keys enable the CMS to authenticate
a secure connection with a managed system.

Secure remote management  HP SIM leverages operating system security for user authentication and
uses Secure Sockets Layer (SSL) and Secure Shell (SSH) to encrypt management communications.

Configure or Repair Agents  This feature enables you to repair credentials for SNMP settings, System
Management Homepage, or Management HTTP Server trust relationships on Windows, Linux, and
HP-UX systems supported by HP SIM. See “Configuring or repairing agents” for more information.

Easy and rapid installation.  HP SIM can be installed, quickly and easily, on HP-UX 11i v1, HP-UX
11iv2, or HP-UX 11i v3 on PARISC/Integrity server platforms, or on Proliant platforms running Windows
or Linux.

First Time Wizard  HP SIM provides you with step-by-step, online instructions for performing the initial
configuration of HP SIM. The wizard helps you configure HP SIM settings on the Central Management
Server (CMS).

HP SIM can automatically discover and identify systems attached to the network. Discovery filters enable
you to limit discovery to specific network segments or IP address ranges. Use discovery filters to prevent
discovery of unwanted system types.

Custom tools

HP SIM defines tools using simple XML documents that enable you to integrate off-the-shelf or custom tools.
These tools can be command line tools, web-based applications, or scripts. Access to these integrated tools
is governed by role-based security.

Reporting

Data collection and inventory reports  HP SIM performs comprehensive system data collection and
enables you to quickly produce detailed inventory reports for managed systems. Reports can be generated
in HTML, XML, or CSV format. Data collection and reporting has been added for HP Superdome systems
and other cellular complexes. Data that can be collected includes information on enclosures, cabinets,
cells, memory, Integrity virtual machines, non-Integrity virtual machines, virtual partitions (vPars), and
hard partitions (nPars). The type of data collected depends on what filters are selected, or what
WBEM providers are installed.

Snapshot comparisons  HP SIM enables you to compare configuration snapshots of up to four different
servers, or compare configuration snapshots of a single server over a period of time. This functionality
assists IT staff in pinpointing configuration issues that can contribute to system instability. Snapshot
comparisons can also be used to save a picture of a standard configuration for comparisons to other
systems.

Partner applications

HP Version Control ~ HP SIM automatically downloads the latest BIOS, driver, and agent updates for
HP Proliant and HP Integrity servers running Windows and Linux, identifies systems running outdated
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system software, and enables system software updates across groups of servers. For HP-UX systems,
Software Distributor is integrated into HP SIM.

HP Service Essentials Remote Support Pack  HP SIM includes a new HP Service Essentials Remote
Support Pack plug-in. This plug-in leverages elements of the HP Service Essentials Remote Support Pack
(Remote Support Pack) technology and provides integrated HP SIM and Remote Support Pack capability.
This capability deploys with your Windows-based Central Management Server (CMS) and includes the
following:

e Remote event monitoring to supplement the local monitoring of HP SIM

e Realtime hardware event monitoring and secure event submission to HP Support to help identify
and prevent potentially critical hardware problems

e Faster restoration of your supported systems and devices to operational status
e Lless disruption to your company’s revenue-generating activities and business productivity

e The HP SIM single view of your data center is enhanced, with the addition of the following
serviceability attributes

e Contract and warranty details for your systems

e Service event view, including remote support details such as HP case ID and service case
status

e CMS heartbeat polling, monitored by HP, allowing early notification to your IT team that event
submission to HP is not working

Web-Based Enterprise Services and Open Service Event Manager  These analysis tools notify you
when a significant system event will occur or has already occurred. Web-Based Enterprise Services
(WEBES) System Event Analyzer (SEA) and Open Service Event Manager (OSEM) are used as part of
the Remote Support Pack service offering and as standalone tools for HP Services customers. WEBES
and OSEM generate service notifications to HP SIM through a specific SNMP trap type if analysis
determines there are serviceable events. If the Remote Support Pack is installed, the service notification
provided by WEBES and OSEM also provides status about the remote support incident.

System Management Homepage  The System Management Homepage provides a consolidated
interface for single-system management. By aggregating the data from HP web-based agents and
management utilities, the System Management Homepage provides a common, easy-to-use interface
for displaying hardware fault and status monitoring, performance data, system thresholds, diagnostics,
and software version control for an individual server.

HP Performance Management Pack  HP SIM provides a software solution that detects, analyzes, and
explains hardware bottlenecks on HP Proliant servers and HP StorageWorks Modular Smart Array
(MSA) shared storage. The HP Performance Management Pack (PMP) tools that are available in HP
SIM include Online Analysis, Offline Analysis, CSV File Generator Report, System Summary Report,
Static Analysis Report, Configuration, Licensing, and Manual Log Purge. The PMP tools operate in
conjunction with HP SIM. No software installation on the monitored servers is required, other than the
Insight Management Agents. PMP 4.7 includes the following features:

e Support for HP SIM 5.x (PMP 4.3 does not support HP SIM 4.x.)
e Support for Oracle® databases (local or remote)
The following servers are supported on 4.3:

e  Proliant BL465c G1 servers

e  Proliant BL68c G1 servers

e  Proliant BL25p G2 servers

e  Proliant BL45p G2 VR1 servers

e  Proliant DL320 G5 servers

e  Proliant DL360 G5 servers

e  Proliant DL365 servers

e  Proliant DL585 G2 servers
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e  Proliant ML310 G4 servers
e Integrity rx7620 servers
e Integrity rx7640 servers
e Integrity rx8620 servers
e Integrity rx8640 servers
e Integrity Superdome servers

Note: The Integrity Superdome includes support for the Intel ltanium 2 Montecito, M9M, and MX2
processors.

e Ultra 160 SCSI Adapter

e HP NC370i NIC

e rx8620 Gigabit LoM (5701) NIC

e rx8640 Gigabit LoM (5703) NIC

e LAN/SCSI Combo Card (Castor, AB290A)

The following new operating systems are supported on PMP 4.3:

e  VMware ESX 2.5.2
e  VMware ESX 2.5.3
e  VMware ESX 2.5.4
e  VMware ESX 3.0

Go to http://h18013.www1.hp.com/products/servers/proliantessentials /valuepack/pmp/index.html

for more information about HP Performance Management Pack.

HP Proliant Essentials Vulnerability and Patch Management Pack ~ HP Proliant Essentials Vulnerability
and Patch Management Pack identifies and provides advice fo resolve security vulnerabilities. It delivers
advanced patch management through automated acquisition, optimized deployment, and continuous
enforcement of security patches. For more information about installation and setup, see the HP Proliant
Essentials Vulnerability and Patch Management Pack Quick Setup Poster and the HP Proliant Essentials
Vulnerability and Patch Management Pack User Guide, on the Management CD. For more information
about the HP Proliant Essentials Vulnerability and Patch Management Pack, go to the HP Proliant
Essentials Vulnerability and Patch Management Pack at hitp://www.hp.com/servers/proliantessentials

vpm .

HP Proliant Essentials Virtual Machine Management Pack  Virtual machine management capabilities
infegrated info HP SIM extend its capabilities to deliver unified management of an IT infrastructure
consisting of both physical and virtual server resources, and simplify and consolidate the provisioning,
management, and migration of all server resources from one central interface.

The virtual machine management capabilities of HP SIM are enabled by the integration of the HP
Proliant Essentials Virtual Machine Management Pack and the HP Server Migration Pack - Universal
Edition.

e HP Proliant Essentials Virtual Machine Management Pack  The Virtual Machine Management
Pack provides central management and control for the Microsoft's Virtual Server and the VMware's
GSX Server or ESX Server virtual machines. Using the Virtual Machine Management Pack, all
virtual machines and virtual machine (VM) hosts can be managed from the HP SIM console. The
Virtual Machine Management Pack displays a tree view of the virtual machine hosts and virtual
machine guests in the left pane of the HP SIM console. After selecting a system in the left pane
tree, information for the system selected appears in the right pane. You can deploy, register,
unregister, and upgrade the Virtual Machine Management Pack Agent. The Virtual Machine

Management Pack is now integrated into HP SIM. See http://www.hp.com/go/vmmanage for

documentation and more information about the Virtual Machine Management Pack.

e HP Server Migration Pack - Universal Edition  The HP Server Migration Pack - Universal Edition
(SMP Universal) extends the functionality of the Virtual Machine Management Pack to provide
integrated physicalto-virtual (P2V), virtualto-virtual (V2V), virtual+to-Proliant (V2P), and
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physical-to-Proliant (P2P) migrations. SMP Universal enables you to simplify the server consolidation

process. To purchase additional licenses, see http://www.hp.com/go/migrate.
HP BladeSystem Integrated Manager in HP Systems Insight Manager ~ HP SIM delivers a blade

environment designed fo consolidate access to blade deployment, configuration, and monitoring tools.
Picture views are available of racks and enclosures. The HP BladeSystem Integrated Manager is
automatically installed with HP SIM. No license key is required. To access HP BladeSystem Integrated
Manager, select Tools—Integrated Consoles—HP BladeSystem. See http://h18004.www1.hp.com/

products/servers/Integrity-bl/p-class/60p/index.html for more information.

HP Proliant Essentials Rapid Deployment Pack  The HP Proliant Essentials Rapid Deployment Pack
(RDP) is a multiserver deployment tool that enables IT administrators to easily deploy large numbers of
servers in an unattended, automated fashion. The RDP is installed separately from HP SIM. It requires
a license for each server managed. You must register your RDP product to purchase licenses or obtain
a 10-node 30-day license before installing RDP (a 10-node 7-day evaluation license is built into the
software). The RDP is installed from its own DVD. See http://www.hp.com/servers/rdp for information
about RDP including a link to obtain evaluation licenses or register your product. See the RDP
documentation for network environment setup, prerequisites for the deployment server, and installation
instructions.

HP Storage Essentials  HP is changing the economics of managing the data center. HP Storage
Essentials is the first open, standards-based suite of storage products designed to integrate into HP SIM.

See http://h18006.www 1.hp.com/products/storage/software/esuite/index.html for more information

about HP Storage Essentials.

HP Insight Power Manager  HP Insight Power Manager (IPM) is an integrated power-monitoring and
management application that provides centralized control of server power consumption and thermal
output at the datacenter level. It extends the capacity of datacenters by enabling the user to control the
amount of power and cooling required for Proliant servers. Built on Proliant Power Regulator technology,
extends new server energy instrumentation levers info HP SIM for greater Unified Infrastructure
Management.

Support for HP-UX Serviceguard clusters  HP SIM recognizes HP-UX Serviceguard clusters and displays
them in the GUI. HP Serviceguard Manager opens when you click a Serviceguard cluster in a search
list and provides information on the clusters.

Related topics

What's new?
Product architecture
Assistance

Legal notices
Getting started

What's new?

Installation

Replaced MSDE in HP SIM Windows installation with SQL 2005 Express Edition with Service Pack 2.

Added Central Management Server (CMS) and managed system support for Windows Server 2008
and Windows Vista.

Streamlined installation by removing HP Proliant Essentials Vulnerability and Patch Management Pack
and HP Performance Management Pack from the default installation set

Added support for silent installation for Oracle database

Added Central Management Server (CMS) and managed system support for Red Hat Enterprise Linux
5 for x86 with Update 1 and SUSE Linux Enterprise Server 10 for x86 with Service Pack 1
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e Automatic installation of HP SIM is now supported for x64 bit operating systems
o Replaced Postgres SQL with HPSMDB

First Time Wizard

e Streamlined the application by enabling you to specity the operating systems that are managed in your
environment, resulting in collections, reports, and tools for the selected operating systems only.

e Ability to automatically configure managed systems as discovery runs.

e Ability to test email configurations as e-mail settings are configured.

Security

Multiple names in SSL web server certificate to alleviate name mismatch errors by the browser when using
different names for the system.

Users and authorizations

HP SIM allows for any user to be configured to have access to features like discovery, view audit logs,
automatic event handling and more. In addition, there is a single setting to enable users to add or update
security seftings on HP SIM.

Discovery and identification
e Simple or Fully Qualified Domain Names (FQDN) host names can be included in ping inclusion and
exclusion ranges for discovery.

e Discovering and identifying the HP Insight Management WBEM Providers for Windows Server
2003/2008 for getting a rich set of hardware information for HP Proliant hardware.

e Ability to discover all nPars in a complex, including those not currently active, from information gathered
in one nPar.

e Ability to discover all vPars in a vparmonitor, including those not currently active, from information
gathered in one vPar.

Setting up managed systems
HP SIM features have been enhanced to make setting up managed systems an easier task.

e The Configure or Repair Agents feature now includes the following enhancements:

e HP Insight Management Agents can be installed on Proliant servers running Windows using the
Initial HP Proliant Support Pack task from a Windows Central Management Server (CMS).

e SNMP traps can be sent from the managed systems to check the trap reception in HP SIM CMS.

e WBEM indications can be sent from the managed systems that support WBEM providers and
verifies reception in the HP SIM CMS running HP-UX.

e Configure Single Sign on to managed systems.

e Can install and configure HP Version Control Agent and Secure Shell (SSH) from Configure or
Repair Agents.

e Can install and configure WBEM providers from Configure or Repair Agents.

¢ The new Manage Communications feature enables you to troubleshoot communication problems between
the CMS and the managed systems.

Data Collection

e You can now collect and display instant capacity (iCAP) properties for Cells and Processors, for an
iCAP enabled Complex, using Web based enterprise management (WBEM) protocol.

e On ISS HP Insight Management WBEM Providers for Windows Server 2003/2008 enabled managed
nodes, data collection will give preference to HP Insight Management WBEM Providers for Windows
Server 2003/2008 over WMI/SNMP for certain attributes.
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NOTE:  Currently, there is limited SNMP support in HP Insight Management WBEM Providers for
Windows Server 2003/2008. When data collection prefers over to HP Insight Management WBEM
Providers for Windows Server 2003/2008, a few of the items in the report that were collected from
SNMP earlier would be blank.

NOTE: The iCAP provider is available on HP-UX 11i v3 (11.31), HP-UX 11i v2 (11.23) and HP-UX
17iv1 (11.117) which can only be installed on HP 9000 and Integrity servers.

Added Horizontal discovery of node partitions (nPars) for cell-based Integrity servers or HP 9000 servers.

Added Horizontal discovery of virtual partitions (vPars) for cell-based HP-UX 9000 servers or
procedure-based HP-UX 9000 servers.

Added Data collection of software/firmware (sw/fw) baseline name and version for systems that have
a Version Control Agent (VCA) installed.

Automatic event handling

Support for new Proliant WBEM indications Therefore, any event collection containing event type
criteria having an SNMP trap that correlates to a WBEM indication will be upgraded and the WBEM

indications will be selected.

User pager information can be specified when creating or managing automatic event handling tasks.

Llicense Manager

Reporting

Extended support for SSH and CLP to include iLO 2 specific extensions.

Added license transfer with iLO 2 using the License Manager menu functions in the Graphical User
Interface (GUI).

Added a Graphical User Interface (GUI) for input of SSH credentials.

New HP Version Control Agent report that displays baseline information.

Added data collection of software/firmware (sw/fw) baseline name and version for systems that have

a Version Control Agent (VCA) installed.

Navigation

The tool search feature provides a quick way to find a tool by entering text (offen less than a single
word) that is used to search and filter, textually, based on tool names, tool locations in the HP SIM
cascading menu structure, and tool descriptions.

The Quick Launch menu provides single click access to frequently used tools and can be customized
to select which tools are displayed in the menu.

Go back to link that returns you to the last viewed collection or tool, including the System Page.

You can maximize the workspace so that the System Status overview, Search, System and Event
Collections panels, and the HP SIM menus are collapsed, and the banner is minimized. You can also
restore the workspace to the default size with a single click.

Task Wizard

Improved performance.

Added ability to select target systems using a search tool.
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Miscellaneous features

e You can search software and firmware installed on HP-UX systems.

e  Property pages are implemented for HP Insight Management WBEM Providers for Windows Server
2003/2008 and for OpenVMS providers. HP-UX Property pages have been updated to reflect new
HP-UX providers.

e Support on Property pages for HP-UX 11i.x, Linux ltanium Processor Family (IPF), Windows Server
2003 and 2008, Windows XP, Windows Vista, Windows Longhorn, and OpenVMS.

Related topics

e Tool search

e Quick Launch menu

e Discovery and identification
e Assistance

° Features

Product architecture

HP Systems Insight Manager (HP SIM) leverages a distributed architecture that is divided into three types of
systems: Central Management Server (CMS), managed systems, and web-browser clients.

The CMS with the managed systems together are called the HP SIM management domain .

Central management server

Each management domain has a single CMS. The CMS is the sysfem in the management domain that
executes the HP SIM software and initiates all central operations within the domain. In addition to the HP
SIM software, the CMS maintains a database for storage of persistent objects that can reside locally or on
a separate system. Typically, applications for the multiple-system aware (MSA) tools also reside on the CMS.
However, these applications are not required to reside on the CMS. They can reside anywhere on the
network.

Because the CMS is a system within the management environment, it manages itself as part of the domain.
You can add the CMS as a managed system within another management domain if you want to manage
the domain using a separate CMS.

Managed systems

Systems that comprise a management domain are called managed systems. A system can be any device
on the network that can communicate with HP SIM, including servers, desktops, laptops, printers, workstations,
hubs, storage systems, storage area networks (SANs), and routers. In most cases, these devices have an IP
address associated with them. A managed system can be managed by more than one CMS, if desired.

Managed systems to be managed must have one or more management agents installed. There is a wide
variety of agents, such as the Proliant Insight Management Agents based on SNMP, or the Windows
Management Instrumentation (WMI) for Windows systems, , or Web-Based Enterprise Management (WBEM)
providers, and System Fault Management providers for HP-UX. These agents provide management information
and alerts (indications) to the CMS. The SSH agent (service) then enables the HP SIM CMS to log into the
managed system to execute commands through scripts.

System collections

40

System collections provide a way to group systems in the HP SIM database. A collection can be used to
filter systems that share common attributes, such as operating system or hardware type. System collections
can also be arbitrary collections of systems. Systems can belong to one or more system collections. Many
default shared system collections are provided, and you can create your own shared and private collections.
Using system collections, you can, in a single step, perform a task on every system in a system collection.
See “Shared system collections” for a complete list of all shared system collections.

Product overview



Web-browser clients

HP SIM can be accessed from any supported browser client. The network client can be part of the management
domain. However, you must be running a compatible browser to access the GUI or an SSH client application
to securely access the CLI. Access to the web server on the CMS can be restricted to specific IP address
ranges for specific users.

Related topics

Features
What's new?
Assistance
Legal notices
Getting started

Assistance

Additional resources

For additional HP Systems Insight Manager (HP SIM) resources, see:

HP SIM website at http://www.hp.com/go/hpsim/ for general product information and links to software

downloads, documentation, and troubleshooting information

HP Technical Documentation website at http://www.docs.hp.com/ for access to HP SIM manuals and

release notes

HP Software Depot website at http://www.software.hp.com/ for access to HP SIM software downloads

HP Business Support Center website at http://www.hp.com/bizsupport/ for support information about
HP SIM and HP Commercial products

HP IT Resource Center website at http://www.itrc.hp.com for support information about HP SIM and
HP Enterprise products

HP SIM SMI-S Providers website at http://www.hp.com/qgo/hpsim/providers for information about
device support and SMI-S providers

Videos that showcase HP SIM and the Essentials at http://h18013.www1.hp.com/products/servers/
management/hpsim/infolibrary.html

HP SIM forum at http://forums1.itrc.hp.com/service/forums/categoryhome.do?categoryld=455 for
discussions about HP SIM

HP SIM tools and scripts forum at http://forums]1.itrc.hp.com/service/forums/
categoryhome.do?categoryld=495 for contributing scripts to be used with HP SIM (these scripts are

note supported by HP)

Technical support

Support for HP SIM is available through HP local Response Centers or through HP Technology Services:

HP Response Center for HP SIM on HP-UX
1-800 HP Invent (1-800-474-6836) for North America, or contact your local HP Response Center

Technology Services for HP SIM on Windows or Linux
First 90 days: HP provides warranty support for HP SIM for the first 90 days after installation

e North America: 1-800 HP Invent (1-800-474-6836)
e Other countries: Support phone numbers all other countries
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After 90 days: There are two support options following the first 90 days after installation

Windows customers who have a Microsoft Operating System contract are entitled to support under the
current Operating Environment. Call 1-800-633-3600 number for support.

Linux customers or Windows customers who do not have a Microsoft Operating System contract can
purchase support for the Proliant Essentials products, including HP SIM, with Incident Packs. The Incident
Packs can be purchased in three (3) call quantities both for 24x7 and 9x5 call windows. The part
numbers are for Incident Packs are U8301E (24x7) and U8222E (9x5).

Collect the following information before calling:

Technical support registration number (if applicable)
Product serial numbers

Product model names and numbers

Error messages

Operating system type and revision level

Detailed questions

94
E’} NOTE:  For continuous quality improvement, calls may be recorded or monitored.

Technical FAQs

http://h18013.www1.hp.com/products/servers/ management/hpsim/techsupport.html

Related topics
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4 Getting started

If you are getting started with HP Systems Insight Manager (HP SIM), you must first familiarize yourself with
the software and set it up for your environment by reviewing the information in the “Product overview”
section. Then, complete the following steps:

Sign-in to the GUI. See “Signing in” for details.
Familiarize yourself with the HP SIM Home page. See “Navigating the Home page” for details.
If this is a new installation, perform the initial setup.

The First Time Wizard starts the first time an administrative rights signs in to HP SIM. The wizard provides
step-by-step instructions for performing the initial configuration of HP SIM. Additional configuration
options are available through the HP SIM GUI. See “Using the First Time Wizard” and “Performing
initial setup” for details. Only users with administrative rights can configure HP SIM.

Familiarize yourself with how to schedule and execute tasks. See “Managing with tasks” for details.
Familiarize yourself with the HP SIM reporting features. See “Reporting” for details.

If you intend to use the command line interface (CLI), review the HP SIM commands. See “Using command
line interface commands” and the HP SIM 5.2 Command line Interface Reference Guide at http://

h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html for details.

Customize the Home page and the System Status panel. See “Customizing the Home page” and
“Customizing the System Status panel” for details.

Related procedures

Signing in

Signing out

Product registration

Navigating the Home page

Performing initial setup

Using command line interface commands
Customizing the Home page

Customizing the System Status panel

Related topics

Product overview
Monitoring systems, clusters, and events
Managing with tasks

Administering systems and events

Product registration

HP Systems Insight Manager (HP SIM) provides an option to register your HP SIM software with HP.
Registration includes the following benefits:

Notification of software updates
Product support alerts

Optional newsletters containing tips and tricks for using HP SIM
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ri‘_-,/” NOTE: You must be connected to the Internet to register HP SIM.

1. The Registration window appears automatically during installation on Windows systems, and when
you sign-in to HP SIM if you have not already registered. If the Registration window is not already
open, select Options—Registration.

2. Click Register Now. The HP Systems Insight Manager License page appears.
Click Receive for free. The HP Systems Insight Manager Registration page appears.

4. Enter the requested information. ltems marked with an asterisk are required. You must read and accept
the warranty and license terms before you can continue.

w

o

Click next. The receipt page appears.

6. Click the HP SIM License Key link in the Download Software column. An Adobe Reader file opens
and displays the HP SIM license key information.

Note:You will also receive this file in an e-mail fo the address you entered during the registration process.
You must have Adobe Reader installed to view the license key file.

7. Click the icon for the Adobe Reader Select tool:

I select

Select and copy the License Key number.

9. In the Registration window, position the cursor in any of the five fields forming the input box, and
press the Ctrl + V keys to paste the license key. You can also right-click to paste.

©

The license key is displayed with five characters in each of the five fields.

10. Click Submit. HP SIM notifies you that the license key has been added successfully. Close the
Registration window.

Signing in
Access the GUI using a web browser or the command line interface (CLI) using a Secure Shell (SSH) client.
When you first sign-in to HP Systems Insight Manager (HP SIM), the First Time Wizard window appears.
The First Time Wizard provides information and procedures for getting started with HP SIM. Click Close to
exit the window. If you do not want this window to appear each time you sign-in to HP SIM, select Do not

automatically show this wizard again, and then click Close. See the “Using the First Time Wizard” for
more information.

Signing in to the GUI

You can access the HP SIM GUI from any network client using a web browser. For information about which

browsers are supported, see the HP SIM installation guides located at HP SIM 5.2 Installation Guide at http:/
/h18013.www.hp.com/products/servers/management/hpsim/infolibrary.html, and then select the

appropriate guide for your operating system.

I”é"/y NOTE:  After accessing HP SIM, if you open additional windows in the same browser using the same HP
SIM URL, you do not need to sign back in to HP SIM. Any time you start a new instance of the browser and
navigate to HP SIM, you must sign-in.

If you sign-in to HP SIM and then navigate to a different site entirely, the HP SIM session times out. If you
use the same browser process to return to HP SIM within 20 minutes, you are not required to sign back in.
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Manually signing in to HP SIM

There are several reasons to manually sign-in to HP SIM

If automatic sign-in fails, the sign-in page is displayed  This might occur if the user is logged in to the
operating system using an account that is not an HP SIM account.

If automatic sign-in is not attempted  This might occur if the browser is not properly configured for
automatic sign-in, or the feature is disabled in HP SIM.

If you click Sign Out from HP SIM  This enables the user to specify another user account to use i
they are logged in to the operating system with a different account.

To manually sign-in to HP SIM

1.

3.

Open a supported web browser on any network client, and enter the address for the sign-in page by
navigating to http://hostname:280/, where hostname is the host name of the CMS.

Note: If you are signing in directly on a Windows CMS, you can use the HP SIM desktop icon to access
the sign-in page, or you can select Start—>Programs—HP Systems Insight Manager—HP Systems
Insight Manager.

Enter your user name, password, domain, and time zone if requested.

Note: If the browser can determine its time zone with certainty, then the Time zone selection field is
not displayed.

Click sign-in.

Automatically signing in

You can sign-in to HP SIM using the same account with which you are logged in on your desktop, bypassing
the HP SIM sign-in page. If user groups are configured for HP SIM, membership in these groups is accepted
and treated the same as if you manually signed-in.

Certain conditions in your network environment must be met for this feature to function correctly:

@

E%

The CMS must be registered with a Service Principle Name (SPN) in the domain, which requires a
domain administrator. From any system that is a member of the domain, the domain administrator can
run the setspn . exe utility from the Windows Support Tools. For example:

setspn -a HTTP/<cms_£fqgdn> <sim service account>

Where HTTP is in all capital letters, <cms_fgdn> is the Fully Qualified Domain Name (FQDN) of the

CMS, and <sim_service_account> is the domain account under which HP SIM service runs.

IMPORTANT:  If you change the name of the HP SIM service account, you must first delete the SPN
associated with the old service account name, then register the new service account name:

setspn -d HTTP/<cms_ fgdn> <old sim service account>

setspn -a HTTP/<cms_fqdn>
<new_sim service account></new sim service account>

NOTE:  local accounts cannot be used for HP SIM service account if automatic sign-in is desired.

The feature must be enabled in HP SIM in the globalsettings.props file. This can be done by
using the mxglobalsettings command, or by directly modifying the file. Set the value for the
AutomaticSignin property to 1. Restarting HP SIM is not necessary. See “Properties for
globalsettings.props file” for information on modifying the globalsettings.props file.

Both the browsing system and the CMS must be members of the Windows domain.

You must be logged in to the Windows domain on the browsing system, and the HP SIM service must
be running using a domain account that is registered with the SPN.
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I”_‘f/;' NOTE:  Browsing locally from the CMS itself does not perform automatic sign-in; you must enter your
= credentials on the sign-in page.

e There must be no proxy servers between the browser and the CMS. Use the proxy bypass list in the
browser, or use no proxy at all.

e The browser must be configured to support automatic sign-in. In Internet Explorer, enable Integrated
Windows Authentication under Tools—Internet Options—Advanced tab. The CMS must be in
the Local Intranet or Trusted Sites zone, which can be configured under the Tools—Internet
Options—Security tab. If the CMS is in the Internet Explorer Local Intranet zone, select Automatic
Logon only in Intranet zone. If the CMS is in the Internet Explorer Trusted Sites zone, select Automatic
logon with current user name and password.

Firefox must be configured with a list of sites (for example, the CMS) where automatic sign-in can be
performed, and should be restricted to local intranet sites. This list can be configured by entering
about:config in the Firefox address bar. From the list of Preference Names, select
network.negotiate-auth.trusted-uris and either double-click or right-click and select Modify. Here,
you can specify a comma-separated list of URLs or domains, enter the list of URLs used to access HP
SIM. For example:https://cms_fqdn, where cms_fqdn is the FQDN of the CMS.

When automatic sign-in occurs, an intermediate sign-in page is displayed that indicates automatic sign-in
is occurring. If you click Cancel from this page, the manual sign-in page appears. You might want fo cancel
automatic sign-in if any unexpected network or domain errors occur. If any browser configuration errors are
detected, automatic sign-in is cancelled and the manual sign-in page is displayed along with the configuration
error.

Failures encountered during automatic sign-in are logged as normal sign-in failures in both the audit log and
the event log. If automatic sign-in is not attempted, either because it's not enabled by HP SIM or the browser,
no failure is detected or logged by HP SIM.

It automatic sign-in is configured, you can still manually sign-in to HP SIM.

e If automatic sign-in fails, the manual sign-in page is displayed  This might occur if you are logged
in fo the operating system using an account that is not an HP SIM account.

e If automatic sign-in is not attempted  This might occur if the browser is not properly configured for
automatic sign-in, or the feature is disabled in HP SIM.

e If you click Sign Out from HP SIM  This enables you to specify another user account to use if you are
signed-in fo the operating system with a different account.

Signing in using Secure Sockets Layer

A CAUTION: If you are not certain that the HP SIM system to which you are browsing to is actually the HP
SIM system you think it is, do not select either of the last two Secure Sockets Layer (SSL) options. You could
be giving your sign-in credentials to a rogue system disguised as your HP SIM system, or you could be
importing a certificate from a rogue system disguised as your HP SIM system, or importing a certificate from
a rouge system disguised as your HP SIM system, giving your sign-in credentials to that rogue system.

If your browser is not configured with the SSL system certificate of the HP SIM system, a security alert regarding
a certificate of untrusted origin might appear when first browsing to HP SIM using SSL. If a security alert
appears, perform one of the following procedures:

e Use the browser to import the certificate into your browser. View the certificate by double-clicking the
lock icon (é ), and then installing the certificate. See “Importing a server certificate” for more
information.

e Export the HP SIM system certificate to a file by first browsing from a local browser on the HP SIM
system, and then manually importing it into the remote browser. See “Exporting a server certificate”
for more information.

e Sign-in to the HP SIM system this time without a trusted certificate, but be sure to import the certificate
later. Your data is still encrypted.
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After you have an SSL session established with HP SIM, all communications between the browser and HP
SIM are secure through SSL.

Llogging in to the CLI

E%

You can access the HP SIM CLI directly from the Central Management Server (CMS) or from any network
client using SSH client software.

NOTE: On an HP-UX or Linux CMS, you can log in to the operating system as any valid HP SIM user and
use the CLI. Not all CLI functionality is available to all users; some functions are only available to users with
administrative rights or operator rights on the CMS. On a Windows CMS, some commands require that the
user be a member of the local Administrators group. These commands list includes:

e mxagentconfig

e mxauth

U mxcert

e mxcollection

e mxexec

¢ mxglobalprotocolsettings
¢ mxglobalsettings
e mxlog

e mxmib

e mxngroup

e mxnode

e mxquery

e mxreport

. mxstm

e mxtask

e mxtool

e mxtoolbox

e mxuser

e mxwbemsub

Llogging in to the CMS directly

1. log in to the CMS using a valid user name and password ( SSH system name ).

HP SIM grants authorizations based on your operating system user login.

2. Open a terminal window or a command prompt window to execute HP SIM commands.

Using an SSH client to log in remotely

The preferred way to log in remotely is using an SSH client. Telnet and rlogin work, but neither provides a
secure connection.

1. Open an SSH client application on any network client.
2. log in to the CMS through the SSH client software, using a valid user name and password.

HP SIM grants authorizations based on your operating system user login.

Related topics

e Getting started
e  Signing out
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e Using command line interface commands

¢ Networking and security

Signing out
Be sure to sign out from HP Systems Insight Manager (HP SIM) to prevent unauthorized access to your active
session while you are away.

It you are monitoring HP SIM, your session remains active and continually refreshes, unless you close the
browser or navigate to another website. If you navigate to another browser, HP SIM signs you out after 20
minutes.

As long as you are actively working in HP SIM, your session stays active. If the session is inactive for more
than 20 minutes, HP SIM ends the session and signs you out after 20 minutes of inactivity. See “Configuring
browser timeout options” for more information about keeping sessions active.

Signing out from the GUI

1. From the HP SIM banner, click Sign Out.
2. Close the web browser.

Llogging out from the Command Line Interface

Log off of the CMS or the Secure Shell (SSH) client application.
Related topics

e Getting started
e Signing in

Using the First Time Wizard

The First Time Wizard is automatically launched the first time a user with administrative privileges signs in
to HP Systems Insight Manager (HP SIM). The administrative account used to install HP SIM is the initial
administrative account. If the wizard is canceled before completion, it restarts each time an administrative
user signs in. You can cancel and disable the wizard from starting automatically by selecting the Do not
automatically show this wizard again checkbox and clicking Cancel. The wizard can be started manually
by selecting Options—First Time Wizard.

The First Time Wizard provides step-by-step instructions for performing the initial configuration of HP SIM.
Additional configuration options are available in the HP SIM GUI.

The First Time Wizard helps you configure the following settings on the Central Management Server (CMS).
After configuring a setting, click Next to continue the First Time Wizard setup procedure. The First Time
Wizard does not apply any changes until you click Finish on the Summary page.

I”é"/y NOTE: The default settings in Firefox block the First Time Wizard. You must disable the pop-up blocker in
Firefox to see the First Time Wizard.

NOTE: The selections you make in the First Time Wizard are not applied until you click Finish on the
summary page.

The First Time Wizard includes the following options:

e Introduction. Describes the purpose of the First Time Wizard. You can cancel the First Time Wizard
and disable the wizard from automatically starting when an administrative user signs in.

e Managed Environment  Specifies all operating systems to be managed by the Central Management
Server (CMS). The selections made here configure HP Systems Insight Manager (HP SIM) to show
collections, tools, and reports only for managed environments that are selected.

e WBEM . Enter the default Web-Based Enterprise Management (WBEM) user names and passwords.
This information is used to discover systems that use the WBEM management protocol.
Enter the mapper proxy system host name and port number to communicate with Windows systems
using Windows Management Instrumentation (WMI).
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e SNMP  Enter the read community strings fo use for all newly discovered systems. Community strings
establish the authentication that enables communication between HP SIM and a managed system. This
information is required to discover systems that use the SNMP management protocol.

See “Global protocols” for more information about WBEM and SNMP.

e Discovery Use the wizard to enable discovery, set up the discovery schedule, and enter the IP address
ranges or host names of the systems you want to discover. Discovery is the process HP SIM uses o find
and identify systems on your network and populate the database with that information. A system must
be discovered to collect data and track system health status.

e  Configure Managed Systems  Configure managed systems as they are discovered, by configuring
WBEM and Windows Management Instrumentation (WMI), SNMP, Secure Shell (SSH) access, and

trust relationship.

e E-mail Enter the e-mail seftings that the CMS will use to send e-mail notifications. You can set up
Automatic Event Handling tasks that prompt HP SIM to send e-mails when the CMS receives a specific
event.

e Summary Displays all First Time Wizard settings with the option to modify settings or to finish the
First Time Wizard.

I”_‘f% NOTE:  The First Time Wizard configures only the basic settings of HP SIM. See the HP SIM installation
= guides located at HP SIM 5.2 Installation Guide at http://h18013.www1.hp.com/products/servers

management/hpsim/infolibrary.html, and the Related topics section for more information.

Related procedures

o  Configuring the managed environment
e  Entering WBEM settings

e  Entering SNMP settings

e  Enabling automatic system discovery

e  Configuring managed systems

e Configuring e-mail settings

Related topics

e Operating-system-specific collections, reports, and tools
e First Time Wizard summary

e Finishing the First Time Wizard

e Performing initial setup

e Administering systems and events

e  Profocols

¢ Data collection

e  Discovery and identification

e  Events

e About administering events

Configuring the managed environment

From this page, select the operating systems that the Central Management Server (CMS) will manage. There
are four options: Windows, Linux, HP-UX, and Other. The selections made here configure HP Systems Insight
Manager (HP SIM) to hide collections, tools, and reports for operating systems you do not use. By default
the CMS operating system is selected on this page.

Using the First Time Wizard 49


http://h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html
http://h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html

I”é"/y NOTE:  These settings can be changed at any time, and the hidden collections, tools, and reports can be
made visible again. To change these settings from the HP SIM menu, select Options— Managed
Environment.

1. Select the operating systems for the CMS to manage.
2. Click Next to go to the next First Time Wizard step, or click Previous fo return to the previous step.

Related procedures

e  Entering WBEM settings

e  Entering SNMP settings

e  Enabling automatic system discovery
e  Configuring managed systems

e Configuring e-mail settings

e First Time Wizard summary

e Setting global protocols

Related topics

e Operating-system-specific collections, reports, and tools
e Using the First Time Wizard

Entering WBEM settings
HP Systems Insight Manager (HP SIM) uses the Web-Based Enterprise Management (WBEM,) protocol to

communicate with managed systems. You can enterWBEM settings in the First Time Wizard or from the HP
SIM menu bar. To disable WBEM communication or enter settings in the GUI, select Options—Protocol
Settings—Global Protocol Settings from the HP SIM menu.

It you do not have WBEM systems in your network, you do not need to enter information here. If you have
WABEM systems and you do not enter the user names and passwords for these systems, HP SIM will not
discover them.

I”é"/y NOTE: See “Setting protocols and credentials for a system or groups of systems” for information about
fine tuning protocol settings for a single system or a group of similar systems.

To enter WBEM settings using from the First Time Wizard WBEM page:

1. Inthe User name, Password, and Confirm password fields, enter a default user name and password
as needed. To add additional default user name and password pairs, click Add. To delete user name
and password pairs, click Delete. These defaults apply to all newly discovered systems.

HP recommends limiting WBEM user name and password pairs to 10 to reduce the overall discovery
run time. To add more than 10 WBEM user name and password pairs, run the mxnodesecurity -a
-p wbem -c username:password command for each additional set. You can also create an XML file
that defines your system authorizations before running discovery. See “Example XML file to add more
than 10 WBEM username and password pairs” for more information.

If your network includes storage systems, enter the user name and password of each SMI CIMOM in
this section. For example, if you have an HP host bus adapter (HBA) (Emulex OEM) for Windows, enter
the user name cimadmin and password pwd580. See your storage system's SMI-S provider
documentation for information about the SMI CIMOM user name and password.

The system identification process attempts each user name and password pair until a successful response
is obtained. Future WBEM requests to a system will use the user name and password that succeeded
the system identification process. For Windows-based systems, the user name must include the domain
name, for example, domainname \username.

Enter the user name and password pairs such that root and administrator passwords are listed first and
user and guest passwords are listed second. This order minimizes the search time.

For UNIX, a root password is required for certain providers. The WBEM providers that require root
passwords are:
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e FCHBA

e  SCSIHBA

e |Ofree

e VM (root required only for Physical Volume Group information)

2. In the WMI Mapper Proxy section, enter the mapper proxy Hostname and Port Number. If a WMI
Mapper Proxy has already been discovered, it appears here.

If you have selected not to manage Windows systems on the previous page, this section is not displayed.

3. To go to the next First Time Wizard step, click Next, or to return to the previous step, click Previous
to return to the previous step.

The users that are used for WBEM access do not need to be configured to sign-in.

Related procedures

e  Configuring the managed environment
e  Entering SNMP settings

e  Enabling automatic system discovery

e  Configuring managed systems

o Configuring e-mail settings

e First Time Wizard summary

e Setting global protocols

Related topics

e Using the First Time Wizard

e Operating-system-specific collections, reports, and tools

e  Global protocols

e Profocols

e Configuring HP SIM with storage systems

e Example XML file to add more than 10 WBEM username and password pairs

Entering SNMP settings

HP Systems Insight Manager (HP SIM) uses SNMPto communicate with managed systems. Community strings
establish the authentication that enables communication between HP SIM and a managed system. You can
enter read community strings in the First Time Wizard, or from the HP SIM menu bar. To disable SNMP
communication, enter community strings, or control other SNMP settings not available in the wizard, select
Options—Protocol Settings—Global Protocol Settings from the HP SIM menu.

If you do not have SNMP systems in your network, it is not necessary to enter information here. If you have
SNMP systems and you do not enter read community strings that match these systems, HP SIM does not
discover them.

See “Setting protocols and credentials for a system or groups of systems” for information on fine tuning
protocol settings for a single system or a group of similar systems.

To enter SNMP settings from the First Time Wizard SNMP page:

1. In the Read community string field, enter up to 10 read community strings. This value is case-sensitive.
The identification process attempts communication with a system, using each of these communities in
succession until a successful response is obtained. Future SNMP requests then use the community string
that provided a successful response.

If you have SNMP systems and no read community string that match the systems are entered, the systems
will not be discovered.

2. To go to the next First Time Wizard step, click Next, or to return to the previous step, click Previous.
Related procedures
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Configuring the managed environment
Entering WBEM settings

Enabling automatic system discovery
Configuring managed systems
Configuring e-mail setftings

First Time Wizard summary

Setting global protocols

Related topics

Using the First Time Wizard

Finishing the First Time Wizard
Operating-system-specific collections, reports, and tools
Global protocols

Protocols

Enabling automatic system discovery

52

HP Systems Insight Manager (HP SIM) uses aufomatic discovery to find and identify systems on the network.
The System Automatic Discovery task is the default discovery task and is disabled by default. You can enable
and configure the System Automatic Discovery fask in the First Time Wizard, or by selecting
Options—Discovery from the HP SIM menu.

If the System Automatic Discovery task is enabled, it runs immediately when the First Time Wizard is finished
to initially populate the HP SIM database.

You can create additional automatic discovery tasks by selecting Options—Discovery from the HP SIM
menu and entering the details, and you can also run manual discovery to discover single systems. See
“Configuring automatic discovery” and “Adding a system manually” for more information.

To enable automatic system discovery from the First Time Wizard Discovery page:

1.

2.

4.

To configure HP SIM to run discovery immediately after you finish the First Time Wizard, select Run
discovery once after wizard finishes.

To configure the System Automatic Discovery task fo run on a regular schedule, select Schedule and
enter the periodic run interval and time of day fo run the task. See “Applying a time filter” for more
information.

In the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files field, specify
the IP addresses to include for pinging. If you want to use this task to discover SMI-S storage systems,
include the IP address of each SMI CIMOM. You can also enter Simple or Fully Qualified Domain
Names (FQDN) host names. However, you cannot enter a range of host names. See “IP ranges” for
more information about entering IP ranges. To use an existing hosts file, enter the hosts file name in the
following format: $HostsFileName .

To discover SMI-S storage systems, you must add the IP address of each SMI CIMOM to the System
Automatic Discovery task.

Alternatively, you can create a separate discovery task for your SMI CIMOMs. See “Editing a discovery
task” and “Creating a new discovery task” for more information.

To go to the next First Time Wizard step, click Next, or to return to the previous step, click Previous.

Related procedures

Configuring the managed environment
Entering WBEM settings

Entering SNMP settings

Configuring managed systems

Configuring e-mail setftings
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First Time Wizard summary

Configuring automatic discovery

Related topics

Using the First Time Wizard

Operating-system-specific collections, reports, and tools
Discovery and identification

Configuring automatic discovery general settings

Configuring HP SIM with storage systems

Configuring managed systems

The Configure Managed Systems page in the First Time Wizard enables you to configure managed
systems as they are discovered and to specify parameters for running the Configure or Repair Agents. All
steps are optional and can be configured from the HP SIM Options menu at a later time. To skip this step,
click Next to go to the next First Time Wizard step.

To configure managed systems from the First Time Wizard Configure Managed Systems page:

1.

2.
3.

6.

7.

To use the First Time Wizard to configure managed systems when they are first discovered, select
Configure newly managed systems when Discovery runs for the first time.

Enter the user name and password pair for an administrative user account on the managed systems.
Under Configure WBEM/WMI, select from the following:

e Create subscriptions for WBEM events

e Send a test WBEM or WMI indication to this instance of HP Systems Insight Manager to ensure that
events appear in HP Systems Insight Manager events lists

o Deploy HP Systems Insight Manager WBEM certificate to the target systems to support client
certificate authentication

This option does not appear if there are no managed HP-UX systems.

Under Configure SNMP, select from the following:
e Set read community strings
This string is pre-populated with setftings from the SNMP page of the First Time Wizard.

e Set traps to refer to this instance of HP Systems Insight Manager

e Send a test SNMP trap to this instance of HP Systems Insight Manager to make sure events appear
in the HP Systems Insight Manager events lists

Under Configure secure shell (SSH) access, select from the following:
e Host based authentication
e Each user has to be authenticated on the managed system

Select Trust relationship to set a trust relationship between managed systems and the Central
Management Server (CMS).

To go to the next First Time Wizard step, click Next, or to return to the previous step, click Previous.

Related procedures

Configuring the managed environment
Entering WBEM settings

Entering SNMP settings

Enabling automatic system discovery

Configuring e-mail settings
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e First Time Wizard summary

e Setting global protocols

Related topics

e Using the First Time Wizard

e Operating-system-specific collections, reports, and tools
e Global protocols

e  Protocols

Contiguring e-mail settings

%’-Q/

To use the First Time Wizard to configure HP SIM to send e-mail notifications through automatic event

handling:

1. Enter the SMTP host name. The SMTP host is the outgoing e-mail server that the CMS uses to send e-mail
notifications.

2. In the Sender's e-mail address box, enter the e-mail address that the management server uses when
sending e-mail notifications.

3. (Optional) Select Send test email and enter recipients e-mail address.
Click Send test email now.

4. To authenticate your SMTP server, select Server Requires Authentication.
5. Enter the account user name and password in the corresponding boxes.
Note If you did not enter a valid Simple Mail Transfer Protocol (SMTP) host, HP SIM notifies you that it cannot

send e-mail notifications. If you do not want to enter e-mail settings now, click OK, or to enter a valid SMTP
host, click Cancel.

NOTE: If the Server Requires Authentication option is selected, and you enter incorrect account
information, e-mail event notifications do not reach the intended recipients.

Related procedures

e  Configuring the managed environment

o  Entering WBEM settings

e  Entering SNMP settings

e  Enabling automatic system discovery

e  Configuring managed systems

e First Time Wizard summary

e Setting global protocols

Related topics

e Using the First Time Wizard

e Operating-system-specific collections, reports, and tools
e Global protocols

e Profocols

e Configuring HP SIM with storage systems

e Example XML file to add more than 10 WBEM username and password pairs

First Time Wizard summary

When you are finished entering information in the HP Systems Insight Manager (HP SIM) First Time Wizard,
review your selections on the Summary Page, and then click Finish to save them.

If you enabled automatic discovery or initiated Run discovery after the wizard finishes, discovery runs when
you exit the First Time Wizard. If you did not enable automatic discovery or the Run discovery once after
wizard finishes, discovery does not take place until you select Options—Discovery from the HP SIM menu,
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and enable a discovery task or select a task and click Run Now. See “Configuring automatic discovery”
for more information.

See “Performing initial setup” and  “Setting up managed systems” for more information about setting up
HP SIM and managed systems.

Related procedures

e Configuring the managed environment

e  Entering WBEM settings

e  Entering SNMP settings

e  Enabling automatic system discovery

e  Configuring managed systems

e Configuring e-mail settings

e Configuring HP SIM with storage systems
Related topics

e Operating-system-specific collections, reports, and tools
e First Time Wizard summary

e Finishing the First Time Wizard

e Performing initial setup

e Administering systems and events

e Profocols

e Data collection

e Discovery and identification

e  Events

e About administering events

Finishing the First Time Wizard

When you click Finish in the First Time Wizard, the Finish page appears with a message stating Your
changes are being applied, please do not close the window. If you selected Run discovery
once after wizard finishes on the Discovery page, you are notified that discovery is running and where
to go in the HP Systems Insight Manager (HP SIM) to monitor the progress of discovery. Also included on
this page is information on where to go to see discovered systems that you are managing and where to go
to better manage these systems. To close the First Time Wizard, click Close.

Related procedures

e  Configuring the managed environment
e  Entering WBEM settings

e Entering SNMP seftings

e Enabling automatic system discovery

e  Configuring managed systems

e Configuring e-mail settings

e Setting global protocols

e  Configuring automatic discovery

o Configuring HP SIM with storage systems
Related topics

. Setting up managed systems

e Discovery and identification

e Using the First Time Wizard
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e First Time Wizard summary

e Operating-system-specific collections, reports, and tools
e Performing initial setup

e Administering systems and events

e Profocols

e Data collection

e Events

e About administering events

Operating-system-specific collections, reports, and tools

Operating-system-specific collections

The following collections are removed if the associated operating system is not selected on the Managed
Environment page of the First Time Wizard or from the Managed Environment page in the HP Systems
Insight Manager (HP SIM) Ul (Options—Managed Environment). These collections are located in the
System and Event Collections panel under Systems by Operating System and Cluster by Type, with
the exception of All VSE Resources which is located under Systems by Type. The following table lists
collections by operating system.

Windows

Linux

HP-UX

Other

Microsoft Windows Server

2003

Red Hat Linux

HP-UX

SCO Unix

Microsoft Windows 2000 SuSE Linux HP Serviceguard (under HP True64 UNIX
Clusters by Type)
Microsoft Windows NT Linux All HP Integrity Virtual HP OpenVMS

Machines*

Microsoft Windows XP

All HP Serviceguard Clusters*

All Virtual Partition Servers*

HP NonStop Server

Microsoft Windows 95, 98, Me

All Resource Partitions*

HP TruClusters

MSCS Clusters

All Shared Resource Domains*

OpenVMS Clusters

Microsoft Vista

All HP Serviceguard Clusters*

Novell Netware

Microsoft Windows Server
2008

All Virtual Partitions*

HP Serviceguard (under
Clusters by Type)

All HP Integrity Virtual

Machines*

* _ located under All VSE Resources.

Operating-system-specific reports

The following reports are specific to HP-UX and are added or removed depending on whether HP-UX is
selected or not. There are no reports that are specific to Windows or Linux.

e Cellular Systems - Servers

e HP-UX File System - HP-UX

e HP-UX Kernal Parameters - HP-UX
e HP-UX Logical Volume - HP-UX

e HP-UX Network Details - HP-UX
e HP-UX Physical Volume - HP-UX

e HP-UX Software Bundle - HP-UX
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HP-UX Software Product - HP-UX
HP-UX Volume Group - HP-UX

I-O Devices - HP-UX

Logical Memory Details - HP-UX
Operating System Details - HP-UX

The following reports have no data for HP-UX and are removed if HP-UX is the only selection.

Batteries

System License Info
Logical Disk Drives
Installed Controllers

Physical Disk Drives

Operating-system-specific tools

The following section lists HP SIM tools (by menu path) that by operating system.
Windows

Tools—Command Line Tools—Windows and all tools listed here (copy, del, dir, net, netstat, rmdir,
and type).

Deploy—Drivers, Firmware, Software.
Configure—Disk Threshold.
Configure—Replicate Agent Settings.

Linux

Tools—Integrated Consoles—Webmin.
Deploy—Drivers, Firmware, Software.
Configure—Disk Threshold.
Configure—Replicate Agent Settings.

Deploy—RPM Package Manager and all tools listed (Install Package, Query Package, Uninstall
Package, Verity Package).

Tools—Command Line Tools—Unix/Linux and all tools listed here (bdf, cat, cp, df, find, Is, my,
ps, rm).

HP-UX

Configure—HP-UX Configuration and all tools listed here (Kernal Configuration, Disks and File
Systems, Accounts for Users and Groups, Auditing, System Security Policies, Authenticated Commands,
Cards, Printers and Plotters, System Properties, Cards and Devices - pdweb, Kernal Configuration -

keweb).

Deploy—Software Distributor and all tools listed here (View Installed Software, View Depot Software,
CLI List Software, CLI Preview Install, CLI Verify Software).

Diagnose—Event Monitoring Service.

Optimize—Process Resource Manager and all tools listed here (Display Resource Usage and List
Resource Manager Console).

Tasks & Logs—View SAM Log.
Tasks & Logs—View Software Distributor Agent Log.
Tasks & Logs—View Software Distributor Daemon Log.

Tools—»Command Line Tools—Unix/Linux and all tools listed here (bdf, cat, cp, df, find, Is, my,
ps, rm).
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e  Configure—sManagement Processor—HP Integrity or HP 9000 iLO and all tools listed here (New
User, Modify User, Delete User, LAN Access, LDAP Settings, Firmware Upgrade, iLO Control, and
Deploy SSH Public Key).

e Tools—lIntegrated Consoles—>Webmin.

Other
A Tools—Command Line Tools—Unix/Linux and all tools listed here (bdf, cat, cp, df, find, Is, my,
ps, rm).

Related procedures

o  Configuring the managed environment
o  Entering WBEM settings

e  Entering SNMP settings

e  Enabling automatic system discovery

e  Configuring managed systems

e  Configuring e-mail settings

e Configuring HP SIM with storage systems
Related topics

e First Time Wizard summary

e Finishing the First Time Wizard

Setting up managed systems

Overview

Setting up managed systems involves installing the required Management Agents software and configuring
the supported protocols to communicate with the HP Systems Insight Manager software.

For steps to set up managed systems from the Central Management Server (CMS), see the following:
e “Llinux CMS”

e  “HP-UX CMS”

e “Windows CMS”

Linux CMS

Setting up managed systems from a Linux CMS
Use the following checklist as a guideline to assist you with setting up managed systems from a Linux Central
Management Server (CMS):

1. Ensure that HP Systems Insight Manager (HP SIM) is installed on the CMS.

2. Ensure the First Time Wizard has been completed on the CMS. See “Using the First Time Wizard” for
more information.
Important: Discovery must be run before setting up managed systems. See “Running a discovery task”
for more information. Configuring automatic discovery is part of the First Time Wizard.

3. Install the Proliant or Integrity Support Pack on the Central Management Server. See Installing the
Proliant or Integrity Support Pack on a Linux system for the first time.

4. Configure the managed system software. See Configuring the managed system software.

Installing the Proliant or Integrity Support Pack on a Linux system for the first time

For Linux systems, use the Linux Deployment Utility to install the latest support pack with the preconfigured
components to the local system. For more information regarding installing a support pack using the Linux

Deployment Utility, see http://www.hp.com/servers/psp.
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Configuring the managed system software

The HP SIM Configure or Repair Agents tool is a quick and easy way to configure Linux, HP-UX and Windows
managed systems to communicate with HP SIM from a Linux CMS.

NOTE: It is possible to manually configure Linux systems. See Setting up Linux managed systems manually.

To run Configure or Repair Agents remotely against multiple systems simultaneously, you must have
authorizations to run the Configure or Repair Agents tool.

You must have full CMS configuration privileges to modify the HP SIM community strings in the node security
file. In addition, you must enter root or administrator level user credentials for the target system.

To configure agents remotely:

Consistent with many other HP Systems Insight Manager tools, the Configure or Repair Agents tool can be
configured to run automatically on a schedule, or you can run it manually. Only one instance of Configure
or Repair Agents tool can run at a time.

Setting up Linux managed systems manually

You can use the HP SIM Configure or Repair Agents tool to configure Linux managed systems simultaneously,
or you can configure each managed system manually.

To manually configure Linux managed systems, perform the following on each managed system:

1. Install and configure SSH.
a. Verify that SSH is installed on the managed system:

rpm -qga | grep ssh
If it is not installed, see your Linux provider for information about installing SSH.

b. On the CMS, copy the SSH generated public key from the CMS to the managed system, and place
it in the authorized keys file of the execute-as user (root or administrator).

Important: On a non-English CMS, ensure that an administrator account (spelled exactly as follows,
administrator) exists on the CMS, and that mxagentconfig has been run on the CMS for the
created administrator account.

i.  Launch the Manage SSH Keys dialog box from the CMS command prompt:

mxagentconfig -a -n hostname -u username -p Password
i. Click Connect.

2. Configure the system to send SNMP traps.

Note: These steps might vary slightly, depending on your version of Linux. See your Linux provider for
defails if these file paths and file names do not exist on your system.

a. Verity that SNMP is installed:
rpm -ga | grep snmp
If it is not installed, see your Linux provider for information about installing SNMP.

b. Stop the HP Server and Management Drivers and Agents daemons on the platform where you are
installing HP SIM using the following command:

/etc/init.d/hpasm stop

Note: If the HP Server Management Drivers and Agents daemon is not installed, omit this step and
step F.

c. Stop the SNMP daemon:
/etc/init.d/snmpd stop
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d. Edit the snmpd. conf file using any fext editor.

For Red Hat Linux, run the following command for opening this file in the vi editor: vi
/etc/snmp/snmpd.conf

For SUSE SLES 8, run the following command for opening this file in the vi editor: vi
/usr/share/snmp/snmpd.conf

i.  Remove the comment symbol (#) from the trapsink line, and add the IP address of the CMS:
trapsink IPaddress

where TPaddress is the IP address of the CMS.
i. Add the CMS to the read only community by adding the line:

rocommunity CommunityName IPaddress

where CommunityName is the SNMP community string used by the CMS and 1Paddress
is the IP address of the CMS.
iii. Save the changes to the file. To save and close this file using the vi editor, press the Esc key,
enter :wq!, and press the Enter key.
e. Start the SNMP daemon:

/etc/init.d/snmpd start

f.  Start the HP Server Management Drivers and Agents daemon if it is installed on your system:

/etc/init.d/hpasm start

Install the Linux Proliant Support Pack. To download this software and access installation information,

see http://www.hp.com/support/files.
Sign-in to the HP SIM GUI. See “Signing in” for assistance.

Add the default WBEM user name and password to the Global Protocol Settings page in the HP SIM
GUL.

Note: An account for at least one of the WBEM user name and password combinations must exist on
each managed system.

Note: This step can be performed once for all the managed systems you are setting up.

a. Select Options—Protocol Settings—Global Protocol Settings.

b. In the Default WBEM settings section, ensure that the Enable WBEM checkbox is selected, and
add the default WBEM user name, password, and confirmation password.

c. Click OK.

Example: Setting up remote Linux systems from a Linux CMS

1.
2.

w

Sign-in to the HP SIM on the Linux CMS with full CMS configuration privileges.

Run the First Time Wizard if you have not already. See “Using the First Time Wizard” for more information
about running the First Time Wizard.

Run discovery if you have not already. See “Running a discovery task” for more information.
Preconfigure the System Management Homepage and version control components. For more information
about preconfiguring the SMH component, see System Management Homepage Installation Guide at

http://h18013.www1.hp.com/products/servers/management/agents/documentation.html and for

version control, see HP Version Control Installation Guide at hitp://h18013.www1.hp.com/products
servers/management/agents/documentation.html.

Install the Proliant or Integrity Support Packs on remote system. Run the Linux Deployment Utility to install
the latest Integrity Support Pack on Linux and HP-UX systems. For more information, download the HP
Proliant Support Pack and Deployment Utilities User Guide at http://www.hp.com/servers/psp.

Run the Configure or Repair Agents feature. For more information, see Configuring the managed system
software.
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HP-UX CMS

Installing the required software on an HP-UX system

Use the following checklist as a guideline to assist you with setting up managed systems from an HP-UX
Central Management Server (CMS):

1.

I-i_-f%

Understand the basic managed system software for HP-UX.

For HP-UX, the following software, shown with minimum recommended versions, is required for essential
HP Systems Insight Manager (HP SIM) functionality to operate. This software is installed by default as
part of the latest HP-UX 11i v2 operating environments, but it might need to be installed or updated on
HP-UX 11i v1 or older HP-UX 11i v2 systems.

e T1471AA HP-UX Secure Shell
. B8465BA HP WBEM Services for HP-UX

Instant capacity (iCAP) properties for Cells and Processors for a Complex is collected and displayed
using HP-UX Web-Based Enterprise Management (WBEM). For HP-UX, the following software is required
for essential HP Systems Insight Manager (HP SIM) functionality to operate. This software is installed by
default as part of the latest HPUX 11i v3 (11.3), HPUX 11i v2 (11.23) and HP_UX 11i v1 (11.11)
which can only be installed on HP 9000 servers.

A B9073BA version 08.01.01 WBEM Services for HP-UX

NOTE: WBEM providers is only collected under the Web-Based Enterprise Management (WBEM).

This WBEM Services bundle contains basic system instrumentation displayed in the HP SIM Property
pages, as well as supporting collection and reporting by HP SIM Inventory functionality. To maximize

the value of HP SIM for properties, inventory, and events, see http://www.hp.com/go/hpsim/providers
for the latest WBEM Services bundle.

See http://www.hp.com/go/hpsim/providers for the latest WBEM Services bundle.

Ensure the managed system software is installed.

To verity that the minimum required software is installed, log in to the remote system, and run the
following command:

$ swlist -1 bundle T1471AA B8465BA OpenSSL

To verify that the optional providers and System Management Homepage are installed, run commands
such as:

$ swlist -1 bundle LVMProvider WBEMP-LAN-00 SysMgmtWeb SysFaultMgmt
OnlineDiag

Acquire and install the managed system software if not previously installed.

The SecureShell, WBEM bundles are included on the HP-UX Operating Environment and Application
Release media, as well as part of the HP SIM HP-UX depot downloaded from

http://h18013.www1.hp.com/products/servers/management/hpsim/dl_hpux.html.
For the WBEM providers, see

http://h18013.www1.hp.com/products/servers/management/hpsim/dl_hpux.html .

After the depots containing the software have been acquired, they can be installed from the managed
system using commands such as:

$ swinstall -s <depot location> OpenSSL
Note: B8465BA and B9073BA version 08.01.01 depends on OpenSSL, so this must be installed first.
$ swinstall -s <depot location> T1471AA
$ swinstall -s <depot location> B8465BA

$ swinstall -s <depot location> <names of WBEM providers being installed>

Configure the managed system software. See Configuring the managed system software.
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Configuring the managed system software

The HP SIM Configure or Repair Agents tool is a quick and easy way to configure Linux, HP-UX and Windows
managed systems to communicate with HP SIM from an HP-UX CMS.

ri'_? NOTE: It is possible fo manually configure HP-UX systems. See Setting up HP-UX managed systems manually.

To run Configure or Repair Agents remotely against multiple systems simultaneously, you must have
authorizations to run the Configure or Repair Agents tool.

You must have full CMS configuration privileges to modify the HP SIM community strings in the system security
file. In addition, you must enter root level user credentials for the target system.

To configure agents remotely:

1. Select Configure—Configure or Repair Agents. The Step 1: Select Target Systems page appears.
Note: The Step 1: Verify Target Systems page appears if the targets are selected before selecting a
tool.

2. Select target systems. See “Creating a task” for more information.

3. Click Next. The Step 2: Enter credentials page appears. The credentials specified on this page are
for a privileged account on the target system.

Configure or Repair Agents
Target: phdemo

Maimize

Step 2: Enter credentials

This tool alloves wou to configure oF repair certain SHNMP and secure shell (S5H) settings | trust relationships, and
YWHBEM event zubszcriptions that exist between HP Systems Inzight Manager and its target systems. Additionally, for
target systems which only contain version 7.1 agents or earlier, this tool allows you to configure the passwords for
their web-based management applications.

Erter credertials for a privileged account on the target systemis). If the 'Configure secure shell (S5H) access'is to
be selected for a'Windows target system, then this account must be a direct member of the local 'Administrators'
group. For windows targets using a domain account, the account will automatically be added to thiz group it needed.

Uzer name:
Pazsword:
Pazsword (Verifyl

Domain:

4. Click Next. The Step 2: Enter credentials page appears. The credentials specified on this page are
for a privileged account on the target system.

Note: If you plan to Configure secure shell (SSH) access on a Windows target system, the account
specified must be a member of the local Administrators group. For Windows targets using a domain
account, the account is automatically added to this group if applicable.
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Configure or Repair Agents

Target: phdemo

Maximize

Step 2: Enter credentials

Thig tool allovys wou to configure or repair certain SMMP and secure shell (25H) settings, trust relationships, and
YWHBEM event subscriptions that exist between HP Systems Insight Manager and its target systems. Additionally, far
target systems which only cortain version 7.1 agents or earlier, this tool allows you to configure the passwoards for
their weh-based management applications.

Erter crederntials for & privileged account on the target system(=]. If the 'Configure secure shell (S5H) access'is to
be selected for aWindowws target system, then thiz account must be a direct member of the local 'Administrators'
group. Far windows targets using a domain account, the account will automatically be added to thiz group it needed.

Uzer name:
Pazsword:
Pazsword (Verifyl

Domain:

5. From the Step 2: Enter credentials page:
a. Inthe User name field, enter the system administrator name.

b. In the Password field, enter the system administrator's password for the user name previously
entered.

c. Inthe Password (Verify) field, reenter the system administrator's password exactly as it was
entered in the Password field.

d. In the Domain field, enter the Windows domain if you are using a domain account.

Note: The credentials used in this step must work for all target systems that have been selected. HP
recommends using domain administrator credentials. Credentials entered here are not saved by
HP SIM except to run a scheduled task later.

6. Click Next. The Step 3: Configure or Repair Agents page appears.
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7. The Step 3: Configure or Repair Agents page enables you fo select options to configure the target
system.
The following options are available:
e  Configure WBEM / WMI. This section enables you to configure the target Linux, Windows or
HP-UX system to send WBEM indications or events to HP Systems Insight Manager.

For this section, the following must be considered:

° Create subscription to WBEM events, so that WBEM events will be sent to the CMS.

e Send a sample WBEM / WMI indication to this instance of HP SIM to test that events
appear in HP SIM in the Event list or All Event User Interface for the selected system.

Note: The indication will appear as an Informational Event in the Event List of HP SIM.
If you do not receive test WBEM indications in the Event List, see “Troubleshooting”.

Note: This is supported only on HP-UX and Windows managed systems with WBEM provider
installed.

e Use an HP SIM WBEM certificate (good for 10 years) rather than username/password
to manage the system. This option deploys a WBEM certificate to the managed system and
is only valid for HP-UX systems.

¢  Configure a non-administrative account for HP SIM to access WMI data. This option is
applicable to Windows systems with HP WBEM providers. The configuration of the managed
system will be updated to allow the specified user to access WMI information over the network.
This user will be used by HP SIM to read inventory and configuration information from the
system, and will be configured as the WBEM user in the System Protocol Settings. This
configuration step is not necessary if HP SIM is configured with a user with administration
rights. This user is not created by HP SIM; it should already exist as either a domain user or
one local to the managed system.

The user will be added to the "DCOM Users” group on the managed system and will be
given read-only access to WMI information, plus read-write permissions to the HPQ name
space. This user does not need to be an administrator of the managed system and need not
have logon rights. A special purpose domain account is recommended, and should be created
by the domain administrator.
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To enter the credentials for HP SIM to use to access the managed systems:
1. In the User name field, enter a user name.
2. In the Password field, enter the password for the user's name previously entered.

3. In the Password (Verify) field, reenter the password exactly as it was entered in the
Password field.

4. In the Domain field, enter the Windows domain if the target belongs to a domain.

If configuring a non-administrative user is successful, then these credentials are saved as
the System Protocol setftings for WBEM access in HP SIM.

e Configure SNMP. This section enables you to configure SNMP settings.

For this section, the following must be considered:

a.

Select Set read community string to specify a community string. By default, HP SIM's first
community string, that is not public, appears in the field. If no community string exists in HP
SIM, you must enter one.

Note: If only HP-UX systems with default SNMP installation are being configured at this time,
you need not set this option. HP-UX enables read by default (get-community-name is set to
public by default on HP-UX systems).

Note: If this option is selected, the Read Only community string is added to the target systems.
If the target system is SuSE Linux or Microsoft Windows 2003, the managed systems do not
always enable SNMP communication between themselves and a remote host. This setting is
modified to enable the instance of the HP SIM system to communicate using SNMP with these
target systems.

Note: You can enter a community string up to 255 characters.

Note: Repairing the SNMP settings adds a Read Write community string to the target system
only if one does not currently exist. This community string is unique for each system, is
composed of over 30 characters to include letters and numbers, and is only visible to the user
with administrator privileges for that system. This Read Write community string is required
by the Web Agent to perform certain threshold setting capabilities. This community string is
only used locally on the target system and is not used by HP SIM over the network. Linux and
HP-UX systems do not require a Read Write community string; hence the Read Write
community is added on Windows systems only.

Select Set traps to refer to this instance of HP Systems Insight Manager in the target
systems' SNMP Trap Destination List. This setting enables the target systems to send SNMP
traps to this instance of HP SIM.

Select Send a sample SNMP trap to this instance of the HP SIM to test that events
appear in HP SIM event lists to verify that SNMP events appear in the HP SIM events list.

To successfully send a test trap, you must configure target systems to send a trap to this
instance.

Note: A test tfrap can only be sent from a Windows managed system with HP Insight
Management Agent installed. If you attempt to run this task on a Linux or HP-UX managed
system, a message displays indicating the operation is not supported.

Note: The trap will appear as a Generic Trap from the system. This event will appear as an
Informational Event in the Event List of HP SIM.

e Configure secure shell (SSH) access. Select this option to configure SSH access on managed systems.

If this option is selected, you must select one of the following options:

Host based authentication for SSH.

Note: For this option to work, the user name and password provided in step 2 must be an
administrative level account. For Linux or HP-UX targets, it must be the "root" account and
password.

Each user has to be authenticated on the managed system

Note: If you do not want all users that have login access to HP SIM to run the tool and you
would like to control which users need to have access, this option is more secure.
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Note: SSH can be configured only if the OpenSSH service is running on the managed systems.
OpenSSH can be installed on Windows systems, by running the Install Open SSH as done
in step three or by selecting the tool under Deploy—Deploy Drivers—Firmware and
Agents—install Open SSH.

Set Trust relationship to "Trust by Certificate". Select this option to configure systems to use the
Trust by Certificate trust relationship with the System Management Homepage.

For System Management Homepage on the target systems, this option sets the trust mode to Trust
by Certificate and copies the HP SIM system certificate fo the target system's trusted certificate
directory. This option enables HP SIM users to connect to the System Management Homepage
using the certificate for authentication. See “Trusted certificates” for more information.

Note: If you experience problems later setting the trust status on a Linux managed system, see
“Troubleshooting” under Certificate Problems for assistance.

You can configure Single Sign-On (SSO) to management processors for Onboard Administrators
and for Integrated Lights-Out 2 (iLO2). To configure SSO, select Set Trust Relationship. After
SSO is configured, you are not continually prompted to supply the login credentials for the
management processor.

Note: For systems with Management HTTP Server 4.x and earlier, Configure or Repair Agents
adds the Administrator password in the Management HTTP Server store and modifies the SNMP
settings but cannot change trust relationship information because Management HTTP Server 4.x
and earlier did not deploy trust relationships.

Configure Version Control Agent (VCA). Select this option to configure the VCA to point to the HP
Version Control Repository Manager (VCRM), where the repository of software and firmware is
located, enabling version comparison and software updates. This option is available only for
Windows systems. This section can be accessed in the Configuration section of all CMS systems
including Windows, Linux and HP-UX.

To configure VCA:
1. In the Select the system where the VCRM is installed field, select the server where the
VCRM is installed from the dropdown list.

2. In the User Name field, enter the user name to access the VCRM. This user cannot be the
default "Administrator" user. It has to be an user with administrative privileges.

In the Password field, enter the password to access the VCRM.

4. In the Confirm Password field, reenter the password for the VCRM just as you entered it in
the Password field.

w

Set administrator password for Insight Management Agents version 7.1 or earlier. Select this option
to repair the administrator password on all Insight Management Agents installed on the target
systems as applicable for Windows and Linux systems.

Note: Do not set this option if you have Insight Management Agents 7.2 or later installed.

Note: If the remote system is running HP-UX, this option is not executed on the remote system since
it is not applicable on HP-UX systems. If only HP-UX target systems are being configured at this
time, you need not set this option.

If this option is selected, you must complete the following steps:

a. Inthe Password field, enter the new administrator password.

b. In the Confirm Password field, reenter the new administrator password exactly as you
entered it previously.

8. Click Run Now. The Task Results page appears.

Note: Click Schedule to run this task at a later time.

Note: The Configure or Repair Agents tool can be used to update multiple target systems, each of which
might potentially have different results. The log results indicate whether the repair attempt was successful.
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The Task Results page displays the following information:

Status. This field displays the details for each target system within a task instance.

Exit Code. This field represents the success or failure of an executable program. If the return value
is zero or positive, the executable ran successfully. If a negative value is returned, the executable
failed. This exit code does not indicate that all configuration attempts were successful. It is possible
for some to succeed and for some to fail.

Target Name. This field displays the name/IP address of the target.
The stdout tab. This tab displays the output text information.
The stderr tab. This tab displays information if the executable experienced an error.

View Printable Report. Reports can be printed for the currently selected target system or for all
target systems associated with the task instance.

To print a report:
a. Click View Printable Report.

An Options Message box appears, asking if you want to generate a report containing only
the currently selected target system or all systems associated with the task instance.

b. Select which report to display.
c. Click OK to display the report, or click Cancel to return to the View Task Results page.

9.  If the Management HTTP Server is installed on target systems, the login credentials are updated in the
Management HTTP Server password file.

Consistent with many other HP Systems Insight Manager tools, the Configure or Repair Agents tool can be
configured to run automatically on a schedule, or you can run it manually. Only one instance of Configure
or Repair Agents tool can run at a time.

Setting up HP-UX managed systems manually

You can use the HP SIM Configure or Repair Agents tool to configure HP-UX managed systems simultaneously,
or you can configure each managed system manually.

To configure an HP-UX system manually:

1. On the CMS:
a. Configure the SSH keys for this system.
b. Configure the default WBEM user name and password if not previously done.
Note: SSH and WBEM are installed on HP-UX 11.23 systems by default. For 11.11 systems, verify
that they are installed with this command:
swlist B8465BA T1471AA
c. Subscribe to WBEM Indications/Events.

2. On each managed system:

a.

Install SSH on the managed system if not previously installed.

swinstall -s /directory/depot T1471AA where directory is the path to the depot file
and depot is the name of the depot file. For example:

swinstall -s /tmp/HPSIM download.depot T1471AA

Install WBEM on the managed system if not previously installed.

Note: OpenWBEM is not supported.

swinstall -s /directory/depot B8465BA

where directory is the path to the depot file and depot is the name of the depot file. For example:

swinstall -s /tmp/HPSIM download.depot B8465BA

Configure SNMP to send traps to the CMS:

i.  Add the full host name or IP address of the CMS as a trapdest in the following file:
/etc/SnmpAgent .d/snmpd.conf
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trap-dest: hostname or ip address

ii.  Stop the SNMP Master agent and all subagents with the command:
/sbin/init.d/SnmpMaster stop

iii. Restart the SNMP Master agent and all subagents with the command:
/usr/sbin/snmpd

d. Configure DMI on the managed system by adding the Domain Name Service (DNS) host name of

the CMS.

Note: DMI must only be configured for HP-UX 11.0.

i.  Stop the DMI daemon on the managed system:
/sbin/init.d/Dmisp stop

ii. Edit /var/dmi/dmiMachines by adding the host name of the CMS to the end of this file.
Save the file.

iii.  Start the DMI daemon:
/sbin/init.d/Dmisp start
e. On the CMS, copy the SSH-generated public key from the CMS to the managed system using the
mxagentconfig:

Use one of the following commands:

] mxagentconfig -a -n <hostname> -u root -f <file with root password>

or

. mxagentconfig -a -n <hostname> -u root -p <root password>

Note: Using the -p option exposes the password through ps output, so use of the - £ option
(with a file only readable by root, and containing only the managed system root password)
is highly recommended when using mxagentconfig -a. If the -p option is used, enclose
the password in single quotes if the password has any special characters, such as & or $. For
more information and options, see the mxagentconfig manpage with man
mxagentconfig.

Sign-in to the HP SIM GUI. For assistance with this, see “Signing in”. Using the GUI, add the default
WBEM user name and password to the Global Protocol Settings page.

Note: An account for at least one of the WBEM user name and password combinations must exist on
each managed system.

Note: This step can be performed once for all the managed systems you are setting up.

a. Select Options—Protocol Settings—Global Protocol Settings.

b. In the Default WBEM settings section, ensure that the Enable WBEM checkbox is selected, and
add the default WBEM user name, password, and confirmation password.

c. Click OK.

Note: An account for at least one of the WBEM user name and password combinations must exist on
each managed system. If the user in the Global Protocol Settings does not exist on the managed system
you can set per-system WBEM user names and passwords from the System Protocol Settings page.

To subscribe to WBEM Indications/Events:

Note: For more information about HP-UX WBEM events, go to the WBEM subscriptions in HP SIM white
paper at hitp://h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.

a. From the managed system, be sure WBEM is already installed.
Note: Subscribing to WBEM Indications/Events on managed systems is optional.
b.  Verity that SysFaultMgmt provider is installed.
Depending on the System Fault Management (SFM) configuration, run the following:

cimprovider -1lm SFMProviderModule
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The EMSWrapperProvider displays.

or

cimprovider -1s

The EMSWrapperProvider displays.

Note: For more information regarding SFM, see HP System Fault Management Diagnostics.

c. From the CMS:

To subscribe to WBEM Events, you must have root access. If the Global Protocol Setting does not
match the managed system or does not contain root access, the subscription for WBEM Indications
fails. You can verify what access WBEM has by running the following command line:

mxnodesecurity -1 -p wbem -n <systemname>

If the managed system does not have a root level user credential configured, you can add it for
the individual system.

Note: You can use the Configure or Repair Agents tool to perform this step without permanently
recording a root password.

* To change the individual system:
mxnodesecurity -a -p WBEM -c \

<username :password> -n <systemname

d. From the CMS, run the WBEM Indications/Events command line:
mxwbemsub -1 -n <systemname
See “Subscribing to WBEM indications” for more information.

Your managed systems are now ready to be managed by HP SIM.

Example: Setting up remote HP-UX systems from an HP-UX CMS

1.
2.

3.

4.

5.

Sign-in to HP SIM on the HP-UX with full CMS configuration privileges.

Run the First Time Wizard if you have not already. See “Running a discovery task” for more information.

Run discovery if you have not already. See “Using the First Time Wizard” for more information about
running the First Time Wizard.

Ensure the managed system software is installed. For more information, see “Installing the required
software on an HP-UX system”.

Run the Configure or Repair Agents feature to configure the managed system. For more information,
see “Configuring the managed system software”.

Windows CMS
Setting up managed systems from a Windows CMS

Use the following checklist as a guideline to assist you with setting up managed systems from a Windows
Central Management Server (CMS):

1.
2.

Ensure that HP Systems Insight Manager (HP SIM) is installed on the CMS.
Ensure the First Time Wizard has been completed on the CMS. See “Using the First Time Wizard” for
more information.

Important: Discovery must be run before setting up managed systems. See “Running a discovery task”
for more information. Configuring automatic discovery is part of the First Time Wizard.

Configure the managed system software. See Configuring the managed system software using the
Configure or Repair Agents feature from the CMS for more information.

Configuring the managed system software using the Configure or Repair Agents feature from the
CMS

The HP SIM Configure or Repair Agents tool is a quick and easy way to configure Linux, HP-UX and Windows
managed systems to communicate with HP SIM from a Windows CMS.
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To run Configure or Repair Agents remotely against multiple systems simultaneously, you must have
authorizations to run the Configure or Repair Agents tool.

You must have full CMS configuration privileges to modify the HP SIM community strings in the system security
file. In addition, you must enter administrator level user credentials for the target system.

To configure agents remotely:
1. Select Configure—Configure or Repair Agents. The Step 1: Select Target Systems page appears.

Note: The Step 1: Verify Target Systems page appears if the targets are selected before selecting a
tool.

2. Select target systems. See “Creating a task” for more information.

3. Click Next. The Step 2: Enter credentials page appears. The credentials specified on this page are
for a privileged account on the target system.

Note: If you plan to Configure secure shell (SSH) access on a Windows target system, the account
specified must be a member of the local Administrators group. For Windows targets using a domain
account, the account is automatically added to this group if applicable.

Configure or Repair Agents

Target: phdemo

Maximize

Step 2: Enter credentials

Thig tool allovws wou to configure of repair certain SMMP and zecure shell (S5H) settings, trust relationships, and
YWHBEM event subscriptions that exist between HP Systems Inzight Manager and its target systems. Additionally, far
target systems which only contain version 7.1 agents or earlier, this tool allows you to configure the passwords for
their web-based management applications.

Erter crederntials for & privileged account on the target system(=]). If the 'Configure secure shell (S5H) access'is to
be selected for aWindows target system, then thiz account must be a divect member of the local 'Administrator s
group. Far windows targets using a domain account, the account will automatically be added to thiz group it needed.

Uzer name:
Pazsword:
Pazsword (Verifyl

Domain:

4. From the Step 2: Enter credentials page:
a. Inthe User name field, enter the system administrator name.

b. In the Password field, enter the system administrator's password for the user name previously
entered.

c. Inthe Password (Verify) field, reenter the system administrator's password exactly as it was
entered in the Password field.

d. In the Domain field, enter the Windows domain if you are using a domain account.

Note: The credentials used in this step must work for all target systems that have been selected. HP
recommends using domain administrator credentials. Credentials entered here are not saved by
HP SIM except to run a scheduled task later.

5. Click Next. The Step 3: Install Providers and Agents (Optional) page appears.
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6. You can install Insight Management Agents or providers, either Web-Based Enterprise Management or
Simple Network Management Protocol, on managed systems so HP SIM can collect inventory and status
information from these systems and receive event notifications from the systems. Installation is supported
only on Proliant or ltanium-based servers with Windows operating system.

From the Step 3: Install Providers and Agents (Optional) page:
a. Select Install WBEM / WMI Provider (HP Insight Management WBEM Provider) for Windows
to install WBEM or WM providers on Windows managed systems.

b. Select Install SNMP Agent (HP Insight Management Agents) for Windows to install the SNMP
agent on Windows managed systems. This Insight Management Agent allows network monitoring
and control.

c. Select Install Open SSH to install OpenSSH on Windows managed systems. See “Installing
OpenSSH” for more information.

d. Select Install the Version Control Agent (VCA) to install the HP Version Control Agent, (VCA)
on Windows managed systems. The VCA enables you to view the HP software installed on a system
and wheonfigther updates for the software are available in the repository. See “About the Version
Control Agent” for more information.

HP SIM determines the type of agent/provider to install based on the system type, subtype, and operating
system description of the system.

Table 4-1 Version Support Matrix for components used for install.

Supported systems HP WBEM Provider HP Proliant Agent Open SSH Version Control Agent
Unknown 2.1 (32 bit 7.90 (32 bit) 3.71 218
Proliant systems with 32 | 2.1 (32 bit) 7.90 (32 bit) 3.71 2.1.8

bit Windows operating
system ( 2003, 2008 )

Proliant systems with 32 | 2.1 (64 bit) 7.90 (64 bit) 3.71 2.1.8
bit Windows operating
system (2003, 2008)

Proliant systems with 32 | Not supported 7.60 (32 bit) 3.71 2.1.8
bit Windows operating
systems (2000)

ltanium-based systems Not supported 5.1.10 3.71 2.1.7.770
with Windows operating
system (2003)

System Management Homepage version 2.1.7 is also installed, if necessary, with these agents.

|”_'f% NOTE: If you wish to install a 64 bit agent or provider, make sure the target system is identified as a
= 64 bit system in HP SIM.

If your system is not correctly identified, go to System Page —Edit System Properties. Select the
correct system type, subtype and enter the operating system description manually.
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Example: Installing Insight Management Agents on a Proliant Windows 64 bit system:
1. Select system Type: server.
2. Select system subtype 1: Proliant

3. Enter operating system description as Microsoft Windows Server 2003, x64 Enterprise Edition
Service Pack 1 or the correct operating system description of your system.

If you want to configure the agents after installing, select the force reboot option. This allows the newly
installed component to be completely initialized before configuring it.

Note: Installation with reboot typically takes about 8 minutes to complete.

Click Next. The Step 4: Configure or Repair Agents page appears.
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The Step 4: Configure or Repair Agents page enables you to select options to configure the target
system.

The following options are available:

Configure WBEM / WML. This section enables you to configure the target Linux, Windows or
HP-UX system to send WBEM indications or events to HP Systems Insight Manager.

For this section, the following must be considered:
. Create subscription to WBEM events, so that WBEM events will be sent to the CMS.

e Send a sample WBEM / WMI indication to this instance of HP SIM to test that events
appear in HP SIM in the Event list or All Event User Interface for the selected system.

Note: The indication will appear as an Informational Event in the Event List of HP SIM.
If you do not receive test WBEM indications in the Event List, see “Troubleshooting”.

Note: This is supported only on HP-UX and Windows managed systems with WBEM provider
installed.

e Use an HP SIM WBEM certificate (good for 10 years) rather than username/password
to manage the system. This option deploys a WBEM certificate to the managed system and
is only valid for HP-UX systems.

e  Configure a non-administrative account for HP SIM to access WMI data. This option is
applicable to Windows systems with HP WBEM providers. The configuration of the managed
system will be updated to allow the specified user to access WMI information over the network.
This user will be used by HP SIM to read inventory and configuration information from the
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system, and will be configured as the WBEM user in the System Protocol Settings. This
configuration step is not necessary it HP SIM is configured with a user with administration
rights. This user is not created by HP SIM; it should already exist as either a domain user or
one local to the managed system.

The user will be added to the "DCOM Users” group on the managed system and will be
given read-only access to WMI information, plus read-write permissions to the HPQ name
space. This user does not need to be an administrator of the managed system and need not
have logon rights. A special purpose domain account is recommended, and should be created
by the domain administrator.

To enter the credentials for HP SIM to use to access the managed systems:
1. In the User name field, enter a user name.
2. In the Password field, enter the password for the user's name previously entered.

3. In the Password (Verify) field, reenter the password exactly as it was entered in the
Password field.

4. In the Domain field, enter the Windows domain if the target belongs to a domain.

If configuring a non-administrative user is successful, then these credentials are saved as
the System Protocol seftings for WBEM access in HP SIM.

Configure SNMP. This section enables you to configure SNMP settings.

For this section, the following must be considered:

a.

Select Set read community string to specify a community string. By default, HP SIM's first
community string, that is not public, appears in the field. If no community string exists in HP
SIM, you must enfer one.

Note: If only HP-UX systems with default SNMP installation are being configured at this time,
you need not set this option. HP-UX enables read by default (get-community-name is set to

public by default on HP-UX systems).

Note: If this option is selected, the Read Only community string is added to the target systems.
If the target system is SuSE Linux or Microsoft Windows 2003, the managed systems do not
always enable SNMP communication between themselves and a remote host. This setting is
modified to enable the instance of the HP SIM system to communicate using SNMP with these
target systems.

Note: You can enter a community string up to 255 characters.

Note: Repairing the SNMP settings adds a Read Write community string to the target system
only if one does not currently exist. This community string is unique for each system, is
composed of over 30 characters fo include letters and numbers, and is only visible to the user
with administrator privileges for that system. This Read Write community string is required
by the Web Agent to perform cerfain threshold setting capabilities. This community string is
only used locally on the target system and is not used by HP SIM over the network. Linux and
HP-UX systems do not require a Read Write community string; hence the Read Write
community is added on Windows systems only.

Select Set traps to refer to this instance of HP Systems Insight Manager in the target
systems' SNMP Trap Destination List. This sefting enables the target systems to send SNMP
traps to this instance of HP SIM.

Select Send a sample SNMP trap to this instance of the HP SIM to test that events
appear in HP SIM event lists to verify that SNMP events appear in the HP SIM events list.

To successfully send a test trap, you must configure target systems to send a trap to this
instance.

Note: A fest trap can only be sent from a Windows managed system with HP Insight
Management Agent installed. If you attempt to run this task on a Linux or HP-UX managed
system, a message displays indicating the operation is not supported.

Note: The trap will appear as a Generic Trap from the system. This event will appear as an
Informational Event in the Event List of HP SIM.



Configure secure shell (SSH) access. Select this option to configure SSH access on managed systems.

If this option is selected, you must select one of the following options:

¢  Host based authentication for SSH.

Note: For this option to work, the user name and password provided in step 2 must be an
administrative level account. For Linux or HP-UX targets, it must be the "root" account and
password.

e Each user has to be authenticated on the managed system

Note: If you do not want all users that have login access to HP SIM to run the tool and you
would like to control which users need to have access, this option is more secure.

Note: SSH can be configured only if the OpenSSH service is running on the managed systems.
OpenSSH can be installed on Windows systems, by running the Install Open SSH as done
in step three or by selecting the tool under Deploy—Deploy Drivers—Firmware and
Agents—install Open SSH.

Set Trust relationship to "Trust by Certificate". Select this option to configure systems to use the
Trust by Certificate trust relationship with the System Management Homepage.

For System Management Homepage on the target systems, this option sets the trust mode to Trust
by Certificate and copies the HP SIM system certificate to the target system's trusted certificate
directory. This option enables HP SIM users to connect to the System Management Homepage
using the certificate for authentication. See “Trusted certificates” for more information.

Note: If you experience problems later setting the trust status on a Linux managed system, see
“Troubleshooting” under Certificate Problems for assistance.

You can configure Single Sign-On (SSO) to management processors for Onboard Administrators
and for Integrated Lights-Out 2 (iLO2). To configure SSO, select Set Trust Relationship. After
SSO is configured, you are not continually prompted to supply the login credentials for the
management processor.

Note: For systems with Management HTTP Server 4.x and earlier, Configure or Repair Agents
adds the Administrator password in the Management HTTP Server store and modifies the SNMP
seftings but cannot change trust relationship information because Management HTTP Server 4.x
and earlier did not deploy trust relationships.

Configure Version Control Agent (VCA). Select this option to configure the VCA to point to the HP
Version Control Repository Manager (VCRM), where the repository of software and firmware is
located, enabling version comparison and software updates. This option is available only for
Windows systems. This section can be accessed in the Configuration section of all CMS systems
including Windows, Linux and HP-UX.

To configure VCA:
1. In the Select the system where the VCRM is installed field, select the server where the
VCRM is installed from the dropdown list.

2. In the User Name field, enter the user name to access the VCRM. This user cannot be the
default "Administrator" user. It has to be an user with administrative privileges.

3. In the Password field, enter the password to access the VCRM.

4. In the Confirm Password field, reenter the password for the VCRM just as you entered it in
the Password field.

Set administrator password for Insight Management Agents version 7.1 or earlier. Select this option
to repair the administrator password on all Insight Management Agents installed on the target
systems as applicable for Windows and Linux systems.

Note: Do not set this option if you have Insight Management Agents 7.2 or later installed.

Note: If the remote system is running HP-UX, this option is not executed on the remote system since
it is not applicable on HP-UX systems. If only HP-UX target systems are being configured at this
time, you need not set this option.

I this option is selected, you must complete the following steps:
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a. In the Password field, enter the new administrator password.

b. Inthe Confirm Password field, reenter the new administrator password exactly as you
entered it previously.

Click Run Now. The Task Results page appears.
Note: Click Schedule to run this task at a later time.

Note: The Configure or Repair Agents tool can be used to update multiple target systems, each of which
might potentially have different results. The log results indicate whether the repair attempt was successtul.

The Task Results page displays the following information:
e  Status. This field displays the details for each target system within a task instance.

e  Exit Code. This field represents the success or failure of an executable program. If the return value
is zero or positive, the executable ran successfully. If a negative value is returned, the executable
failed. This exit code does not indicate that all configuration attempts were successful. It is possible
for some to succeed and for some to fail.

e  Target Name. This field displays the name/IP address of the target.
o The stdout tab. This tab displays the output text information.
e The stderr tab. This tab displays information if the executable experienced an error.

e  View Printable Report. Reports can be printed for the currently selected target system or for all
target systems associated with the task instance.

To print a report:
a. Click View Printable Report.

An Options Message box appears, asking if you want to generate a report containing only
the currently selected target system or all systems associated with the task instance.

b. Select which report to display.
c. Click OK to display the report, or click Cancel to return to the View Task Results page.

10. If the Management HTTP Server is installed on target systems, the login credentials are updated in the

Management HTTP Server password file.

Consistent with many other HP Systems Insight Manager tools, the Configure or Repair Agents tool can be
configured to run automatically on a schedule, or you can run it manually. Only one instance of Configure
or Repair Agents tool can run at a time.

Example: Setting up Windows managed systems manually

1.
2.

3.

Sign-in to the HP SIM on the Windows CMS with full CMS configuration privileges.

Run the First Time Wizard if you have not already. See “Running a discovery task” for more information.

Run discovery if you have not already. See “Using the First Time Wizard” for more information about
running the First Time Wizard.

Preconfigure the System Management Homepage and version control components. For more information
about preconfiguring the SMH component, see System Management Homepage Installation Guide at

http://h18013.www1.hp.com/products/servers/management/agents/documentation.html and for

version control, see HP Version Control Installation Guide at hitp://h18013.www1.hp.com/products

servers/management/agents/documentation.html.

Run the Configure or Repair Agents feature. For more information, see “Configuring the managed system
software using the Configure or Repair Agents feature from the CMS”.

Performing initial setup

The initial setup involves sefting up managed systems, configuring discovery, configuring event handling,
adding users, and defining authorizations. It assumes that you just completed the installation of your Central
Management Server (CMS). If you bypassed or canceled the First Time Wizard, the following steps assist
you in setting up your environment to run HP Systems Insight Manager (HP SIM).
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I”_‘f/r NOTE: The First Time Wizard starts the first time a user with administrative rights signs in to HP SIM. If the

= wizard is canceled before completion, it restarts each time a user with administrative rights signs in. You
can cancel and disable the wizard from automatically starting by selecting the Do not automatically show
this wizard again checkbox. The wizard can be manually started by selecting Options—First Time Wizard.

If you are a new administrator of an existing management domain, it might be useful for you to familiarize
yourself with these steps, even though your CMS has already been through the initial setup. The steps in this
process are common fasks that HP SIM administrators perform on a regular basis.

Initial setup process

When you first start HP SIM, the introductory page appears with a section called Do this now to finish
the installation. To get started using HP SIM:

1.

@

I—i-j%

Setting up managed systems  Setting up managed systems involves installing the required management
agents and configuring HP SIM software. See “Setting up managed systems” for more information.

Configure storage systems  If you have storage systems on your network, you must install and configure
their SMI-S providers before HP SIM can discover them. See “Configuring HP SIM with storage systems”
for more information.

Configuring protocol settings  Configuring the protocol settings defines what systems are added to
HP SIM using discovery in the next step. See “Setting global protocols” for more information.

If you ran the First Time Wizard, the protocol settings might already be configured.

IMPORTANT:  If you have storage systems on your network, you must add the user name and password
for each SMI CIMOM to the Default WBEM settings section of the Global Protocol Settings page.
If you do not add this information, your storage systems will not be discovered.

Configuring discovery: automatic or manual  Discovery is the process that HP SIM uses to find and
identify the systems on your network and populate the database with that information. A system must
first be discovered to collect data and track system health status. There are two ways to discover new
systems:

e Automatic discovery. Searches the network for systems running specific protocols. It runs
automatically every 24 hours, but the process can be manually executed or scheduled to execute
at other times. See “Configuring automatic discovery” for information about automatic discovery.

If you ran the First Time Wizard, discovery might already be completed.

e Manual discovery. Used to add a single system or a group of systems to the HP SIM database.
See “Adding a system manually” for information about manual discovery.

IMPORTANT:  If you have storage systems on your network, you must add each SM/ CIMOM IP address
to a discovery task. If an SMI CIMOM IP address is not included in a discovery task, the associated
storage system will not be discovered.

Adding new users  Any user with a valid network login can be added to HP SIM. See “Users and
user groups” for more information.

If you ran the First Time Wizard, new users might already be added.

Configuring e-mail settings  Configuring e-mail settings enables users to receive e-mail notification
of certain events. See “Configuring e-mail setftings” for information about e-mail settings.

Configuring paging settings  Configuring paging settings enables users to receive pages that notify
them of certain events. See “Configuring modem settings for paging” for information about paging
settings.

Setting up automatic event handling  Automatic event handling enables you to define an action that
HP SIM performs when an event is received. Automatic event handling can be set up to use the e-mail
and paging settings that you specified in the previous sections. See “Creating an automatic event
handling task” for more information.
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Related topics

Signing in

Signing out

Navigating the Home page

Configuring HP SIM with storage systems

Navigating the Home page

Graphical user interface features

78

This section describes the GUI features. The following figure is a sample screen shot of the GUI.
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The GUI includes the following six regions:

1.

Banner  The banner provides a link to the Home page, a link to Sign Out of HP SIM, and displays
the user that is currently signed-in. Click the minimize icon in the top right corner to minimize the banner.
To maximize the banner, click the maximize icon.

System Status panel  This panel provides uncleared event status, system health status information,
and an alarm to notify you of certain events or statuses. The System Status panel can be customized
for your environment. If you do not need fo view this panel at all times, you can collapse it by clicking
the minus sign-in the top right corner of the panel. To expand the panel, click the plus sign. If the System
Status panel is collapsed and an alarm is received, the panel expands to show the alarm. The panel
can be enlarged by clicking the Open in new window icon (-) to display a separate large window
that can be resized and viewed from across a room without sitting at the HP SIM terminal. See “Enlarging
the System Status panel” for more information.

Search panel  The search feature enables you to search for matches by system name and common
system attributes. You can also perform an advanced search for matches based on selected criteria.
To speed the search process, as you enter system information in the search box, a dropdown list appears
listing systems that begin with the text you are entering. You can select from the dropdown list or continue
to enter the information. See “Search criteria” for more information about the types of search criteria
available. If you do not need to view this panel at all times, you can collapse it by clicking the minus
sign (=) in the top right corner of the panel. To expand the panel, click the plus sign (E). See “Basic
and advanced search” for more information.

System and Event Collections panel  System and event collections enable you to view all known
systems and events in a specific management environment. A collection can be private, visible only to
its creator, or shared, visible to all users. HP SIM ships with default shared collections only. See
“Monitoring systems, clusters, and events” for information about customizing and creating new
collections. See “Default shared collections” for more information about the default shared collections

shipped with HP SIM.
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Menus  The HP SIM menus provide access to tools, logs, software options, and online help. The
Options menu is primarily for users who administer the HP SIM software. If you lack authorization to
use these tools, you might not be able to access certain menus.

Workspace  The workspace displays the results of your latest request. It can contain a collection, fool,
or report. Some tools launch a separate browser window or X Window terminal instead of displaying
in the workspace. This area contains the Home page when you sign-in to HP SIM. By default, the
introductory page is the Home page. The introductory page provides information and tips about HP
SIM and links to frequently used features. You can customize HP SIM to display a different page as the
Home page. See “Customizing the Home page” for information about selecting a different introductory

page.

NOTE:  To maximize the workspace, click the Maximize link next to the Help icon (H) To restore
the workspace to its original size, click Restore Size.

The four default sections on the introductory page include the following:

e Do this now to finish the installation:  This section only appears if the following conditions are
met:

e The user has administrative rights.

o The user has not disabled this section from the Home Page Settings page.

e Monitor  This section provides links to common monitoring tasks, including locating and tracking
systems and events.

e Manage This section provides links to frequently used tools and features available from the
menus above the workspace. These links provide access to inventory reports, software and firmware
deployment, discovery, event handling, integrating custom tools, and authorizations.

e Did You Know You Can...?  This section provides useful tips and shortcuts, including where you
can learn more about HP products, service offerings, and software.

This section appears if you have not disabled it from the Home Page Settings page.

Related topics

Customizing the Home page

Customizing the System Status panel

Customizing the Home page

Customize the Home page to select which pages display and customize the regions on the default Home
page and introductory page.

To customize the Home page, perform the following procedure:

1.
2.

Click Home in the banner to display the Home page in the workspace.
Click Customize in the upper-right corner of the introductory page.

Note: If the Home page has been set to something other than the default introductory page, you can
access the Home Page Settings page by selecting Options—Home Page Settings.

Specify which page you want to use as Home page:
e Introductory page (default)
e Plug-in (if installed) page
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I”é"/ﬂ NOTE:  This option is used by some HP SIM partner applications to point to their home page.

However, if no partner application is using this, selecting this option displays the HP SIM default
introductory page.

e Any specific system, cluster, or event collection view

Note: The default introductory page is only available when it is set as the Home page. If you want to
view this page when it is not set as your home page, reselect it as the Home page.

(Optional) If the introductory page is selected as your home page, customize the content on the page
by selecting or clearing the following options:

e Show "Do this now to finish the install" frame. If selected, this section appears on the Home
page.

e Show the "Did You Know?" image. If selected, the image in the bottom right corner of the Home
page appears.

(Optional) If you selected This collection, select a collection from the dropdown list, and then select
Automatically maximize workspace if you want to automatically maximize the workspace when this
collection is displayed as the home page.

Related topics

Navigating the Home page

Customizing the System Status panel

Customizing the System Status panel

%’-6/

NOTE:  Customizations done to the System Status panel are also displayed in the system status pop-up
window. To minimize the System Status panel, click the minimize icon (=) in the upper right corner of the
panel title bar. To maximize the System Status panel, click the maximize icon (E) in the upper right corner
of the panel title bar. To open the System Status panel in a new window, click the Open in New Window
icon.

Customize the System Status panel to display the following status information:

E//;;

Uncleared Event Status A count that indicates the number of uncleared event statuses that are Critical,
Maijor, Minor, and Normal for any given system collection. Each number is a hyperlink to a detailed
list of events with that particular status. By clicking the number, an event collection appears with those
particular events and their corresponding systems.

Health Status A count that indicates the number of systems, in a given system collection, that have
a system health status that is Critical, Major, Minor, and Normal. Each number is a hyperlink to a

detailed list of systems with that particular status. By clicking the number, a system collection appears
with those particular systems. Health status is not shown by default but can be configured to appear.

NOTE: The system health status information displays only when it is customized to display the
system health status.

Alarm  An alarm can be customized to appear for specific criteria for any given system collection.
The alarm alerts you that a particular criterion has been met by one or more systems in that collection.
For example, you might receive an alarm that a storage system has a critical uncleared event, or critical
health status. Because the System Status panel is continually updated, the alarm appears until the
event is cleared, the system is removed from the collection, or the alarm customization is changed so
that it no longer applies. If the System Status panel is collapsed, and an alarm occurs, it opens
automatically so that the alarm is visible. You can collapse the panel, but it continues to open as long
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as the alarm is relevant. To have the panel remain collapsed, you must clear the offending event or
system status or reconfigure the status display to no longer display alarms.

e Llegend of status icons  To display a list of status icons, click Legend in the System Status panel.
Legend information appears in a separate window and remains open until you close it. See “System
status types” for more information about default user templates.

[i-f/? NOTE: If the System Status panel is customized to have no status displayed, the timestamp does not
display.

To customize the System Status panel:

1. Click Customize in the upper-right corner of the System Status panel. The Customize System Status
page appears.

2. Select the first Show summary of, and then select uncleared event status or health status.

a. Select the system collection All Systems, or select another system collection from the dropdown
list.

b. Edit the Label if desired.

3. Select the second Show summary of, and then select uncleared event status or health status.

a. Select the system collection All Systems, or select another system collection from the dropdown
list.

b. Edit the Label if desired.
4. Select to Show an alarm when any system meets the condition.
a. Select the Condition.

b. Select the system collection All Systems, or select another system collection from the dropdown
list.

c. Edit the Label if desired.
5. Click OK to save changes.

Note: Clicking Restore Defaults returns the customization screen fo its default condition: only the
uncleared event status appears in the banner. Health status and the alarm are disabled. All personalized
information is removed.

Related topics

¢ Enlarging the System Status panel
¢ Navigating the Home page
e  Customizing the Home page

° System status types

Enlarging the System Status panel

The System Status panel can be enlarged to enable you to monitor system and event statuses. Click the
Open in New Window icon on the System Status panel title bar and the status panel pop-up window is
displayed. The window can be resized by clicking and dragging the sides of the window. To close the
window manually, click the Close Window icon. Otherwise, the window is closed if the HP Systems Insight
Manager (HP SIM) window is closed or refreshed, or you sign out of HP SIM.

The enlarged status panel window mimics the System Status panel. Whenever a status changes there, the
pop-up window is updated. Clicking one of the status values brings up the main HP SIM window and the
corresponding collection is displayed. For example, if you clicked the Maijor status value, the All Major
Systems table view page is displayed. This window can be customized using the options for customizing
the System Status panel. See “Customizing the System Status panel” for more information.
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The following are error messages that might be displayed:

o HP Systems Insight Manager is not configured to display any status.
To resolve this issue, close the window, customize the display of the System Status panel, and
re-launch.

o This window does not have a connection with the main HP Systems Insight
Manager window.

To resolve this issue, close the window.

NOTE:  The status panel pop-up window might not be displayed if you have a pop-up blocker configured
and running on your system. You must disable the pop-up blocker or configure it to allow the HP SIM
application to use pop-up windows.

NOTE:  If HP SIM is configured to enable session timeout, the status pop-up window no longer displays
the status when the session expires.

Utilizing RSS capabilities

Really Simple Syndication (RSS) is a data format based on eXtensible Markup Language (XML) that can be
used by applications and websites to provide content to other applications. HP SIM uses RSS to publish
System Status panel information that can be viewed in newsfeed programs.

RSS capabilities can be enabled in HP SIM by changing the rssfeedEnabled property in the
globalsettings.props. By changing this value, you can view the System Status panel information
in newsreaders and applications. Perform the following to enable RSS:

1. Stop the HP SIM service.
2. Inthe globalsettings.props file, set the rssFeedEnabled property to True. The file is located at:

e OnWindows It is typically located at C: \Program Files\HP\Systems Insight
Manager\config\globalsettings.props.
e OnHP-UXandLinux Itislocated at /etc/opt/mx/config/globalsettings.props.
3. Restart the HP SIM service.
4. Browse to http://server name:280/RSS to view the XML output for the current HP SIM status values.
The URL in step 3 can be used in RSS readers to view the same data.
Related procedure
A Customizing the System Status panel
Related topics
e Navigating the Home page

e  Customizing the Home page

Setting language locale
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You can set the language or locale in your operating system, in a command shell, or in your web browser
to English or Japanese and run HP Systems Insight Manager (HP SIM). Both the Central Management Server
(CMS) and the managed systems must support all the desired languages. The language is used to present
all the labels, menus, and status and error messages in HP SIM in the requested language. The GUI shown
in your browser appears in the preferred language of the web browser. Also, tools and tasks executed
interactively through the CMS have the same language used as the language the tool command line is
executed with on the target system. This enables your web browser to run tools, create scheduled tasks, and
manually run scheduled tasks in the preferred language. Likewise, the language setting of your command
shell is forwarded through the mxexec and mxtask command line commands to set the language for
executing a tool, manually executing a task, or creating a scheduled task when the command line for the
tool is executed on the target systems.
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The CMS also has another locale independent from any user sessions (see “Configuring HP SIM”), the CMS
Locale. Some of the features inherit this locale, such as logging files and e-mail messages sent by Automatic
Event Handling, which are neutral from any session.

Setting the web browser language or locale

When you configure your web browser and select the language you prefer, the HP SIM GUI displays the
date and time in the language requested by the browser, although the overall HP SIM GUI is displayed in
English or Japanese. The browser locale is also used to set the language and encoding in the Secure Shell
(SSH) command shell in which the tool command executes. The browser locale is saved on a scheduled task
when it is created and is used to set the language and encoding on the target system for Single-system Aware
(SSA) tools and on the execution system for Multiple-system Aware (MSA) tools. When you manually execute

a task, the current browser locale overrides the locale set in the scheduled task for this single manual execution
of the task (for SSA and MSA tools).

Configuring the language settings in Internet Explorer for Japanese

To set the preferred language settings to Japanese in Internet Explorer:

Select Tools—lInternet Options—[Languages]. The Language Preference window appears.
Click Add. The Add Language window appears.

Select Japanese from the list.

Click OK to add it to the language preference list.

Select Japanese in the language preference list and click Move Up until it is at the top of the list, or
select and remove any other languages listed here.

6. Click OK. Continue to click OK until you have closed all windows.

O~

Configuring the language settings in Mozilla for Japanese

To set the preferred language setting to Japanese in Mozilla:

1. Select Edit—Preferences. The Preferences window appears.

2. In the Category list on the left, select and open the Navigator dropdown list and select Languages.
The Languages view appears on the right.

Click Add. The Add Languages window appears.
Select Japanese from the list.
Click OK to add it to the language preferences list.

Select Japanese in the language preferences list and click Move Up until it is at the top of the list, or
select and remove any other languages listed here.

ok w

7. Click OK to save preferences and close the window.

Configuring the language or locale settings in Windows

To install and run HP SIM in Japanese mode, you must first set the Locale for the current user to Japanese.
See “Configuring Windows XP language settings for Japanese” or “Configuring Windows 2000 locale
settings for Japanese” for more information. After you have completed these steps, install HP SIM and it will
run in Japanese language mode. for more information about installing HP SIM, see the HP SIM user guides
located at HP SIM 5.2 Installation Guide ot hitp://h18013.www1.hp.com/products/servers/management
hpsim/infolibrary.html, and then select the appropriate guide for your operating system.

Configuring Windows XP language settings for Japanese

1. Select Start—Control Panel—>Regional and Language Options—Advanced.

2. Under Language to use for non-unicode programs, select Japanese.

3. Click Apply to apply changes.

4. Reboot the system.

After rebooting the system, open a command prompt window and execute the chep 932 (Japanese) and

chep 437 (English) to toggle between the two languages. The HP SIM CLI commands use the Code page
to determine what locale and encoding to output, as do the Command Prompt commands, such as dir.
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Configuring Windows 2000 locale settings for Japanese

1. Select Start—Settings—Control Panel—Regional Options—General.
2. Click Set default. The Select System Locale window appears.

3. From the dropdown list, select Japanese.

4. Click OK.

5. Click Apply.

6.

Reboot the system.

After rebooting the system, open a command prompt window and execute the chep 932 (Japanese) and
chep 437 (English) to toggle between the two languages. The HP SIM CLI commands use the Code page
to determine what locale and encoding to output, as do the Command Prompt commands, such as dir.

Configuring HP-UX and Linux language settings

Ensure that support for the desired languages and character map encodings are installed on the managed
systems (for SSA tools) and execution system (for MSA tools, usually the CMS). To verify the language settings,
execute:

locale -a

to see if the language and character map encodings you need are listed. Furthermore, if you want to run
command tools of the x-window command type, ensure that the X Display you select to display the X-Window
application has been configured to use the font lists required for that application and the requested language.
For Motif X Window applications (X clients), it might be enough to have the Common Desktop Environment
(CDE) configured for the language you want to display. It should have all the X171 resource file properties
for X11 Motif or Gnome widget set font lists configured with fonts that support the language and encoding
you want to use (for example, Japanese and SJIS), or you must configure the X resource file of your X clients
to set the specific font lists you want to use for each application. This process usually means running x1sfonts
to find out what fonts are installed, knowing what languages the X application supports, seeing how the
application sefs fonts in its app-defaults file, and then editing the X Resource file properties on the X
clients to configure the application font list properties.

Contiguring HP SIM

HP SIM has a configuration file that can be moditied to override locale settings that control:

e CMSlocale The locale of the CMS, which affects the language used in the CMS logs and e-mails
sent by Automatic Event Handling tasks

o Targetlocale The locale, character map encoding, code page, and LANG variables used when
executing a command on a remote system through SSH

This configuration file is globalsettings.props and is located:

. On Windows C:\Program Files\HP\Systems Insight
Manager\config\globalsettings.props.

e On HP-UX and Linux /etc/opt/mx/config/globalsettings.props.

CMS locale

By default, the CMS Locale is determined by the environment. On an HP-UX CMS, it looks for "LaNG="

in "/etc/rc.config.d/LANG" and uses that setting. On a Linux CMS, it looks for "LaNG=" in
"/etc/sysconfig/i18n" and "/etc/sysconfig/language" and uses that setting. On a Windows
CMS, it uses the default locale setting of the Java™ Virtual Machine, which is based on the locale setting
of the user account used to install HP SIM.

If the locale used by the CMS is not the desired locale, you can manually edit globalsettings.props
and add a line, such as CMSLocale=en US, or whatever locale you want to override the CMS locale.

Target locale

For HP SIM, the character map encoding for a locale might be different for each target operating system
and each language. To enable HP SIM to select the encoding to use for each target system (for SSA tools)
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or each execution system (for MSA tools, usually the CMS), HP has defined the format of some properties
that can be added to the globalsettings.props file. These properties provide the character map
encoding to use for each language on each operating system, what Code Page code to use for each language
on a Windows target and execution system, and the string that defines that encoding in the LANG environment
variable on a Linux or HP-UX system. Also, some properties define what to use for unsupported languages
on each operating system. The format of the property names are:

"TargetCharacterMapEncoding " + language + " " + os name + "=" + encoding
“TargetCodePage ” + language or encoding + “ ” + os name + ”"=" + code page
number "TargetLangEncoding” + encoding + “ ” + os_name + “=" + encoding string

where I1anguage is the two-character code for a language, os_name is the uppercase keyword for the
supported operating system (for example, LINUX, HPUX, WINNT), and encoding is the canonical name
for character map encoding for that |angucge on fhe operating system. The supported names can be found
in column 2 of the web page http:

The entries look like:
TargetCharacterMapEncoding ja LINUX=EUC_ JP
TargetCharacterMapEncoding ?? LINUX=IS08859 1-
TargetCharacterMapEncoding ja HPUX=SJIS
TargetCharacterMapEncoding ?? HPUX=IS08859 1
TargetCharacterMapEncoding ja WINNT=SJIS
TargetCharacterMapEncoding ?? WINNT=ISO08859 1
TargetCodePage ja WINNT=932
TargetCodePage ?? WINNT=437

For the Windows target and execution systems, these properties are used to choose the chcp command to
execute in the SSH command prompt shell, to force the language and encoding to set to execute the Windows
command line command. For example:

chep 932 (forces the language to Japanese Shift-JIS)
chep 437 (forces the language to US English with at least 1ISO-8859-1 support)

For Linux and HP-UX target and execution systems, the encoding is used with the locale to define the LANG
environment variable to be defined in the SSH environment on the target and execution systems. Example
values can be found by executing the 1locale -a command on these operating systems. For example:

LANG=en US.is088591

(US English language, 1SO-8859-1 encoding on HP-UX)
LANG=ja_JP.SJIS

(Japanese language, Shift-JIS encoding on HP-UX)
LANG=ja_JP.eucjp

(Japanese language, EUC-JP encoding on Linux)
LANG=en US.utfs

(US English language, UTF-8 encoding on Linux)

command line interface commands

HP Systems Insight Manager (HP SIM) provides a command line interface (CLI) in addition to the GUI. Many
functions available in the GUI are also available through the CLI.

HP SIM commands are installed in the following locations on the Central Management Server (CMS):
. HP-UX and Linux: /opt/mx/bin/
. Windows: C:\Program Files\HP\Systems Insight Manager\bin\
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ri’_-,//” NOTE: The Windows path varies if HP SIM is not installed in the default location.

See the Infrasctucture management using the HP SIM command line interface white paper at http://

h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html and the HP SIM 5.2 Command

Line Interface Reference Guide at http://h18013.www1.hp.com/products/servers/management/hpsim
infolibrary.html for more detailed information on CLI commands.

manpages

Viewing manpages on UNIX systems

You can use the man utility on HP-UX and Linux systems to format and display CLI command line usage
manpages. Use the following format to specify a manpage to view: # man [ sectionNumber ]
ManpageName .

HP-UX

e Cll command line usage manpages are specified as section TM.
o Cll Extensible Markup Language (XML) usage manpages are specified as section 4.
Examples: To view the command line usage or XML usage for the mxtask CLI, enter one of the following:

o

man mxtask displays the command line usage for the mxtask CLI.

o

man 1m mxtask displays the command line usage for the mxtask CLI.

e % man 4 mxtask displays the XML usage for the mxtask CLI.

Linux

e Cll command line usage manpages are specified as section 8.

e ClI XML usage manpages are specified as section 4.

Examples: To view the command line usage or XML usage for the mxtask CLI, enter one of the following:
e # man mxtask displays the command line usage for the mxtask CLI.

e # man 8 mxtask displays the command line usage for the mxtask CLI.

e # man 4 mxtask displays the XML usage for the mxtask CLI.

Viewing manpages on Windows systems

The HP SIM Windows manpages are available in the following folder:
Manager\hpwebadmin\webapps\mxhelp\mxportal\en\man. Double-click @ manpage file to view
the contents in a web browser.

Commands

%’-6/

The following table provides a complete list of HP SIM commands. For a detailed explanation of these
commands, click the manpage link to view an associated manpage or see the HP SIM 5.2 Command Line
Interface Reference Guide at http://h18013.www1.hp.com/products/servers/management/hpsim
infolibrary.html. Use your browser's back button to return to this page.

NOTE: In the following table, the manpage section numbers for CLI command line usage manpages are
different for each operating system . The CLI command line usage manpage section number is 1M for HP-UX
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and Windows, and 8 for Linux systems. The CLI XML usage manpage section number is 4 for all operating

systems.
Command Functionality Available manpages
mcompile Compiles an SNMP Management mcompile(1M, 8)
Information Base (MIB) file into an
infermediate format configuration (CFG)
file for importing info HP SIM using the
mxmib command.
mxagentconfig Configures Secure Shell (SSH) on a mxagentconfig(1M, 8)
managed system by copying the Central
Management Server public key to a user's
SSH key directory and then opg.)ending that
key to the authenticated keys file. The user
must be a valid SSH user on the managed
system before running this command.
mxauth Enables administrative rights users to mxauth(1M, 8),
manage HP SIM authorizations. mxauth(4)
mxcert Creates a new certificate, imports a signed | mxcert{1M, 8)
or trusted certificate, removes a certificate,
lists certificates, generates a certificate
signing request, notes whether to require
trusted certificates, upgrades certificate
from HP SIM 4.x, and synchronizes public
certificate with the System Management
Homepage share directory.
mxcollection Adds, modifies, removes, and lists mxcollection(1M, 8),
collections. mxcollection(4)
Note: mxcollection XML file
components and tags are case-sensitive.
mxexec Executes HP SIM tools, with associated mxexec(1M, 8)
arguments, on specific HP SIM managed
systems or system groups, verifies the status
of running tools, and enables a
administrative rights user to kill or cancel
a running fask.
mxgetdbinfo Displays information about the HP SIM mxgetdbinfo(1M, 8)
database.
mxgethostname Prints the name, IP address, or information | mxgethostname(1M, 8)

about the local host in HP SIM.

mxglobalprotocolsettings

Manages global protocol settings from an
XML file or the command line. This
command lists global protocol settings in
detailed or XML format.

mxglobalprotocolsettings(1M, 8)

mxglobalprotocolsettings(4)

mxglobalsettings Manages the global settings in HP SIM. | mxglobalsettings(1M, 8)
mxinitconfig Performs initial configuration for the CMS. | mxinitconfig(1M, 8)
Note: For best performance, running
mxinitconfig is not recommended after
HP SIM is configured.
mxlog Logs an entry to the log file or standard mxlog(1M, 8)
out.
mxmib Adds, deletes, and processes a list of MIBs | mxmib(1M, 8)
for HP SIM and lists registered MIBs and
traps for a specific registered MIB.
mxngroup Enables you to create, modity, remove, mxngroup(1M, 8)
and list system groups in HP Systems Insight
Manager. mxngroup(4}
mxnode Adds, modifies, identifies, removes, or lists | mxnode(1M, 8),
systems in HP SIM. mxnode(4)

Viewing manpages on Windows systems
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Command Functionality Available manpages
mxnodesecurity Adds, modifies, or removes security mxnodesecurity(1M, 8),
credentials for SNMP and Web-Based mxnodesecurity(4)
Enferprise Management (WBEM) profocols.
Also verifies the certificate used for WBEM.
mxoracleconfig Enables you to configure HP SIM to use an | mxoracleconfig(1M, 8)
Oracle database. This command does not
initiate the database.
mxpassword Adds, lists, modifies, or removes passwords | mxpassword(1M, 8)
stored in HP Systems Insight Manager. The
passwords are displayed in clear text for
readability.
mxquery Adds, lists, modifies, or removes queries | mxquery(1M, 8),
in HP Systems Insight Manager. mxquery(4)
Note: The use of categories in mxquery has
been deprecated in favor of
mxcollection. Using cat works for
mxquery in this release, but you should
use mxcollection for creating and
manipulating collections (previously known
as queries).
mxreport Enables users with sufficient privileges to | mxreport{(1M, 8),
run reports and add, delete, and list reports 4
and report categories. mxreport{d)
mxstart Starts the HP SIM daemons. mxstart(1M, 8)
mxstm Adds, removes, and lists System Type mxstm(1M, 8)
Manager rules.
mxstop Stops the HP SIM daemons. mxstop(1M, 8)
mxtask Lists, executes, removes, creates, and mxtask(1M, 8),
changes ownership for HP SIM scheduled
tasks using the command line or an mxtaskid)
external XML file.
mxtool Enables you to add, list, modify, or remove | mxtool(1M, 8),
HP SIM tools. mxiool(4)
mxtoolbox Enables administrative rights users to add, | mxtoolbox(1M, 8) ,
rename, describe, disable, enable, remove
ne, : : ) ] (4)
and list HP SIM toolboxes. muxtoolbox(4
mxuser Adds, modifies, removes, or lists usersin | mxuser(1M, 8) ,
HP SIM. Enables you to assign
authorizations for created users and user mxuser(d)
groups.
mxwbemsub Enables you to add, list, delete, or move | mxwbemsub(1M, 8)
WBEM event subscriptions from systems
managed by the CMS. This command
requires access fo a file that only allows
administrative rights user access.

Entering commands

Permissions

On an HP-UX or Linux CMS, you can log in to the operating system as any valid HP SIM user and use the
CLI (not all CLI functionality is available to all users; some functions are only available to users with
administrative rights or operator configuration rights on the CMS). On a Windows CMS, some commands
require that the user be a member of the local Administrators group. This list includes:

U mxagentconfig
U mxauth

(] mxcert
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. mxcollection

° mxexec

o mxglobalprotocolsettings
o mxglobalsettings
o mxlog

° mxmib

o mxngroup

o mxnode

o mxquery

° mxreport

° mxstm

° mxtask

° mxtool

° mxtoolbox

o mxuser

U mxwbemsub

On a Windows CMS, if you are not a member of the local Administrators group, add the options --user
username and --pass password when running any of the listed CLI commands. For example, to list
information about one or more authorizations in compact or table form, enter mxauth [-1t] --user
username —-pass paSSWOrd.

On a Linux or HP-UX CMS, you can add the options ~-user username and --pass password to
a command to run it under a different account from the one that is signed-in. For example, if you have
operator rights, and you want to remove multiple authorizations by specifying an input file, which requires
administrative rights, enter mxauth -a|r -f filename --user username --pass password
and use the sign-in information of a administrative rights user.

Quotation marks

When you enter a CLI command with a string that includes spaces or special characters, you must enclose
the string in quotation marks. For example: mxreport -1 -x report -n "Inventory - Servers".

Related topics
e Signing in
e  Signing out

Resource library

This section provides HP Systems Insight Manager (HP SIM) documentation links to help you perform tasks,
troubleshoot problems, learn more about various features, and more.

e Automating Software Maintenance in an HP Environment
See the Aufomating Software Maintenance in an HP Environment white paper at hitp://
h18013.www1.hp.com/products/servers/management/agents/documentation.html.

e Changing the HP SIM system name
See the Changing the HP SIM 5.x system name white paper at http://h18013.www1.hp.com/products
servers/ management/hpsim/infolibrary.html.

e Compiling and Customizing SNMP MIBs with HP SIM

See the Compiling and customizing SNMP MIBs with HP SIM white paper at http://
h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.
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e Configuring or Repairing Agents

For more information, see “Configuring or repairing agents”.

e Creating custom tool definition files for HP SIM
See Creating custom tool definition files for HP SIM white paper at http://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html.

o  Deploying HP SIM on MSCS Clusters
See the Deploying HP SIM 5.x on MSCS Clusters white paper at hitp://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html.

e  Getting Started with HP SIM 5.0 in a smaller Windows environment
See the Getting started with HP SIM in a smaller Windows environment white paper at http://
h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.

¢ Installing the System Management Homepage individually (without using HP SIM)

See the System Management Homepage Installation Guide ot http://h18013.www1.hp.com/products/
servers/management/agents/documentation.html.

¢ Installing version control individually (without using HP SIM)

See the HP Version Control Installation Guide at http://h18013.www1.hp.com/products/servers
management/agents/documentation.html.

e Installing and using the HP Proliant Essentials HP Performance Management Pack Data Migration Tool
See the HP Proliant Essentials Performance Management Pack Data Migration Tool Installation and
User Guide at http://www.hp.com/products

e Installing HP SIM

See the HP SIM user guides located at HP SIM 5.2 Installation Guide at hitp://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html, and then select the appropriate guide for your

operating system.

e Using the HP SIM command line interface

See the .HP SIM 5.2 Command line Interface Reference Guide at hitp://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html.

e Learning more about the Proliant or Integrity Support Packs

e Toread about the HP Proliant Support Pack, see http://h18013.www1.hp.com/manage/psp.html.
e To download the HP Proliant Support Pack, see hitp://www.hp.com/servers/swdrivers.
e To download the Integrity Support Pack, see http://www.hp.com/support/itaniumservers.

¢ learning more about the Proliant Remote Deployment Utility

To read about the Proliant Remote Deployment Utility, see hitp://h18013.www1.hp.com/manage/

rdu.html.

e Managing WBEM Event Subscriptions for HP-UX Systems with HP SIM

See the WBEM subscriptions in HP SIM white paper at http://h18013.www1.hp.com/products/servers/
management/hpsim/infolibrary.html.

e Managing HP servers through firewalls with HP SIM
See the Managing HP servers through firewalls with HP SIM 5.x white paper at http://
h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.

e Manually Migrating to HP SIM

See the Migrating from Insight Manager 7 to HP SIM 4.2 white paper at http://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html.
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MIB Support - Out of the Box

See the HP Insight Management MIB update kit for HP SIM at hitp://h18013.www1.hp.com/products
servers/management/hpsim/dl_windows.html#windows.

Moving HP SIM to a new system

See the Moving HP SIM 5.1 to a new Windows system white paper at http://h18013.www1.hp.com/
products/servers/management/hpsim/infolibrary.html.

Receiving HP driver, support, and security alerts, plus software updates customized to your HP products

See hitp://www.hp.com/go/subscribe-gatel.

Setting up managed systems

See “Setting up managed systems”.

Technical documentation
See Technical documentation at http://docs.hp.com/en/index.html.

Transitioning to HP SIM

See the Migrating from Compagq Insight Manager (WIN32) to HP SIM white paper at hitp://
h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.

Understanding HP SIM Security

See the Understanding HP SIM 5.0 security white paper at hitp://h18013.www1.hp.com/products
servers/management/hpsim/infolibrary.html.

Using the HP Proliant Essentials Server Migration Pack

See the HP Proliant Essentials Server Migration Pack User Guide at hitp://www.hp.com/products
pmp.

Using Secure Shell (SSH) in HP SIM

See the Secure Shell (SSH) in HP SIM 5.x white paper at http://h18013.www1.hp.com/products/
servers/management/hpsim/infolibrary.html.

Using HP OpenView

See the HP SIM 5.1 and HP OpenView Select Access white paper at http://h18000.www1.hp.com/

products/servers/management/hpsim/infolibrary.html.

Using HP SIM with HP StorageWorks Management Software

See the Using HP Systems Insight Manager with HP StorageWorks Management Software white paper
t hitp://h20000.www2.hp.com/bc/docs/support/SupportManual/c00057439/c00057439.pdf

Viewing the entire HP SIM Online Help System in a PDF

See the HP Systems Insight Manager 5.2 User Guide at http://h18013.www1.hp.com/products

servers/management/hpsim/infolibrary.html.

Viewing the HP SIM Read Me file online

See the HP SIM Readme at http://h18013.www1.hp.com/products/servers/management/hpsim

infolibrary.html.

Viewing the entire System Management Homepage Online Help in a PDF

See the System Management Homepage Online Help at hitp://h18013.www1.hp.com/products

servers/management/agents/documentation.html.
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e Viewing the entire HP Version Control Agent Online Help in a PDF
See the HP Version Control Agent Online Help at hitp://h18013.www1.hp.com/products/servers

management/agents/documentation.html.
¢ Viewing the entire HP Version Control Repository Manager Online Help in a PDF

See the HP Version Control Repository Manager Online Help ot http://h18013.www1.hp.com/products/
servers/management/agents/documentation.html.

Related topics

e Troubleshooting
o Getting started

e Partner applications
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5 Discovery and identification

Discovery is the process of finding systems in the management domain so that they can be managed from

the Central Management Server (CMS) by HP Systems Insight Manager (HP SIM).

There are two types of discovery:

e  Automatic discovery  The process that HP SIM uses to find and identify systems on your network and
populate the database with that information. A system must first be discovered to collect data and track
system health status. The primary source for automatic discovery is ping sweeps configured in the
automatic discovery tasks page. Other sources might include receiving events from unknown systems
or from a management processor that has information about a server. Identification automatically runs
on discovered systems.

e Manual discovery  Manual discovery is the process that enables you to bypass a full automatic
discovery and add single or multiple systems to the database, create or import the HP SIM database
hosts file, and create or import a generic hosts file.

You can only perform discovery if you have administrative rights.

Automatic discovery

The option Automatically discover a system when an event is received from it is disabled by default,
but can be enabled by selecting it in the General Settings for All Discoveries section. For discovery to
run, you must enable the default System Automatic Discovery task by selecting Options—Discovery,
selecting the default task, and then clicking Enable. HP recommends editing this task to ensure that the IP
range is correct.

To access the General Settings for All Discoveries section, select Options—Discovery, click the
Automatic tab, and then click Configure general settings. In the section, Do this now to finish the
installation, on the introductory page, click Automatic, or from the Manage section of the Homepage,
click discovery.

Alternatively, you can click Edit, instead of Enable, to edit and save the task. In the Schedule section,
select Automatically execute discovery every, and then set the discovery time. If you disable automatic
discovery, no new automatic discovery is performed until you enable automatic discovery by visiting the
Discovery page and making your selections. You can also perform a manual discovery any time that you
choose. See “Configuring automatic discovery” for more information about scheduling automatic discovery.

HP SIM performs automatic discovery using the Internet Protocol (IP).

Internet Protocol

HP SIM discovers systems running the IP when it pings systems in a listed range of addresses. It defaults to
the local subnet, a range that corresponds to the IP addresses assigned to the system where HP SIM is
running. You can change the address list fo indicate other systems or segments of the network that you want
HP SIM to discover.

Web Agents are not discovered unless HTTP is enabled on the Global Protocol Settings page in the HTTP
settings (default) section. To enable HTTP, see “Setting global protocols” for information. To ensure that
clusters are discovered in automatic discovery, the cluster IP address and all node addresses must be listed
in the section, Ping inclusion ranges, system (hosts) names, templates, and/or hosts files. To access
the Configuration section, click the Automatic tab, and then click New for a new discovery task, or click
Edit to edit an existing discovery task.

HP SIM uses a globally unique system identifier obtained from the system to help identify HP systems with
multiple IP addresses. If no unique identifier can be obtained, the fully qualified Domain Name Service (DNS)
names of the systems are used for each IP. To ensure systems are resolved, for each IP address, the fully
qualified DNS names must match.

Event-based automatic discovery

Event-based automatic discovery is disabled by default. You can enable this feature by selecting
Automatically discover a system when an event is received from it. Event-based automatic discovery
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adds any systems that send SNMP traps, WBEM indications, or other events to HP SIM that do not have a
matching IP address in the database. The option, Ping exclusion ranges, templates, and/or hosts files,
allows the entry of any IP addresses that you want excluded from event-based automatic discovery. If SNMP
is disabled on the Global Protocols Settings page under Options—Protocol Settings—Global Protocol
Settings, then SNMP traps are ignored. If WBEM is disabled, WBEM indications are also ignored.

NOTE: With the exception of the SNMP Authentication Failure trap, all traps trigger an automatic discovery.

Discovery templates
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Discovery templates are files that can be used by automatic discovery instead of typing addresses directly
into the fields, Ping inclusion ranges, system (hosts) names, templates, and/or hosts files or Ping
exclusion ranges, templates and/or hosts files. The templates can be used as a way to quickly change
the scope of automatic discovery and are used each time discovery runs. To access the discovery template
section, click the Automatic tab from the Discovery page and then click Manage templates.

For example, you can configure a discovery template with a broad range of addresses that are discovered
infrequently when you want to issue a broad range ping. When necessary, the template can be used to
input the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files field of the Edit
Discovery section. To access this section, select Options—Discovery, click the Automatic tab, and then
click Edit. The templates also enable you to quickly change the scope of discovery without having to cut
and paste addresses or manually reenter the ranges.

After creating a discovery template, to reference it in automatic discovery, enter @template name in the
fields Ping inclusion ranges, system (hosts) names, templates, and/or hosts files or Exclusion
ranges, templates and/or hosts files. See “IP ranges” for more information.

NOTE: Because discovery now supports multiple schedules and configurations (ranges), the need for
templates is significantly reduced. HP recommends that you leverage several different discovery schedules
and configurations instead of using discovery templates.

NOTE: A single discovery template cannot include both included and excluded ranges. You must create
a separate template for use in each field of automatic discovery. Template files cannot be nested, that is, a
template file cannot contain another template file name through the @template name reference.

When configuring automatic discovery, the format of a discovery template is the same as that used in the
Ping inclusion ranges, system (hosts) names, templates, and/or hosts files and Ping exclusion
ranges, templates and/or hosts files.

Access discovery templates by clicking Manage templates under the section, For all automatic discoveries
section on the Discovery page. See “Managing discovery templates” for information about creating a
discovery template file.

First discovery

You can start a discovery in the following ways:

e Execute discovery immediately from the Discovery—Automatic page, select the discovery task, click
Edit to configure the discovery task for your environment, and then click Run Now. The discovery
process starts immediately. The discovery progress is updated as the systems are discovered, until the
discovery process is complete.

e Allow sufficient time for a complete discovery and identification to be performed. Times vary, depending
on your network, bandwidth, and discovery settings. In most cases, the discovery process finds all
systems by pinging the network.

Subsequent discoveries

You can run discovery any time from the Discovery—Automatic page. For subsequent discoveries, you
can specify the subnets or systems to interrogate and the schedule to follow.

For the most comprehensive discovery and identification, always select SNMP, Desktop Management Interface
(DMI), Web-Based Enterprise Management (WBEM), and HTTP as the protocols on the Options—Protocol
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Settings—Global Protocol Settings page. Configure default community strings and WBEM passwords
on the Global Protocol Settings page. See “Global protocols” for additional information.

Status indicators let you know when discovery is running, and the column, Last Run, displays running, the
percentage of completion, the number of pings attempted, and the systems processed. A processed
system is one in which the IP address has been either identified or found unresponsive. However, a processed
system is not always added to the database.

Manual discovery
Manual discovery enables you to bypass a full discovery. With manual discovery, you can:

e Add a single system to the HP SIM database
e Add multiple systems to the HP SIM database through hosts files
e Create and import an HP SIM hosts file

e Import a hosts file that was created or exported from Insight Manager (WIN32); the hosts file automates
the process of adding systems or restoring system information

e Create or import a generic hosts file to automate the process of adding systems or restoring system
information

e Set up systems before they are physically connected to the network
The system is added to the database using the IP address as the system name. After the system is
connected fo the network and identification runs, the system name is updated with the system name
instead of the IP address.

To access the manual discovery page by:

e  Select Options—Discovery and click the Manual tab

e  Click Manual in the Do this now to finish the installation section of the introductory page

e  Click discovery in the Manage section of the Home page

Hosts files

Hosts files are used by manual discovery to manually add multiple systems to the HP Systems Insight Manager
(HP SIM) database, and are usually used only one time to import systems. You can use an existing hosts file,
a file created from the HP SIM database, or an HP SIM exported hosts file as the basis for adding systems.
Typically, the file contains a listing of the names of systems, system IP addresses, and any alias names that
are used for the system.

Importing the hosts file bypasses the need for immediate discovery. For example, in the case of a catastrophic
system failure, you could import a backup hosts file as the basis for reconfiguring your management
environment and automatically repopulating the database. Adding the systems using the hosts file utility
does not replace systems in the database. For example, if a system listed in the hosts file has the same IP
address as an existing system, the duplicate is ignored. Any systems that previously existed in the database
are not modified.

You can import hosts files from the following sources:

e The HP SIM database, which imports the system data, creates a hosts file, and sorts the data types
according to your selection

e Another system that has an existing hosts file

To create and manage hoss files, click the Hosts Files tab on the Discovery page.

Options for adding a single system

e Know the IP address or host name of the system. If you know at least one of these, HP SIM can find the
other by validating the information with the Domain Name Service (DNS) for the network.
e To add a cluster and its nodes, enter each IP address separately.

e Decide if you want to set the system type, subtypes, or Web-Based Enterprise Management credentials
as well as the product model.
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e Specify the Web-Based Enterprise Management Settings for the system on the System Protocol
Settings page. You can override the default user name and passwords by selecting use values
specified below and entering appropriate user names and passwords.

e Specify the SNMP settings for this system to be unique or match the global discovery settings. The
current system default settings are displayed. If you override the default and specify a different value,
that community string must be supported on the system. If it is not and one of the defaults is supported,
HP SIM reverts back to the default value. When manually adding a single system, you can modify the
following settings:

timeout The amount of time HP SIM waits for an SNMP response when it
sends a request to the system. The default timeout value appears.
If a response is not received within time interval, HP SIM might
defermine that the system does not support SNMP. Decreasing
this value can cause increased network traffic because the rate of
refry attempts is increased. Use caution when changing this value.
A value of three seconds usually works for a LAN. However, if
systems are connected through a WAN, try a higher value, for
example, 10 seconds.

refries The number of additional times after the first attempt is made to
communicate with a system before the attempts stop.

community strings A community string sets up authentication that enables or prohibits
communication between the managed system and the CMS. The
CMS community string of the must match the community string of
the managed system. Use the read-only community string fo read
variables. Use the write community string to modify variables.
Although only one community is valid for a communication attempt,
a system can belong to multiple communities. However, HP SIM
uses only one community string when communicating with a
system.

%_"/ NOTE: If an IP address is used to manually add a single system, it must be properly resolved to a system
name for the name to be displayed in the GUI.

See “Adding a system manually” for the steps to add a single system to the database.
Related procedures

e  Configuring automatic discovery

e  Configuring automatic discovery general settings

e  Creating a new discovery task

e  Editing a discovery task

e  Disabling or enabling a discovery task

o Deleting a discovery task

¢ Running a discovery task

e  Creating a new discovery template file

e  Editing a discovery template

e Deleting a discovery template

e Adding a system manually

o  Creating a new hosts file

e Editing a hosts file

e Deleting a hosts file

e Adding systems in a hosts file to the HP SIM database
Related topics

e Managing hosts files

e Managing discovery templates

e |dentification
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e Discovery filters
e Data collection
e  Status polling

e  Protocols

e Discovery and identification

Configuring automatic discovery
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When you access the Automatic tab on the Discovery page, a table displays a list of all available discovery
tasks. You can configure multiple instances of discovery with each instance having its own schedule and set
of inclusion ranges. When a discovery task is executed, the Last Run column is updated to display its
progress, including the percentage of completion.

Automatic discovery and completion percentages are calculated by weighting two factors: the ping sweep
(performed on each host) is 10% of the process; the system identification is 90% of the process. If no host
is found on an IP address, the system identification is considered complete. For example, you have 100
hosts in your discovery range. If 50 hosts have been pinged, but only 10 identified, you have: 50/100 *
.10 = 0.05 (ping sweep) 10/100 * .90 = 0.09 (identification) 0.05 + 0.09 = 0.14 * 100 = 14% (total
completed percentage).

NOTE: Only one discovery task can run at a time. If you select to run more than one discovery task, the
percentage in the Last Run column remains at 0% until the currently running task is complete.

Under the For all automatic discoveries section, the following options are available:

o  Configure general settings  Used to configure settings that apply to all discovery tasks. See “Configuring
automatic discovery general settings” for more information.

e Manage templates  Used to manage discovery templates. See “Managing discovery templates” for
more information.

e  Configure global protocol settings  Used to configure global protocol settings. See “Setting global
protocols” for more information.

Note: To discover clusters correctly, SNMP must be enabled with the correct security settings on HP
Systems Insight Manager (HP SIM) and running on the target systems.

Note: Desktop Management Interface (DMI) identification is only supported on Windows and
HP-UX-based Central Management Server (CMS) installations and only like operating systems are
identified. For example, a Windows-based CMS identifies only Windows-based DMI systems, and an
HP-UX-based CMS identifies only HP-UX-based DMI systems.

From the Automatic tab, you can also:

e  Create a new discovery task  Click New and the New Discovery section appears. See “Creating a
new discovery task” for more information.

o Edit an existing discovery task  Select a task from the table,and click Edit. The Edit Discovery
section appears. See “Editing a discovery task” for more information.

e Enable or disable a discovery task  Select a task and click Disable to disable the schedule of an
enabled task. If a task is disabled, the button changes to Enable. To resume automatic execution of
the task, click Enable. See “Disabling or enabling a discovery task” for more information.

e Delete an existing discovery task  Select a task from the table and click Delete. See “Deleting a
discovery task” for more information.

e Runadiscovery task  Select the task you want to run and click Run Now. When a task is running,
the Run Now button changes to a Stop button. See “Running a discovery task” for more information.
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NOTE: Two discovery tasks cannot be running at the same time. The second task displays 0%
completion until the first task is completed.

Stop a discovery task from running  Select the running task and click Stop. See “Running a discovery
task” for more information.

View HP Storage Essentials discovery status ~ When HP Storage Essentials is installed, its discovery
status is displayed with a link to the HP Storage Essentials discovery log.

Configure HP Storage Essentials global application settings ~ When HP Storage Essentials is installed,
the Automatic tab includes a link to the HP Storage Essentials global application settings configuration

page.

Related procedures

Configuring automatic discovery general settings
Creating a new discovery task

Editing a discovery task

Disabling or enabling a discovery task

Deleting a discovery task

Running a discovery task

Creating a new discovery template file

Editing a discovery template

Deleting a discovery template

Setting global protocols

Related topics

Discovery and identification
Managing discovery templates

IP ranges

Creating a new discovery task
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HP Systems Insight Manager (HP SIM) ships includes one default discovery task (System Automatic Discovery).
However, you can create a new discovery task to discover specific systems. For example, if you want to
discover systems in a specific IP address range. You can set the task to run at scheduled times using specific
ping inclusion ranges, templates, or hosts files.

To create a discovery task:

1.

Select Options—Discovery. The Discovery page appears with the Automatic tab selected.

2. To create a new discovery task, click New. The New Discovery section appears.
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In the Name field, enter a name for the task. This field is required.

In the Schedule section, select Automatically execute discovery every, and then enter how often
the task should run. The default frequency, is once per day. If you clear the Automatically execute
discovery every option, the task is disabled after it is created.

In the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files field, specify
the IP addresses to include for pinging. If you want to use this task to discover SMI-S storage systems,
include the IP address of each SMI CIMOM. You can also enter Simple or Fully Qualified Domain
Names (FQDN) host names. However, you cannot enter a range of host names. See “IP ranges” for
more information about entering IP ranges. To use an existing hosts file, enter the hosts file name in the
following format: $HostsFileName .

If a hosts file is used, only the systems that are accessible and match the discovery filter criteria are
added to the database.

To save the task, click OK, or to close the New Discovery section and not save any settings, click
Cancel.

Note: If you have selected a large number of systems, the following message appears, stating The
automatic discovery task is configured with a large number of addresses:
[NuM] . Click OK to continue, or click Cancel to change the IP address range.

Note: The OKbutton is disabled until you enter text in the Ping inclusion ranges, system (hosts)
names, templates, and/or hosts files box.

Creating an automatic discovery task using the command line interface

Users with administrative rights can use the mxtask command to create an automatic discovery task from
the command line interface (CLI).

See “Using command line interface commands” for information about accessing the manpage.

Related procedures

Configuring automatic discovery general settings
Editing a discovery task

Disabling or enabling a discovery task

Deleting a discovery task

Running a discovery task

Related topics

Discovery and identification

IP ranges

Configuring automatic discovery 99



Editing a discovery task

When editing an existing discovery task, because all fields are prepopulated with existing information, you
can edit only the fields that you want to edit.

To edit an existing discovery task:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.
2. Select the task to be edited and then click Edit. The Edit Discovery section appears.

3. In the Name field, enter a name for the task. This field is required.
4

In the Schedule section, select Automatically execute discovery every, and then enter how often
the task should run. The default frequency, is once per day. If you clear the Automatically execute
discovery every option, the task is disabled after it is created.

5. In the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files field, specify
the IP addresses to include for pinging. If you want to use this task to discover SMI-S storage systems,
include the IP address of each SMI CIMOM. You can also enter Simple or Fully Qualified Domain
Names (FQDN) host names. However, you cannot enter a range of host names. See “IP ranges” for
more information about entering IP ranges. To use an existing hosts file, enter the hosts file name in the
following format: $HostsFileName .

If a hosts file is used, only the systems that are accessible and match the discovery filter criteria are
added to the database.

6. To save the task, click OK, or to close the New Discovery section and not save any settings, click
Cancel.

Note: If you have selected a large number of systems, the following message appears, stating The
automatic discovery task is configured with a large number of addresses:
[nuM] . Click OK to continue, or click Cancel to change the IP address range.

Note: The OKbutton is disabled until you enter text in the Ping inclusion ranges, system (hosts)
names, templates, and/or hosts files box.

Related procedures

e Configuring automatic discovery general settings
o  Creating a new discovery task

e  Disabling or enabling a discovery task

¢ Deleting a discovery task

e Running a discovery task

Related procedures

e Discovery and identification

e [P ranges

Disabling or enabling a discovery task
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You can disable or enable an existing discovery task.

It you disable a task, the Schedule column displays a message that the task is disabled. You might want
to disable a task if you know your network is not going to change, or if you want to limit network traffic.

If a task is enabled, the Schedule column displays the schedule for the task.

NOTE: Manually running a disabled task by selecting the task and then clicking Run Now does not enable
the task for future discoveries.

To disable or enable a discovery task:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.
2. Select the task to disable or enable.

3. Click Disable to disable a task, or if the task is already disabled, click Enable to resume the automatic
execution of a task.
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Related procedures

e  Configuring automatic discovery general settings
e  Creating a new discovery task

e  Editing a discovery task

e Deleting a discovery task

e Running a discovery task

Related topics

A Discovery and identification

Deleting a discovery task

You can delete discovery tasks that are no longer necessary. You cannot delete the Default Discovery task.
If you select the Default Discovery fask, the Delete button is disabled.

To delete a discovery task:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.
2. Select the tasks to delete, and then click Delete. A confirmation box appears.
3. To delete this task, click OK, to cancel the deletion process, click Cancel.

Related procedures

o  Configuring automatic discovery general settings
o  Creating a new discovery task

o  Editing a discovery task

e  Disabling or enabling a discovery task

e Running a discovery task

Related topics

e  Discovery and identification

e [P ranges

Running a discovery task

You can manually select and run any existing discovery task at any time. For example, if you add a new
system that has not been discovered, you can manually run a discovery task to discover and begin managing
the system. You can also stop a task that is running.

To run or stop a discovery task:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.
2. Select the discovery task that you want to run, and then click Run Now. The task runs immediately.

The Run Now button changes to Stop when a task is running. To stop a task, select the task and click Stop.
Related procedures

e  Configuring automatic discovery general settings

e  Creating a new discovery task

e  Editing a discovery task

e Disabling or enabling a discovery task

e Deleting a discovery task

e Creating STM rules

Related topics

e Discovery and identification

e [P ranges
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System types

There are many different sysfem types in HP Systems Insight Manager (HP SIM). All of these types are
available on the General Settings for All Discoveries page, with the exception of clusters, complexes,
racks, and enclosures. These types are not listed because they are not discovered directly. For example, a
cluster is typically discovered through a cluster node. If you enable discovery filters and select some system
types, HP SIM attempts to discover systems that fit those types the next time automatic discovery run. The
following is a list of system types recognized by HP SIM during discovery.

Application  An application references an application running on a server. HP SIM currently does
not create systems of this type, but HP SIM or an HP Essential might do so in the future.

Cluster A cluster is a virtual computer usually made up of several servers clustered together with
special software. Clusters are typically part of a faulttolerant configuration. If a system is expected to
be a cluster but not identified as such, ensure that the agents are properly configured on the cluster
nodes and that it is a supported cluster environment.

Complex  Computer systems that support multiple hardware partitions are referred to as a complex.
For example, the HP Integrity Superdome systems support multiple hardware partitions within a single
complex.

Desktop A small computer system typically located at a user's desk.

Enclosure A physical container for a set of blades servers. An enclosure contains a backplane that
routes power and communication signals and additional hardware for cabling and thermal issues. It
also hosts the processor and server power supplies.

Environmental Monitor A device that monitors the environment around a system, rack, or other
hardware component. These systems typically monitor temperature, the presence of smoke, and security.

Handheld A Personal Digital Assistant (PDA) or small computer that fits in your hand.

Hub  Also called a repeater, this simple device is used to extend the number of ports available on
the network.

KVM switch A keyboard, video, and mouse switch that is used to enable a single keyboard, video
monitor, and mouse to be shared by multiple systems that can be network-enabled.

Management Processor  Usually a small firmware-based system that is embedded in a server or other
server-related hardware (such as an enclosure), and typically provide only management capabilities.
The Integrated Lights-Out (iLO) card is an example of a management processor.

Notebook A computer that is portable.

Partition  Certain systems and operating environments can be flexibly configured into partitions, each
of which can run a separate instance of the operating system. Partitions provide protection that prevents
software errors in one partition from interfering with another partition. Server systems that allow hardware
partitions can also keep hardware errors from interfering with another partition.

Power Distribution Unit A device that provides power to multiple systems in a rack, and can remotely
control powering systems on or off.

Power supply A device that supplies power to the servers on your network.
Printer A device typically attached to the network that is used for printing.

Rack A nonaddressable piece of hardware used to house servers, enclosures, or networking
equipment. A rack created by HP SIM usually contains several enclosures.

Resource Partition  Set by users through the RPM Package Manager. This partition is limited to specific
resource quantities and rules that allow the dynamic reallocation of processors and memory.

Remote Access Device A device used to enable remote users to dial into an intranet through a phone
line or over a LAN to an intranet.
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Router A networking device used to route network packets.

Server A computer on a network that is dedicated to a particular purpose. For example, saving files,
running print jobs, or housing a database server.

Shared Resource Domain A collection of compartments, all of the same type, that share system
resources. The compartments can be npars, vpars, psets, or fss groups.

Storage Device A disk drive array that usually supports RAID levels and is accessed over a Fibre
Channel Storage Area Network (SAN).

Switch A network device, similar to a router, that uses hardware-based switching technology to route
packets quickly on the network.

Tape library A storage device that contains one or more tape drives, usually for backup purposes.

Thin client A remote system connecting to a terminal server, which is a computer that has no disk or
local storage and enables you to connect through terminal server packages to a central server or remote
desktop.

Uninterruptible Power Supply (UPS) A battery backup that provides power for servers or other
computers.

Unknown  In HP SIM, Unknown is a status indicating that none of the built-in or System Type Manager
(STM) based tasks could identify the system. However, some management protocol was detected on
the system. Servers might be listed as Unknown for the following reasons:

e You must be able to ping the system from the server where HP SIM is running. You can issue the
ping command from a command or terminal window, or you can ping from HP SIM by selecting
the unknown server, selecting the Diagnose and Ping options, and then following the on-screen
instructions.

e Try running the Configure or Repair Agents settings tool located in the Configure menu.

o If the system supports SNMP, it might be that the type is new or is a third-party system that is not
identified by default. See “Global protocols” and “System tab” for more information. You can use
the System Type Manager (STM) tool to add a new type. See “Creating STM rules” for more
information.

e Community strings in HP SIM must match the ones used for the remote device. Ensure that HP SIM
and the systems to be identified are using the same community string. Note that community strings
are case-sensitive. From HP SIM, select Options—Protocol Settings, and then select Global
Protocol Settings or System Protocol Settings to change the community strings.

e In Windows NT and Windows 2000, one community name on the system must be set to Read
Create. You are not required to use this community string in HP SIM (a community string set o
Read is all that is required). The Management Agents connect to themselves using Simple Network
Management Protocol and require one string set to Read Create.

e The HP SIM system must be allowed to make SNMP requests to the managed systems. Ensure that
the Simple Network Management Protocol security setftings are not preventing these requests. In
Windows NT and Windows 2000, ensure that the Allow SNMP packets from any host is
selected, or that the address of the HP SIM server is in the list of allowed hosts.

e If you are using IP-specific security, localhost (127.0.0.1) must also be allowed to make SNMP
requests to the host. The localhost entry enables the Management Agents to connect to themselves
using SNMP.

e The Proliant Management Agents must be installed and running properly on the Proliant servers
you are managing. For Windows systems, look at the Event Log to verity that the Management
Agents are running (you should see a few Agents started messages and no errors).

e Routers and switches in the network must allow SNMP traffic to pass on UDP port 161 or 162.

Unmanaged A system type that was found with an IP address, but without any detected management
protocols. If this is not the expected type, ensure that the Web-Based Enterprise Management user name
and password, or the SNMP community name, is correct. Install agents if possible (for example, for
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Windows, install the Initial Proliant Support Pack). See “Initial Proliant Support Pack Install” for
information about installing the Initial Proliant Support Pack.

¢  Virtual Connect Domain

manage virtual connect information and licensing.

e Workstation
design work.

System discovered by HP SIM

The system that represents the virtual connect configuration and is used to

A high-end personal computer system that is sometimes used for graphics or other

The table below lists systems that can be discovered by HP Systems Insight Manager (HP SIM) along with

the prerequisites required for each.

HP BladeSystem Integrated Manager systems discovered by HP SIM

Pre-requisites for systems to be managed by HP BladeSystem Integrated Manager in HP Systems Insight

Manager:

e SNMP agents running on the system, which must be the Insight Management Agents

e HP Proliant Support Pack installed on all supported blades

e latest supported firmware version on all the Integrated Lights-Out (iLO)s and Onboard Administrator

e latest supported firmware on all switches

Prerequisites for Consolidated Client Infrastructure (CCl) to be managed by HP BladeSystem Integrated
Manager in HP Systems Insight Manager:

e The Windows Management Instrumentation (WMI) proxy configured in HP SIM
o Web-Based Enterprise Management (WBEM) and SMI-S installed on the system
e WBEM credentials supplied in HP SIM

HP Proliant BL465¢c

HP Proliant BL685c

HP Proliant BL6460c

HP Proliant BL448c G1c

HP Proliant BL860c

HP Proliant BL680c

HP Proliant xw460c

Cisco Catalyst Blade Switch 3020 for HP
cClass BladeSystem

GbE2c Ethernet Blade Switch for HP

HP 1Gb Ethernet Pass-Thru Module for HP
cClass BladeSystem

Fibre Channel Switch for HP c-Class
BladeSystem

4x DDR IB Switch

HP 1Gb VC-Enet

HP StorageWorks SB40c for HP ¢Class
BladeSystem

HP StorageWorks TapeBlade

AiO SB600c Storage

Proliant BL20p /G2/G3/G4

Proliant BL30p

Proliant BL35p

Proliant BL40p

Proliant BL45p G1/G2

la64 hp server BL 60p

Proliant xw25p Blade Workstation

Proliant BL25p G1/G2

Brocade 4GB SAN Switch for HP p-class
Blade system

McDATA 4GB SAN Switch for HP p-class
Blade system

HP Proliant BL p-Class F-GbE Interconnect
Switch x

HP Proliant BL p-Class C-GbE2 Interconnect
Switch y

Integrated Lights-Out

Integrated Lights-Out 2 (iLO 2)

Proliant BL e-Class Integrated Administrator

BladeSystem c7000 Onboard Administrator

HP Proliant BL1000

HP Proliant BL1500

HP Proliant BL2000

HP Proliant BL2500

Proliant BL 10e

Proliant BL 10e G2

HP Proliant BL1000

HP BladeSystem e-Class/CCl

Storage devices discovered by HP SIM

For information on the prerequisites for these systems, go to http://h18006.www1.hp.com/storage/

smisproviders.html.
StorageWorks XP

StorageWorks XP128

‘ StorageWorks XP1024
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StorageWorks XP10000

StorageWorks XP12000

StorageWorks XP48

StorageWorks XP512

StorageWorks XP 2400 (Kodiak)

StorageWorks VA
StorageWorks VA7 100 StorageWorks VA7110
StorageWorks VA7400 StorageWorks VA7410

StorageWorks EVA

StorageWorks EVA3000

StorageWorks EVA5000

StorageWorks EVA4000

StorageWorks EVA6000

StorageWorks EVA8000

StorageWorks MSA

MSAT1000 MSAT1500

MSA 1500 active/active MSA 1510i

MSAT1000 active/active MSA 1500cs

500 G2 Modular Smary Array iSpitfire

ThunderBolt

StorageWorks Tape Library

EML ESLE

ESL 9xxx EML E-series (AG104A, et al)
ESL E-series (AA934B, et al) MSL 5xxx

MSL 6xxx MSL 6000 Series (AD609A, et al)
MSL 4048

EMC Array

Symmetrix DMC 800

Symmetrix DMC 1000

Symmetrix DMC 2000

Symmetrix DMC 3000

Symmetrix 3xxx

Symmetrix 5xxx

Clariion CX200

Clariion CX300

Clariion CX400

Clariion CX500

Clariion CX600

HDS Array

9200 9920-E
9500V 9960
9970V 9980V
StorageWorks EVA

4000 6000
8000 4100
6100 8100

Network Appliance NAS

Netapp FASxxx
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StorageWorks NAS

DL310-SS DL380G4-SS
DL58x-SS ML310-SS
ML35x-SS ML370-SS

NAS 2xxx/4xxx/9xxx

Fibre Channel

394757821 and 394588-B21 (Mezzanine) A5158A

A6795A A6826A

A7298A A7387A

A7388A AG782A

A9784A FCA2101
FCA2214 FCA2214DC
FCA2355 FCA2404 (AB232A
FCA2404DC FCA2408
A7538A A7560A

AB378A AB379A

AB465A AB466A

AB467A FC1142 (AE311A)
FC1242 (AE312A) FC2142SR (A8002A)
FC2242SR (A8003A) FCA2684
FCA2684DC AB378A

AB379A FC1143 (AB429A)
FC1243 (AB379A) FC2143 (AD167A)
FC2243 (AD168A) Q2300
FCA2257P FCA2684
FCA2684DC

Obtaining, installing, and configuring providers and agents

e Web-Based Enterprise Management (WBEM)  An Industry initiative to provide management of systems,

E%

networks, users, and applications across multiple vendor environments. WBEM simplifies system
management, providing better access to both software and hardware data that is readable by WBEM
client applications.

For HP-UX, WBEM is included in the operating system install. For Linux ltanium Processor Family (IPF),
WBEM must be manually installed. Go to the HP Software Depot (http://www.software.hp.com/) to
download. The WBEM download from the openPegasus website does not include the hardware specific
data for HP SIM to manage Linux x86 systems.

NOTE:  Windows Management Instrumentation (WMI) is the implementation of WBEM from Microsoft.
See WMI for more information.

To install the HP Insight Management WBEM Provider, which is an HP extension of WBEM providers
for managing Proliant systems running Windows 2003, from the Manage Communications page,
select Quick Repair—lInstall Providers and Agents—lInstall WBEM/WMI Provider (HP Insight
Management WBEM Provider) for Windows .
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NOTE:  The WBEM providers cannot be installed on HP-UX or Linux systems.

NOTE: A Common Information Model Object Manager (CIMOM,) acts as the interface for
communication between WBEM providers and management applications such as HP SIM.

The CMS must have the correct credentials to authenticate to WBEM and WMI. There are two ways
to authenticate HP SIM to a client:

e Basic authentication to WBEM Services or WMI using user name and password.

e Using the CMS certificate to authenticate is available only for HP-UX WBEM Services 02.05.00,
which supports client certificate authentication. Use the Configure or Repair Agents Use an HP
SIM WBEM certificate (good for 10 years) rather than username/password to manage the
system option to deploy a WBEM certificate to the managed system and is only valid for HP-UX
systems.

WMl An APl in the Windows operating system that enables systems in a network, typically enterprise
networks, to be managed and controlled.

The WMI Mapper Proxy is a configuration setting for WMI. The WMI Mapper receives client CIM/XML
WBEM requests and converts the requests to Windows Management Instrumentation (WMI) requests.
The WM I results are converted to CIM/XML format and returned to the Central Management Server
(CMS). The discovery and Identification task uses the proxies in the WMI Mapper Proxy list to discover
whether a system is a WMIl-enabled system. If the system is WMl-enabled, then the identification
information for that system based on that specific proxy is returned.

The WMI Mapper makes it possible to retrieve WMI instrumented data on a Windows machine through
WABEM requests. The Windows version of HP SIM installs this WMI Mapper locally so that it can make
WMI requests across the network to the systems without the need to install the WMI Mapper on the
managed Windows systems.

The WMI Mapper is included in a Typical install of HP SIM on a Windows CMS (optional in a Custom
install) . For HP-UX and Linux-based CMS's, the WMI Mapper is not available.

Simple Network Management Protocol SNMP)  One of the management protocols supported by HP
SIM. Traditional management protocol used extensively by networking systems and most servers.
Management Information Base for Network Management of TCP/IP-based internets (MIB-ll) is the
standard information available consistently across all vendors.

If SNMP is not part of the Windows operating system install, you can install it from the Windows CD
as a component. Verity on the target system that the SNMP service allows a remote connection from
the CMS. If there are different read community sets on the target system, ensure that the read community
string is configured in CMS SNMP protocol. To ensure that the Set read community string option in
Configure or Repair Agents is set to public, select Configure—Configure or Repair Agents. Step 4
of Configure or Repair Agents enables you to configure the Set read community string option. See
“Windows CMS” for additional information.

To install the HP Insight SNMP agents for Proliant systems running on Linux x86 operating system, go
to www.software.hp.com and select the Proliant Support Pack 7.90.

NOTE:  The SNMP agents cannot be installed on HP-UX systems.

To install the SNMP provider from the Manage Communications page, select Quick Repair—lInstall
Providers and Agents—Install SNMP Agents (HP ProLiant Insight Management Agents) for
Windows.

To configure the write community string on the CMS, select Options—Protocol Settings—System
Protocol Settings from the HP SIM menu. To configure the community string for multiple systems,
select Options—Protocol Settings—Global Protocol Settings and set the write community string.

Desktop Management Interface (DMI)  An industry-standard protocol, primarily used in client
management, established by the Desktop Management Task Force (DMTF). DMI provides an efficient
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means of reporting client system problems. DMI-compliant computers can send status information to a
central management system over a network.

For HP-UX and Linux-based systems, you can download DMI from the HP Software Depot (http://
www.software.hp.com/).

e OpenSSH A set of network connectivity tools providing encrypted communication sessions over a
computer network using SSH. It was created as an open source alternative to the proprietary SSH
software suite offered by SSH Communications Security.

You can download OpenSSH from the HP Software Depot (http://www.software.hp.com/).

To install OpenSSH from the Manage Communications page, select Quick Repair+Install Providers
and Agents—lInstall OpenSSH. To configure OpenSSH from the Manage Communications page,
select Quick Repair+Install Providers and Agents—Install OpenSSH—Configure secure shell
(SSH) access.

|”_‘f% NOTE: OpenSSH can also be installed from the HP SIM menu by selecting Deploy—Deploy Drivers,
= Firmware and Agents—Install OpenSSH.

e Secure Shell (SSH)  SSH is used to log in to another system over a network and execute commands
on that system. It also enables you to move files from one system to another, and it provides authentication
and secure communications over insecure channels.

You can download SSH from the HP Software Depot (hitp://www.software.hp.com/).

To install the SSH provider from the Manage Communications page, select Quick Repair+Install
Providers and Agents—Install OpenSSH. To configure OpenSSH from the Manage Communications
page, select Quick Repair+Install Providers and Agents—Install OpenSSH—Configure secure
shell (SSH) access.

To retrieve the most recent version of the HP Insight Management Agent for Windows Proliant systems, go
to the HP Software Depot (http://www.software.hp.com/), and enter HP SIM Insight Management Agents
for Windows in the Search box.

Configuring management protocols

Management protocols can be configured through the First Time Wizard, through the Replicate Agent
Settings, globally through the Global Protocol Settings page, or for indivudual or groups of systems from
the System Protocol Settings page. See the following sections for additional information:

e  Entering WBEM settings

e  Entering SNMP settings

e Windows CMS

e HP-UX and Linux CMS

e Setting protocols and credentials for a system or groups of systems
e Setting protocols for a single system

e Setting global protocols

Sending test traps and indications

To verify that SNMP traps and WBEM indications can be sent, send test traps and indications.

You can send test traps and indications from Replicate Agent Settings on Windows and HP-UX systems, with
the WBEM provider installed, from the Step 4: Configure or Repair Agents page, under Configure
WBEM / WML.. Select Send a sample WBEM / WMI indication to this instance of HP SIM to test that
events appear in HP SIM in the Event list or All Event User Interface for the selected system.. See
“Windows CMS” for more information.

You can also send test indications from HP-UX by running the following procedure:
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From the HP-UX managed system, run /ect/opt/resmon/lbin/send test event monitor
name . For exomp|e, /etc/opt/resmon/lbin/send test event disk em.

Possible monitor names:

e dm_memory

e lpmc_em

e disk em

e dm_chassis

e dm_core_hw

e  iab4_corehw

e fpl_em

Confirm that the test indication is shown in the HP SIM event table view after you trigger it.

Additionally, on the HP-UX managed system, you can run /opt/sfm/bin/evweb eventviewer
-L to verify that indications are generated and received on the local system. This command lists all of
the WBEM events that have been generated on the system.

Related procedures

Adding a WMI Mapper Proxy

Deploying OpenSSH to multiple systems using RDP
Installing OpenSSH

Creating an OpenSSH task through the CLI
Configuring DMI access

Configuring SNMP access

Related topics

Global protocols
WMI Mapper Proxy

Configuring or repairing agents

Configuring automatic discovery general settings

Configure automatic discovery to customize the discovery process for your environment.

Ff/;’ NOTE:  All steps are optional.

To configure general settings for automatic discovery:

1.
2.

Select Options—Discovery. The Discovery page appears with the Automatic tab selected.

In the For all automatic discoveries section, select Configure general settings. The General
Settings for All Discoveries section appears.

Select from the following options:

e  Automatically discover a system when an event is received from it. This option enables
systems to be discovered when a trap or some other supported event is received by HP Systems
Insight Manager (HP SIM). It uses the discovery filters and IP address exclusion ranges for additional
filtering of these events. This option is not selected by default.

e Automatically discover a server blade when its Integrated Lights Out management
processor is identified. This option adds servers indirectly discovered through the server's
management processor, which are discovered when the server's ilO is discovered. The discovered
servers are identified as Disabled on the system table view page. The only information displayed
is the system serial number and the association to ilO and the enclosure. If the iLO is in a c¢Class
enclosure, the option ,Discover systems in an enclosure when Onboard Administrator is
discovered should also be enabled.
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e  Select Discover systems in an enclosure when Onboard Administrator is discovered. This
option adds systems identified by the Onboard Administrator even if the systems are not in the
configured discovery range. This option is selected by default.

e Select Automatically discover VM guest(s) when the host is identified. This option adds all
HP Integrity Virtual Machine (HPVM) guest systems to the HP SIM database when the HPVM host
system is discovered and identified. This option is selected by default.

Note: For automatic identification of virtual machine guests running on a virtual machine host, the
IP address of the guest is required. To acquire the IP address from Web-Based Enferprise
Management (WBEM) Providers, VMWare tools must be installed on the virtual machine guests.

e Automatically discover other virtual partitions within the same vPar Monitor when one of
the virtual partitions is identified. This option is selected by default.

e Automatically discover all nPars within the same complex when one of the nPars is
identified. This option is selected by default.

In the Ping exclusion ranges, templates and/or hosts files field, specify the IP addresses, templates,
or hosts files containing IP addresses to exclude from the automatic discovery process. You can also
enter Simple or Fully Qualified Domain Names (FQDN) host names. However, you cannot enter a range
of host names. This field applies to both range-pinging and event-based automatic discovery. See “IP
ranges” for more information.

Important: When discovering clusters, the ping inclusion range must include the IP addresses of the
cluster and the cluster members.

Select Enable discovery filters. See “Discovery filters” for more information.

In the section, Discover the following system types, select the type of systems to be discovered. See
“System types” for more detailed information about the system types listed.

Important: When discovering clusters, you must include the server system type, so that the cluster members
are not filtered out.

Note: This option is available only when you select Enable discovery filters.

In the Limit discovery to systems that meet the following criteria section, select from the following:
e Any system that matches the above filter

e All manageable systems (WBEM, SNMP, DMI, WMI, or HTTP support)

. Manageable systems with HP agents only

Note: The option, Limit discovery to systems which meet the following criteria is available only
when you select Enable discovery filters.

To save settings, click OK, or to close the General Settings for All Discoveries section without saving
changes, click Cancel.

If you click OK when discovery filters are enabled but have not selected any system types, the following
error message appears:

You must make at least one system type selection when enabling filters.

The Discovery page General Settings for All Discoveries section is not protected from multiple users
accessing the page at the same time. The last user to save the settings has his or her settings take affect. If
discovery is in progress and the settings are applied by a different user or the same user, any remaining
systems to be processed have the new settings applied.

Related topics

Discovery and identification
IP ranges

Discovery filters

System types

Global protocols
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Discovery filters

Discovery filters are a mechanism to prevent or enable certain sysfem types from ever being added to the
database through aufomatic discovery. When you want to discover systems of a cerfain type, using filters
is much easier than specifying the IP addresses of each individual system. Discovery filters do not apply to
manually added systems.

You can access discovery filters in one of the following ways:

e  From the Discovery page, select Options—Discovery. From the Automatic tab, click Configure
general settings, and then select Enable discovery filters.

e  From the Home page, in the Manage section, click discovery. The Discovery page appears. From
the Automatic tab, click Configure general settings, and then select Enable discovery filters.

e From the introductory page, in the Do this now to complete the installation section, click Automatic.
The Discovery page appears. From the Automatic tab, click Configure general settings, and then
select Enable discovery filters.

To disable filters, clear the Enable discovery filters checkbox. To enable filters, select the Enable discovery
filters checkbox, and then select the system types that you want to discover.

To access and modify discovery filters, you must have administrative rights. If discovery filters are enabled,
only systems of the selected types are added to the database through automatic discovery. Because all tasks
operate on systems that exist in the database, tasks do not run on any system until the filter criteria has been
met and that system has been added to the database. Filters do not affect any systems already discovered,
even if the systems change to a type that no longer matches the current filter. If discovery filters are disabled,
automatic discovery discovers systems according to the General Settings for All Discoveries section on
the Discovery page in the Automatic tab. See “Configuring automatic discovery general settings” for more
information about configuring discovery filters.

It you do not discover the HP systems that you expect to find, ensure that the HP Insight Management Agents
are installed and running correctly on the target systems. In addition, verify that the SNMP Community Strings
settings and WBEM user name and passwords in HP Systems Insight Manager (HP SIM) and on the agents
for systems that are not discovered are configured correctly. See “Setting global protocols” for more
information.

Related procedure

A Configuring automatic discovery general settings

Related topic

A Discovery and identification

Managing discovery templates

I-i;f%

Discovery templates are files that can be used by automatic discovery instead of entering the addresses
directly in fo the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files or Ping
exclusion ranges, templates and/or hosts files fields. You can also add Simple or Fully Qualified Domain
Names (FQDN) host names to discovery templates. However, you cannot enter a range of host names.
Discovery templates can be used as a quick way to change the scope of automatic discovery. See the
"Discovery femplates section in “Discovery and identification” section for more information.

NOTE: Saved discovery template files are located in the directory <install
directorys>\config\discovery\templates directory.

From the Managing Templates section, you can:

e  Create new discovery template files  Click New. The Create New Template section appears. See
“Creating a new discovery template file” for more information.

o Edit existing discovery template files  Select the discovery template file you want to edit, and then
click Edit. The Edit Template section appears. See “Editing a discovery template” for more information.

o Delete existing discovery template files  Select the discovery template file you want to delete, and
then click Delete. A confirmation box appears. See “Deleting a discovery template” for more information.
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Related procedures

e  Creating a new discovery template file
e  Editing a discovery template
e Deleting a discovery template

Related topic

A Discovery and identification

Creating a new discovery template file

You can create new discovery template files instead of entering addresses directly into the Ping inclusion
ranges, system (hosts) names, templates, and/or hosts files or Ping exclusion ranges, templates
and/or hosts files fields.

To create a new discovery template file:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.

2. In the For all automatic discoveries section, select Manage templates. The Manage Templates
section appears.

3. Click New. The Create New Template section appears.
4. In the Discovery template name field, enter a name for the new template. This field is required.
5. To import a file, complete one of the following steps:

e  Click Browse to select an existing discovery template file that is present on the local client (the
system from which you are browsing) and click Import

or
e Enter the discovery range information into the Contents area. You can enter Simple or Fully

Qualified Domain Names (FQDN) host names. However, you cannot enter a range of host names.
See “IP ranges” for information about the correct syntax for entering IP ranges.

Note: Because template files cannot be nested, only ranges are allowed.
6. To save the discovery template file, click OK, or to close without saving changes, click Cancel.

After creating a discovery template, you can reference it in automatic discovery by using @etemplate name
in the Ping inclusion ranges, system (hosts) names, templates, and/or hosts files or Ping exclusion
ranges, templates and/or hosts files fields. See “IP ranges” for more information.

Template file format

use @<file name> in the automatic discovery IP inclusion range

to reference this template
Example:

2.0.0.0 :NOBROADCAST
2.0.0.0 - 2.0.2.0

H H H O H O H O H H H H

3.0.0.0 - 3.0.0.254 : 255.255.255.0
Related procedures

e  Editing a discovery template

e  Deleting a discovery template
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Related topics
e IPranges
e Discovery and identification

e Managing discovery templates

Editing a discovery template

You can edit an existing discovery template file. All fields are optional except for the Discovery template
name field. Edit only the fields that you want to change.

To edit a discovery template file:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.

2. In the For all automatic discoveries section, select Manage templates. The Manage Templates
section appears.

Select a discovery template file to edit, and then click Edit. The Edit Template section appears.
The Discovery template name field cannot be editied. You must use the existing femplate name.
5. To import a file, complete one of the following steps:

A ow

e Click Browse to select an existing discovery template file that is present on the local client (the
system from which you are browsing) and click Import

or
e Enter the discovery range information into the Contents area. You can enter Simple or Fully

Qualified Domain Names (FQDN) host names. However, you cannot enter a range of host names.
See “IP ranges” for information about the correct syntax for entering IP ranges.

Note: Because template files cannot be nested, only ranges are allowed.
6. To save the discovery template file, click OK, or to close without saving changes, click Cancel.
Related procedures
e Creating a new discovery template file
o Deleting a discovery template

Related topics

e Discovery and identification

e Managing discovery templates

Deleting a discovery template

E%

You can delete existing discovery template files. If you delete a discovery template file, the file is permanently
deleted and cannot be retrieved again. Ensure that you only delete discovery template files if you no longer
need them or you are creating a new discovery template file.

NOTE: Ensure that the discovery template is not currently in use. A template is not in use when the following
conditions are met:

e There are no references to the template in the Ping exclusion ranges, templates and/or hosts files
field in the General Settings for All Discoveries section.

e There are no references to the template in the Ping inclusion ranges, system (hosts) names,
templates, and/or hosts files field of all existing discovery tasks.

To delete a discovery template file:

1. Select Options—Discovery. The Discovery page appears with the Automatic tab selected.

2. In the For all automatic discoveries section, select Manage templates. The Manage Templates
section appears.

3. Select a discovery template file to delete.
4. Click Delete. A confirmation box appears.
5. To delete the discovery template file, click OK to cancel the deletion process, click Cancel.
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Related procedures

Creating a new discovery template file

Editing a discovery template

Related topics

Discovery and identification

Managing discovery templates

Adding a system manually

Use manual discovery to add a system to the HP Systems Insight Manager (HP SIM) database between
scheduled discoveries.

To add a system using manual discovery:

1.
2.

3.

Select Options—Discovery, and then click the Manual tab. The System Information section appears.

Enter the system name or IP address. Simple or Fully Qualified Domain Name (FQDN) host names can
be entered. However, ranges of host names are not allowed.

Click Add System to add the system to the database. If you have not entered the SNMP or Web-Based
Enterprise Management (WBEM) credentials for this system previously, click More Settings. Enter the
credentials, then click Add System, or click More Settingsand enter the following information:

Discovery
indicates the systems you want HP Sysiems insight Manager fo manags.

[ Avtomatc JCET

Agd & gngle sysiem 1o be managed by HP Sysiems insight Manager

System Information

Required el *

Enter the system’s name or IP address: *

Specify additional system properties to use only if Identification fails on this system

Syslem type Unmanaged W

Syslem sublyps 1. | Nons W
Syslem subtype 2: | None »
Sysiem subtyps 3. | Hone w
Syslem sabtype 4: | None w
Syslem sublype 5. | Nons W
Syslem subtype B, | None "v'
Sysiem subtype T | Hong w
Syslem sabtype 8: | None w

Product model
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WHEM Semngs

SHMP Saftragm

Specify additional system properties to use only if Identification fails on this system.
Includes:

System type  Click the down arrow and select the appropriate System type.

System subtype  Click the down arrow and select the appropriate System subtype. You can
input up to eight different system subtypes.

Product model  Enter the system model number here. This field is free form.

WBEM Settings

User name

Password  If you do not want to use the default global values for the WBEM user name
and password, select Use Custom , and then enter custom values.

If you are manually discovering a storage system, ensure that the user name and password
of the SMI CIMOM are present in the global protocol settings, or enter them here as custom
values. To view the global settings, select Options—Protocol Settings—Global Protocol
Settings.

For Windows-based systems, the user name should include the domain name. For example,
domainname \username.

Note: OpenWBEM is not supported.

SNMP Settings  If you do not want to use the default global values for the SNMP settings,
select Use Custom, and enter custom values.

e Timeout (in seconds)  The amount of time HP SIM waits for an SNMP response when
it sends a request to the system. If a response is not received within this time interval,
HP SIM might determine that the system does not support SNMP. Decreasing this value
can case increased network traffic because the rate of retry attempts is increased. Use
caution when changing this value. A value of three seconds usually works for a LAN.
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However, if systems are connected through a WAN, try a higher value, for example,
10 seconds.

o Retries
The number of additional times after the first attempt is made to communicate with a
system before the attempts stop.

e Read-only community string and Write community string

Note: The Write community string is optional and is required only for firmware updates
on a GbE switch. If you must update the GbE switch firmware, you must first set the write
community string from this page and then run the existing switch update task. Do not set
this feature if the network is not trusted.

A community string sets up authentication that enables or prohibits communication
between the managed system and the Central Management Server (CMS). The community
string of the CMS must match the community string of the managed system. Use the
read-only community string to read variables. Use the write community string to modify
variables. Although only one community is valid for a communication attempt, a system
can belong to multiple communities. However, HP SIM only uses one community string
when communicating with a system.

Hosts files can be used to manually add multiple systems to the HP SIM database. See “Managing hosts
files” for more information.

Command line interface

Use the mxnode command to add, delete, modity, identify, or list systems in HP SIM from the command line
interface (CLI). For assistance with this command, see the HP SIM 5.2 Command Line Inferface Reference

Guide at http://h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html.

Related procedure

A Creating a new hosts file
Related topics

o Discovery and identification
e [P ranges

e Using command line interface commands

Managing hosts files
Hosts files are used by manual discovery to manually add multiple systems to the HP Systems Insight Manager
(HP SIM) database and are generally used only one time to import systems.

To use a hosts file to specify systems for an automatic discovery, add the hosts file name to the Ping inclusion
ranges, system (hosts) names, templates, and/or hosts files section of the Discovery page under the
Configure general settings section of the Automatic tab. Enter the following statement: $Hosts_filename
where Hosts_filename is the name of the hosts file that you want to use.

See “Adding a system manually” for information about adding a single system to the database. See the
"Hosts files" section in the “Discovery and identification” section for more information about hosts files.

From the Hosts Files section, you can:

e Create new hosts files  Click New. The New Hosts File section is displayed. See “Creating a new
hosts file” for more information.

o Edita hosts file  Select the hosts file to edit, and then click Edit. The Edit Hosts File section is
displayed. See “Editing a hosts file” for more information.
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e Delete ahostsfile  Select the hosts file to delete, and then click Delete. A confirmation box is displayed.
See “Deleting a hosts file” for more information.

e Add a hosts file to the HP SIM database  Select the hosts file to add, and then click Add system
now. See “Adding systems in a hosts file to the HP SIM database” for more information.

Related procedures

e Creating a new hosts file

e  Editing a hosts file

e Deleting a hosts file

e Adding systems in a hosts file to the HP SIM database

e  Creating a task to import a hosts file for HP SIM integration
e Batch-adding systems using the CLI

Related topic

A Discovery and identification

Creating a new hosts file

This procedure enables you to create a new hosts file for use in HP Systems Insight Manager (HP SIM).

I”_‘f; NOTE: For keywords that contain more than one word, such as "management processor," enclose the full
= keyword in double quotation marks. Quotation marks are optional for single keywords, like server.

NOTE:  For clusters, ensure that the cluster and its members are defined in the hosts file.

To create a hosts file:

1. Select Options—Discovery, and then click the Hosts Files tab.
2. Click New to create a new hosts file. The New Hosts File section appears.

Mew Hosts File

Feq ey hedd *
Blame:

Iritialize contencs with:
(%) Tunglae S
) Symisme icaded from the central mansgeman server, sorisd by | F sddmes w

) Salein ieased Trom Aol M

Gonteris;
§ Ticle: (citle here]

# Author: {author here]

§ Example:
FREIMKE DEFADLT: T
¥ 1.1.1.1 =y

3. In the Name field, enter a name for the new hosts file. This field is required.
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4. Under Initialize contents with, select one of the following:
e Template file. Loads the contents into the Contents window.

e Systems loaded from the central management server, sorted by:. From the dropdown list,
select one of the following: IP address, System name, System type and then by IP address,
or System type and then by system name. This option loads the systems managed by HP SIM
info the Contents window.

e  Systems loaded from hosts file. Enter the file name and location (for example, c:\ doc. txt),
or click Browse fo locate the hosts file. This option reads the contents of the specified file and
displays it in the Contents window.

5. If you did not select Template File, click Initialize Now to install the hosts file. Otherwise, enter the
contents of the hosts file in the Contents section. Simple or Fully Qualified Domain Name (FQDN) host
names can be entered in the hosts file. However, no range of host names are allowed.

6. To save the hosts file, click OK, or to cancel any changes you have made, click Cancel.
Hosts file format

The format for a valid hosts file line is:
IPLADDRESS [DNS_NAME] SYSTEM_NAME

Where:
IP_ADDRESS. Is a valid IP address
DNS_NAME. Specifies an optional DNS name parameter
SYSTEM_NAME. Is the name of the system

With this format, the following hosts file lines are valid:

1.2.3.4 mySystem.mydomain.com mySystem

2.3.4.5 mySystem

The following lines are not valid:

1.2.3.4/

mySystem/

mySystem.mydomain.com/

Precede comment lines with the # character:

# This is a comment line

1.2.3.4 mySystem.mydomain.com mySystem #This is an end-of-line comment
See “Hosts file extensions” for information about hosts file extensions.
Related procedures

e  Editing a hosts file

e Deleting a hosts file

e Adding systems in a hosts file to the HP SIM database

e Batch-adding systems using the CLI

Related topics

e IPranges

o Discovery and identification

e Managing hosts files

Editing a hosts file

To edit a hosts file:

1. Select Options—Discovery, and then click the Hosts Files tab.
2. Select an existing hosts file, and then click Edit. The Edit Hosts File section appears.
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3. In the Replace contents with section, select one of the following:
e Template file. Loads the contents into the Contents window.

e Systems loaded from the central management server, sorted by:. From the dropdown list,
select one of the following: IP address, System name, System type and then by IP address,
or System type and then by system name. This option loads the systems managed by HP SIM
info the Contents window.

e  Systems loaded from hosts file. Enter the file name and location (for example, c:\ doc. txt),
or click Browse fo locate the hosts file. This option reads the contents of the specified file and
displays it in the Contents window.

4. Click Replace Now, or enter the changes in the Contents section.

5. To save the hosts file, click OK, or to cancel any changes you have made, click Cancel.

Related procedures

e Creating a new hosts file

Deleting a hosts file
Adding systems in a hosts file to the HP SIM database

Batch-adding systems using the CLI
Related topics
e Discovery and identification

e Managing hosts files

Deleting a hosts file
Ensure that the selected hosts file is not in use. A hosts file is not in use when:

e There are no references to it in the Ping exclusion ranges, templates and/or hosts files section of
the general settings page.

e There are no references to it in the Ping inclusion ranges, templates, and/or hosts files section of
every existing discovery task.

I-i_-f/r NOTE: Only delete hosts files if you no longer need them or if you are creating a new hosts file.

To delete a hosts file:

1. Select Options—Discovery, and then click the Hosts Files tab.
2. Select hosts files to delete, and then click Delete. A confirmation box appears.
3. Click OK to delete the hosts files, or click Cancel to cancel the delete process.

Related procedures

e  Creating a new hosts file

e  Editing a hosts file

e Adding systems in a hosts file to the HP SIM database
Related topics

e  Discovery and identification

e Managing hosts files

Adding systems in a hosts file to the HP SIM database

1. Select Options—Discovery, and then click the Hosts Files tab.
2. Select an existing hoss file.
3. Click Add Systems Now.

HP SIM reads in the hosts file and adds the systems.
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Related procedures

e  Creating a new hosts file

e  Editing a hosts file

e Deleting a hosts file
Related topics

e Discovery and identification

e Managing hosts files

Creating a task to import a hosts file for HP SIM integration

Users with administrative rights who are using both HP Systems Insight Manager (HP SIM) and its companion
Windows management application, Insight Manager (WIN32), can import Insight Manager (WIN32) system
database files for easy transition from the Windows client/server environment to a web-based environment.

Insight Manager (WIN32) creates a system database file that stores the names and /P addresses of discovered
systems in the file cim_ip.dat. The file is formatted like a hosts file that HP SIM recognizes. The file is
dynamically updated as systems are discovered or deleted in Insight Manager (WIN32). The cim_ip.date
file is located in the directory where Insight Manager (WIN32) is installed.

Insight Manager (WIN32) supporis systems that include spaces in their names. In the cim_ip.dat file,
these system names contain an asterisk (*) instead of a space. Any system name that contains a space is
invalid in HP SIM.

Importing the .dat file

NOTE:  If the hosts file contains a cluster name or address, the HP SIM discovery IP range must be changed
to include the cluster members because it is possible that the imported hosts file does not include the cluster
members. See “Creating a new discovery task” for information about changing the IP range.

1. Select Options—Discovery, click the Manual Discovery tab, and then click Hosts Files at the top
of the page. The Manual Discovery - Hosts Files page appears.

2. Click New. The New Hosts File section appears.
3. In the Hosts file name field, enter a name for the file, such as cim ip.dat.
4. Select Systems loaded from hosts file, and perform one of the following steps:

e Enter the full path name for the file.

e locate the cim_ip.dat file by clicking Browse. When the file is located, click Open to enter
the file name in the Systems loaded from hosts file field.

I

Click Initialize Now to initialize the file and display the contents in the Contents area.
To save the file as a hosts file for future reference, click OK.

7. On the Manual Discovery - Hosts File page, ensure that the file you added is selected, and then click
Add Systems Now to insert the systems into the database.

o

Displaying the systems

Within a short time, the systems inserted through a hosts file are added to the database. When the next
discovery and identification tasks run, full system information is added to the system.

To display the systems in the System and Event Collections panel, select All Systems. The system table
view page displays, and the systems added are displayed along with all other discovered systems.

Exporting Insight Manager (WIN32) files

There are two ways to export Insight Manager (WIN32) . dat files from within Insight Manager (WIN32):
e Use the Insight Manager (WIN32) Export feature

e Usethe cim_ip.dat file, which compared to the previous method, contains abbreviated system
information.
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See http://h10018.www 1.hp.com/wwsolutions/misc/hpsim-helpfiles/win32sim.pdf for more information
about exporting the Insight Manager (WIN32) . dat file.

Related procedure

A Creating a new hosts file

Batch-adding systems using the CLI

You can batch-add systems by host name using the command line interface (CLI). To do this, you must first
create an . xml file, and then run the mxnode command from the command line.

1. Create and save an .xm1 file. For example,

<?xml version="1.0" encoding="windows-1252"?>
<node-list>
<node name="systeml"/>
<node name="system2"/>
<node name="system3"/>
</node-list>

2.  From the command line, run:
mxnode -a -f mysystems.xml

Where mysystems.xml is the name of the file you created.

Related procedure

A Creating a new hosts file

Hosts file extensions

Hosts files typically contain IP addresses, system names, system name aliases, and user comments. The hosts
file that you create can contain additional information about systems. The information appears as one or
more comments that precede the hosts file entry for the system. Unless other values are specified, the default
values are used. The following table lists default values are provided for the following parameters:

Parameter Keyword
system type TYPE

SNMP timeouts SNMP_TIM
SNMP retries SNMP_RET
SNMP read community SNMP_MON
SNMP write community SNMP_CON

You can modify the hosts file to substitute a value for the defaults for one entry or change the default for all
subsequent entries. To change values for a single-system entry in a hosts file, add a statement to the hosts
file as a comment on the line before the host entry, as shown in the following example. The statement applies
only to the system it precedes. In the following example, the default TYPE is changed to "server" for the
system EngProliant.

Keyword statement Hosts file entries

#$IMXE:< Keyword=value > #$IMXE: TYPE=server

For example: #$IMXE: TYPE=server 16.26.176.92 EngProliant.compag.com EngProliant #user
comments
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To change the default globally so that it affects the next file entry and all subsequent entries, use a statement
similar to the following example. The default is changed to "router" for the next entry. Router remains the
default for all entries until another #$IMXE_DEFAULT statement changes that value. If a single instance of
TYPE is changed by a #$IMXE statement, the default is not used only for the next entry and then reverts to
back "router".

Keyword statement Hosts file entries
#$IMXE_DEFAULT: < Keyword=value> #$IMXE_DEFAULT: TYPE=router
For example: #$IMXE_DEFAULT: TYPE=router 16.26.176.92 BldRir6.compag.com BldRir6 #user comments

I”é"/‘* NOTE: If a keyword parameter is omitted on a commented entry, the current default value is used. The
current default is always the standard default unless a new default value was set using the #$IMXE_DEFAULT
statement. Enclose keywords containing more than one word, such as "management processor," enclose
the full keyword in double quotation marks. Quotation marks are optional for single keywords like "server."

The following text quoted from a hosts file illustrates several statements. The explanations, which begin with
the pound sign (#), are not displayed in the hosts file.

# Title: Systems in database
# Sorted by: IP address
# Date: 28-Mar-00 2:29:31 PM
# Author: administrator

The system EngProliant uses all current defaults. There are no
additional comments.

16.26.176.92 EngProliant.compaqg.com EngProliant #user comments

The system testServer in the following example defaults for TYPE.
The defaults for SNMP Timeouts and Retries were

restored for this system but only apply to testServer. The SNMP
write community string default was changed and only applies

to testServer.

#SIMXE: TYPE=Server

#$SIMXE: SNMP_TIM=0 SNMP RET=0 SNMP_MON=public
SNMP_CON=private

16.26.160.20 testServer.compag.com testServer

All defaults in the following example for the system BldRtrl are
the same as for testServer, but had to be specified because

they are not the global defaults. These changes apply only to
BldRtrl.

#SIMXE: TYPE=Router

#$SIMXE: SNMP_TIM=0 SNMP_ RET=0 SNMP_MON=public
SNMP_CON=private

16.26.160.23 BldRtrl.compag.com BldRtrl

For the system B1ldRtr5, the TYPE and protocols used for discovery
were changed from the current defaults. Because the remaining
keyword entries are missing, the standard defaults

are applied for the SNMP timeouts, retries, and community strings.

#SIMXE: TYPE=Router
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16.26.160.24 BldRtr5.compag.com BldRtr5

For the system AcctServer, only the TYPE was changed from the
current defaults.

#SIMXE: TYPE=Server
16.26.176.36 AcctServer.compaq.com AcctServer #user comments

The global default for TYPE was changed from Unknown to Router.
All subsequent entries will be identified as routers until a TYPE
statement is used to specify another type or restore the default.

#SIMXE DEFAULT: TYPE=Router
16.25.176.38 FloorRtr2a.compaq.com FloorRtr2a #user comments

The default for the next host entry was changed to management
processor, which is enclosed in quotes. #SIMXE:
TYPE="Management Processor" AcctSvriLo.compag.com
16.25.176.37 AcctSvrilLo #user comments

Default values

It a parameter is missing in the hosts file, the default is applied. The following lists the parameters that can
be used in hosts files:

Keyword Value Description

TYPE Application, Cluster, Complex, Deskiop, | Unknown (Default)
Enclosure, Environmental Monitor,
Handheld, Hub, KVM Switch, Management
Processor, Notebook, Partition, Power
Distribution Unit, Power Supply, Printer,
Rack, Resource Partition, Remote Access
Device, Router, Server, Shared Resource
Domain, Storage Device, Switch, Tape
Library, Thin Client, UPS, Unknown,
Unmanaged, and Workstation

See “System types” for more information
about each system type.

DMI 0 Disabled (Default)
1 Enabled
SNMP 0 Disabled (Default)
1 Enabled
HTTP 0 Disabled (Default)
] Enabled
SNMP_TIM 0 System default (Default)

Greater than 0

SNMP_RET 0 System default (Default)
Greater than 0

SNMP_MON Public Read only (Default)

<Community String >

SNMP_CON <Community String> No default
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Related procedure

A Managing hosts files
Related topic

A Discovery and identification

IP ranges

You can specifically include or exclude IP addresses individually for discovery or as part of a range. Because
the IP address range entries also affect cluster discovery, IP ranges must include the addresses of the cluster
and its nodes. Enter one system or range per line. When entering IP address ranges, use the guidelines in
the following table:

IP range Range to enter

Your local subnet IP ranges from 1 to 254, the default Ping 172.25.76.1-172.25.76.254
inclusion ranges

A single system as a range in the Ping inclusion ranges or 172.25.76.114-172.25.76. 114 or 172.25.76.114
Exclusion ranges fields

A group of systems within a subnet in the Ping inclusion ranges | 172.25.76.38-172.25.76.48
or Exclusion ranges fields

Systems included in a discovery template file @DiscoveryTemplate_filename

Systems included in a hosts file $filename

No broadcast node in this subnet 172.25.76.255:NOBROADCAST

Broadcast node determined by the subnet mask 172.25.76.0-172.25.76.255:255.255.255.0 or

172.25.76.114:255.255.255.0

Discovery assumes you do not want to ping the subnet network ID (typically the zero node), or the subnet
broadcast address (typically node 255), because these settings would unnecessarily use network resources.
If the system 255 is not a broadcast address on your network, you can indicate this in the Ping inclusion
ranges section as shown in the preceding fable or exclude the specific system in the Exclusion ranges
section. HP Systems Insight Manager (HP SIM) uses the subnet mask to determine the broadcast system. If
you do not specify a mask, HP SIM uses the default mask for the class of network. If your subnet mask is not
the default for the class, the broadcast system can be included, generating much more network traffic than
necessary.

Related procedure

A Configuring automatic discovery

Related topic

A Discovery and identification

|dentification

The Identification process follows automatic or manual system discovery and identifies the following information
about the discovered system:

e Management protocol the system uses (for example, Simple Network Management Protocol (SNMP),
Desktop Management Interface (DMI), Web-Based Enterprise Management (WBEM), HTTP, Secure
Shell (SSH), or WS-Management).

I”_‘f% NOTE: OpenWBEM is not supported.

NOTE: By default, HP SIM supports WS-Management identification on the standard SSL port 443.
The addition of WS-Management support does not affect existing identification or discovery of Integrated
Lights Out (iLO) using other protocols such as Web-Based Enterprise Management or SNMP. WSMAN:1.0
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appears as a Management Protocol along with all other supported management protocols on the system
page System tab of the System page.

e Type of system (for example, server, client, management processor, storage, switch, router, or cluster)

e Product name of the system
e Operating system name, type, and version

e Associations, such as ilO in server

I”_‘f/r NOTE: During identification, remote enclosures have a generic name (format: Encl_SerialNumber) assigned
= to them until one server from every enclosure is discovered and identified. Then, the enclosures contain the
name of the enclosure assigned to the enclosure.

HP SIM collects and recognizes the product ID and serial number, and most importantly, how to handle the
server-to iLO associations using the Universally Unique Identifier (UUID) instead of the serial number. The
following processes occur sequentially for each system that is identified by HP Systems Insight Manager (HP
SIM):

e Identify the type of system, supported protocols, and limited attributes (such as the operating system
type)
e Filter out systems that do not meet the filter criteria (if the system is new)

e Obtain additional data, such as license data or Web agents that might be written to the database
directly, and queryable attributes that can be queried (such as CPU and memory data)

e Runs association algorithms based on system type identified in the first step.

For newly found automatically discovered systems, before the system is added to the database, any discovery
filters that are configured are applied. If a system does not match the discovery filter, it is not added to the
database, and no additional tasks or requests are made to that system. After the system passes the filter, it
is added to the database. At this time, the system is available to any polling tasks, lists, or other operations.

I_i-f/;’ NOTE: Discovery filters do not apply to manually discovered systems.

HP SIM performs initial hardware and software status polling and initial data collection on newly added

systems. See “Hardware status polling”, “Software status polling”, and “Data collection” for more information
about each task. The information about the systems is stored in the database.

The time to complete the discovery and identification processes varies with the network size and resources.
All necessary tasks are predefined in HP SIM. Predefined tasks cannot be removed from the system, but they
can be disabled if necessary. You can also create a new identification task and schedule it to run when you
want to update identification information from systems.

By default, HP SIM runs the System Identification task once per day and when new systems are discovered.
Most users do not need to schedule identification tasks to run more than once per day.

Note: For automatic identification of virtual machine guests running on a virtual machine host, the IP address
of the guest is required. To acquire the IP address from Web-Based Enterprise Management (WBEM) Providers,
VMWare tools must be installed on the virtual machine guests.

It VMware tools are installed on the guest, the UUID, host name, and primary IP address of the virtual machine
host are collected. If VMware tools are not installed, only the UUID is collected. In this case, the virtual

machine guest is named as >VMHost_ Name<_>Display Name<, where VMHost_Name is the name of the
guest host system and Display Name is the display name of the guest in VMware Virtual Infrastructure Client.

Initial identification

After a system is newly discovered or rediscovered, HP SIM attempts to identify it. The discovery task is not
100% complete until all the systems discovered or rediscovered have been identified.
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Identifying systems

To identify systems in between discoveries, select Options—ldentify Systems. The Identify Systems page
appears. From this page, select target systems to add. See “Creating a task” for more information about
selecting targets.

Related procedure

A Adding a system manually
Related topic

A Discovery and identification

Managing system types

E%

The System Type Manager (STM) is a utility that modifies the default behavior of identification. STM enables
you to customize the type and product name of third-party systems using rules based on responses to SNMP
and Desktop Management Interface (DMI) (Windows only) lists from systems on your network.

IMPORTANT:  For most HP systems, the system type and product name cannot be modified. Identification
can be customized based on SNMP System Object Identifiers (OIDs) for all other fields. Manufacturers assign
unique system OIDs to their SNMP-instrumented products. STM enables you to customize identification by
creating rules that map these system OIDs to product categories and names that you choose. You must have
administrative rights to use STM.

To access the Manage System Types page, select Options—Manage System Types. From this page,
you can:

e Create a New Rule.  Click New. The New rule section appears. See “Creating STM rules” for more
information.

e  Edit an Existing Rule.  Select the rule you want to edit, and then click Edit. See “Editing STM rules”
for more information.

e Delete an Existing Rule.  Click Delete. A confirmation box appears. to delete the rule, click OK, or
to cancel the deleting and return to the Manage System Types page, click Cancel. See “Deleting
STM rules” for more information.

Related procedures

e  Creating STM rules

e  Editing STM rules

e  Deleting STM rules

Related topics

¢ Navigating the Manage System Types page
e Additional information for creating STM rules

e About System Type Manager

Navigating the Manage System Types page

The Manage System Types page lists rules currently defined in HP Systems Insight Manager (HP SIM)
including the following:

1. System type
2. Columns

3. Total

4.

Available buttons
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To access the Manage System Types page, select Options—Manage System Types.

System type

The list on the Manage System Types page can be filtered by sysfem type by selecting a type from the
System Type dropdown list. Click the down arrow, and then select a system type for which to filter the list.

Columns

Total

The following columns appear on the Manage System Types page:
e  Product Model

e Product Type

e SubType

e  Protocol

e Priority

e System Object Identifier

Click a column heading to sort the column in ascending or descending order.

The Total field displays the total number of systems that meet the System Type criteria selected in the System
type dropdown list.

Available buttons

The following buttons are available on the Manage System Types page:
e New. Used to create a new rule.
e Edit. Used to edit existing rules. Select the rules to edit, and then click Edit.

e Delete. Used to delete an existing SNMP or DM! rule. Select the rule, and then click Delete. In the
confirmation box, click OK to delete the rule, or Cancel, to return to the Manage System Types page
without deleting the rule.

Related procedures

e Creating STM rules
e  Editing STM rules
o Deleting STM rules
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Related topics
o Managing system types
e About System Type Manager

About System Type Manager
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Manufacturers assign unique System Obiject Identifiers (OIDs) to their Simple Network Management Protocol
(SNMP)-instrumented products. System Type Manager (STM) enables you to customize identification by
creating rules that map these OIDs to product categories and names of your choosing. HP Systems Insight
Manager (HP SIM) discovers and applies information from the rule when an unknown system matches a rule
that you specify. Rules contain OIDs, and an optional, additional object identifier, that are compared with
responses from a target system. When a rule meets the comparison criteria, the system is identified using
information from the rule.

NOTE:  SNMP rules can be created from the Manage System Types page of HP SIM or from the CL/
using the mxstm command. Additionally, on Windows systems, you can create rules based on the Desktop
Management Interface (DMI) protocol using the CLI mxstm command in the CLI.

NOTE:  SNMP rules require a OID and product name. Optionally, a compare rule (match or starts with),
MIB OID with value and compare rule, product type, subtype, custom management page, and priority can
also be specified. DMI rules are specified by selecting a product name and at least one, or at the most three,
DMI elements with response values and compare rules.

Why add or modify system identification?

The following are situations in which you might want to add or modify system identification:

e You might have third-party systems on your network that are not included in the HP SIM database, and
you want them identified by unique product names based on location or use.

e You have systems of a known type that you want to identify in another way. For example, you have
laptops that you want to classify on some other basis.

Options for creating a System Type Manager rule

Systems are identified and classified using specific rules and are assigned a corresponding system type and
a product name.

For SNMP systems, STM uses the system OID and an optional MIB variable OID with its value and data
type. Identification is based on the system OID returned from the system to be identified. If there is a matching
rule for the system OID, identification proceeds based on whether the response value matches the criteria
in the rule.

For DMI systems, STM uses requests consisting of one to three DMI elements, attribute, and value pairs. For
a rule to be applied, the returned response values must match values in the rule in a manner defined by the
corresponding compare rules.

The custom management page is a link on the System Page under the Tools & Links tab. The link appears
with other system links for the system if it is unique. You can specify a URL address that opens an HTML
page. For example, enter: http://support.networkingcompany.com/model123 .

New system types are displayed in system collections after a full discovery runs and identifies systems that
match rules you created.

You can modify and delete rules as the systems in your network change.
Related procedures

e  Creating STM rules

¢  Editing STM rules

e Deleting STM rules
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Related topics
e Managing system types
e Navigating the Manage System Types page

Creating STM rules

The following procedure instructs you how to create a new SNMP rule through System Type Manager (STM).

The STM is a utility used to modify the default behavior of identification. STM enables you to customize the
type and product name of systems using rules based on responses to Simple Network Management Protocol
(SNMP) and Desktop Management Interface (DMI) (Windows only) collections from systems on your network.

NOTE: DM rules can only be created from the command line interface.
NOTE: The following fields are required to create an STM rule:

e System Object Identifier, including the Compare Rule

e System Type

e  Product Name

To create a new SNMP rule:

1. Select Options—Manage System Types. The Manage System Types page appears.
2. Click New. The New rule section appears.
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3. Enter the System object identifier information. Retrieve the system object identifier from a target system

on your network by clicking Retrieve from system. The Retrieve from system section appears. The
System object identifier field is required.
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Retrieve from system:
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a. In the Object identifier field, enter the object identifier.

b. In the Community string field, enter the community string if other than public, which is the default.
to retrieve data, the community string of the target system and the HP Systems Insight Manager (HP
SIM) server must match to retrieve data.

c. Inthe Target hostname or IP address field, enter the IP address of the system you want to search.
Click Get response to show the Response SNMP data type and the Response value.

e. To close the Retrieve from system section, click OK, and place the response value in the System
object identifier, or Object value fields, or both.

4. Enter the System object identifier compare rule. Click the down arrow and select the appropriate
rule. In most cases, this rule is match. You can set it to starts with if you know that a class of systems
has system object identifiers that start with the value you have entered.

5. (Optional) Specify MIB variable object identifier by clicking Retrieve from MIB. The Retrieve from
MIB section appears.

You might need to perform this action if you have systems that return the same system object identifier
that you would like to classity as different products based on an SNMP variable that returns a different
value for each class. For example, if you have Windows NT servers from different vendors that return
the same Windows NT system object identifier, you can specify rules using the Windows NT System
Object Identifiers (OID) as the OID and a vendor-specific MIB variable and value combination to create
separate rules for each vendor.
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a. Click the down arrow in the MIB definition file name box to select the MIB definition file.
b. Click the down arrow in the MIB variable name box to select the MIB variable name.
To close the Retrieve from MIB section, click OK, and place the MIB variable object identifier
information in the field.
6. Select the Object value by clicking Retrieve from system. The Retrieve from system section appears.
a. Enter the Object identifier, Community string, and Target hostname or IP address.
b. Click Get response to view the Response SNMP data type and the Response value.
c. To close the Retrieve from MIB section, click OK, and place the information in the Object value
field.
Select the Object value Data type by clicking the down arrow and selecting either string or integer.
Select the Object value Compare rule by clicking the down arrow.
Enter a Priority (applies only if there is more than one rule with the same system object identifier).
O In the System type field, click the down arrow, and then select the system type.
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11. In the Subtype field, click the down arrow, and then select the system subtype.
12. In the Product name field, enter the product name for the new rule.

13. In the Custom management page field, enter a URL. The URL displays this web page as a system link
on the System Page of systems identified using this rule. Enter the special keywords $ipaddress and
$hostname anywhere in this URL. They are replaced by the actual IP address or host name of the
system when the link is placed on the System Page.

14. Click Launch fo verifty that you can browse to the URL.

15. To save the new rule, click OK, or to cancel all changes and close the New rule section, click Cancel.

Command line interface

Use the mxstm command to add SNMP and DMI (Windows only) rules from the command line. For assistance
with this command, see the HP-UX or Linux manpage by entering man mxstm at the command line. See
“Using command line interface commands” for more information about the command and how to access
the manpage.

Related procedures

e  Editing STM rules

e Deleting STM rules

Related topics

° Managing system types

e About System Type Manager

e Navigating the Manage System Types page

Editing STM rules
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Edit an existing SNMP rule using System Type Manager (STM) to change the priority, system type, subtype,
or custom management page.

NOTE: Changing the priority on this page reorders the priorities of all other rules with the same system
Obiject Identifier (OID) such that all rules with the same system OID have a unique priority ranging from one
to the number of rules with the same system OID.

NOTE: All steps are optional.

To edit an SNMP rule:

Select Options—Manage System Types. The Manage System Types page appears.

Click Edit. The Edit rule section appears.

In the Priority field, change the priority.

In the System type field, click the down arrow to change the system type.

In the Subtype field, click the down arrow to change the subtype.

In the Custom management page field, change the URL. Click Launch to verify that you can browse
to the URL launch page.

7. To save changes and return to the Manage System Types page, click OK, or to return to the Manage
System Types page without saving any changes, click Cancel.

ok wnN -~

Related procedures

e Creating STM rules

o Deleting STM rules

Related topics

° Managing system types

e About System Type Manager

e Navigating the Manage System Types page
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Deleting STM rules

1. Select Options—Manage System Types. The Manage System Types page appears.
2. Select the rule to delete.

3. Click Delete. A confirmation box is displayed.

4. Click OK to delete the rule, or click Cancel to cancel the deletion process.

Related procedures

e Creating STM rules

e  Editing STM rules

Related topics

° Managing system types

e About System Type Manager

e Navigating the Manage System Types page

Additional information for creating STM rules

Manufacturers assign unique system Object Identifiers (OIDs) to their SNMP-instrumented products. In addition,
systems supply information about themselves using variables described in files called Management Information
Bases (MIBs). These values are enumerated using an industry-standard structure. MIBs are provided by
vendors for their systems and must be registered with HP Systems Insight Manager (HP SIM) to be accessible
and usable from System Type Manager (STM). HP preregisters all HP MIBs and many third-party MIBs. You
can register the remaining MIBs using the MIB compiler, if you have the related systems on your network.
See “Registering a MIB” for information about registering MIBs. If you examine a MIB, you will find modules,
or groups of variables. Some variables have multiple values. Each of these values has an OID as well. You
can use these OIDs to determine which system you have and its current behavior by querying these OIDs.

Things you should know about DMI identification
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Desktop Management Inferface (DMI) identification is based on how a system responds to a DMI request.
Systems supply information about themselves as defined in files called MIFs. MIFs are vendor-specific. Simply
having a Management Information Format (MIF) file on a target system does not guarantee DMI identification.
MIFs cannot be registered the way MIBs are registered in HP SIM. If you examine a MIF (for example, the
generic Win32s1.MIF), you will find groups of attributes. The values returned in response to requests for
MIF attributes can be used to determine which system you have and its current behavior.

For example, the following extract is part of the win32s1 .MIF. Notice the group named Component ID,
followed by several attributes that identify one aspect of a DMI system (such as Manufacturer, Product,
Version, and Serial Number). Other MIFs have different groups and specify other aspects of a system. The
information in the MIFs is the information supplied to STM when you create a rule. STM can request a value
from a specific target for a specific attribute.

NOTE: DMl identification is only supported on Windows and HP-UX-based Central Management Server
(CMS) installations. In addition, only like operating systems can be identified. For example, a Windows-based
CMS can identity a Windows-based DMI, while HP-UX-based Central Management Server can only identify
HP-UX-based DMI systems.

Start Group

Name = "ComponentID"
ID = 1 Class = "DMTF|ComponentID|001"
Description = "This group defines the attributes common to

all components. This group is required."

Start Attribute
Name = "Manufacturer"
ID = 1 Description = "Manufacturer of this system."
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Access = Read-Only

Storage = Common

Type = String(64)

Value = "Intel Corporation"
End Attribute

Start Attribute
Name = "Product"

ID = 2

Access = Read-Only

Storage = Common

Type = String(64)

Value = "Win32 DMI Service Layer"
End Attribute

Start Attribute

Name = "Version" ID = 3

Description = "Version number of this component."
Access = Read-Only

Storage = Common

Type = String(64)

Value = "2.32" End Attribute

Start Attribute

Name = "Serial Number" ID = 4 Access = Read-Only
Storage = Common Type = String(64)
Value = "unsupported"

End Attribute

Adding new DMI rules (from Windows CMS only)

You can create a new DMI-based rule using the command line utility (mxstm). DMI system information
originates in MIF files. MIF files contain elements that have attributes and corresponding values. See “Using
command line interface commands” for information about accessing the mxstm manpage.

Adding new SNMP rules

You can create a new SNMP-based rule using the command line utility (mxstm) or by selecting
Options—Manage System Types from the HP SIM user interface. Within the SNMP framework, manageable
network systems (routers, bridges, servers, and so on) contain a software component called a management
agent. The agent monitors the various subsystems of the network element and stores this information in a
MIB. The agents enable the system to generate traps, which can be configured to be sent to a trap destination
server that is running HP SIM.

Related procedures

e  Creating STM rules

¢  Editing STM rules

e  Deleting STM rules

Related topics

° Managing system types

e About System Type Manager

e Navigating the Manage System Types page
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6 Users and authorizations

I”_‘f; NOTE:  Users that have been added to the Central Management Server (CMS) cannot view or manage
= systems until authorizations have been configured for them.

NOTE: Command line tools provided by HP-UX and Linux (such as 1s and df) are run as root by default.
For security reasons, you might want them to run as a specific user to avoid inadvertently allowing
unauthorized access to a user.
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HP Systems Insight Manager (HP SIM) enables you to configure authorizations for specific users or user
groups. Authorizations give the user access to view and manage systems. Each authorization specifies a
user or user group, a toolbox, and a system or system group. The specific set of tools that can be run on a
system that is specified in the assigned toolbox.

It is important that you plan which systems each user will manage manage and which specific set of fools
each user is authorized to execute on managed systems. A user with no toolbox authorizations on a particular
system cannot view or manage that system.

Authorizations are cumulative. If a user is authorized for Toolbox1 and Toolbox2 on the same system, the
user is authorized for all tools in both Toolbox1 and Toolbox2 on that system. Similarly, a user authorized
for the All Tools toolbox on a system requires no other toolbox authorizations on that system because the
All Tools toolbox always includes all tools.

See the following guidelines for setting up user names and authorizations in the following sections:
e “Configuring automatic discovery”

e “Creating new users”

e “Creating new user groups”

e “Creating new toolboxes”

e  “Creating new authorizations”

Users authorization templates
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The Users and Authorizations tabs offer the following options:

e Add, edit, and delete users and user groups, and view and print user reports. Select
Options—Security—Users and Authorizations—Users.

e Add, edit, and delete toolboxes, and view and print toolbox reports. Select Options—Security—Users
and Authorizations—Toolboxes.

e Add, update, and delete authorizations, and view and print authorization reports. Select
Options—Security—Users and Authorizations—Authorizations.

NOTE: By default, users created in HP SIM can access HP Storage Essentials with limited read privileges.
You can change the permission settings by following the instructions and links on the Users, Toolboxes,
and Authorizations tabs.

Related procedures

o Creating new users

e  Creating new user groups

o  Creating new toolboxes

e  Creating new authorizations

e  Editing user accounts and user groups
e  Editing toolboxes

o Deleting user accounts and user groups
e Deleting toolboxes

e Deleting authorizations

e User and user group reports

e Toolbox report

o Authorizations report

Related topics

e Users and user groups

¢  Toolboxes

e Authorizations
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Users and user groups

Administering users involves adding, editing, deleting, and reporting. After you have added a user or user
group, you can assign predefined authorizations from the Authorizations tab.

Users and Authorizations
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Users and user groups must exist in the operating system. For Windows, this includes Active Directory. When
a user group is configured in HP Systems Insight Manager (HP SIM), any user that is a member of the user
group in the operating system can sign-in to HP SIM without having to be configured as a user in HP SIM.
The user can subsequently create tasks and run tools based on the user group's authorizations and
configuration rights as configured in HP SIM.

The Users tab displays a table with the following information:

User/User Group  This column includes all users and user groups. A user group is displayed in bold
type, while group-based user accounts (members of a configured user group) are displayed in italics.

Configuration CMS Security  This column indicates if the user has been given the right to configure
CMS security. This option is set when you select or clear the User can configure CMS security access
such as creating, modifying or removing other users checkbox when creating or editing users.
The column displays either Yes or No.

Pager Configured  This column indicates if the user has a pager configured (Yes or No.) and is blank
for user groups.

IP Sign-In Restrictions  This column indicates if there are any IP restrictions applied to the user or user
group.

Full Name  This column displays the full name of the user or group if this information was entered
during the creation of the user or user group.

The Users tab provides the following options:

E%

Create new users.  Select Options—Security—Users and Authorizations—Users, and then click
New. The New User section appears.

Create new user groups.  Select Options—Security—Users and Authorizations—Users, and
then click New Group. The New User Group section appears.

Edit existing users or user groups.  Select Options—Security—Users and Authorizations—Users,
and then select a user or user group. Click Edit. The Edit User or Edit User Group section appears.
You can edit group-based (in italics) users to convert them to individually configured users.

Delete users or user groups.  Select Options—Security—Users and Authorizations—Users, and
then select users or user groups. Click Delete. A confirmation box appears. to delete the users or user
groups, click OK, or to cancel the deletion, click Cancel.

View and print user reports.  Select Options—Security—Users and Authorizations—Users, and
then click Report. The Users Report window appears. To print the report, select File—Print.

NOTE:  To sort the information in ascending or descending order, click the appropriate column
heading. The column heading that includes the arrow is the column by which the list is sorted. If the
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arrow is pointing up, the list is sorted in ascending order. If the arrow is pointing down, the list is sorted
in descending order.

Run SE user security configuration By default, users created in HP SIM can access HP Storage
Essentials with limited read privileges. to edit user roles and give users additional privileges, click the
Run SE user security configuration link.

Related procedures

Creating new users

Creating new user groups

Editing user accounts and user groups
Deleting user accounts and user groups

User and user group reports

Related topics

Users and authorizations
Toolboxes
Avuthorizations

Default user templates

Creating new users

Create a new user account fo sign-in to HP Systems Insight Manager (HP SIM). The account must be valid
on the operating system (including Active Directory on Windows) on the Central Management Server (CMS)
and is authenticated by the CMS. You must know the operating system user account name of the user you
are adding, but it is not necessary to know the password.

To create a new user:

1.

2.

Select Options—Security—Users and Authorizations—Users, and then click New. The New User
section appears.

(Required) In the Sign-in name [on central management server(CMS)] field, enter the operating
system login account name to be used to sign-in to HP SIM. This field is required.

Note: The user cannot sign-in to HP SIM if the account is not a valid login. The account is not validated
until the user attempts to sign-in to HP SIM.

(Optional) In the Domain (Windows® domain for sign-in name) field, enter the Windows domain
name for the login name if the CMS is running a Windows operating system. If left blank, the CMS
system name is used as the domain.

Note: If the user account was migrated from Insight Manager 7, the Domain (Windows® domain for
login name) field associates a placeholder domain with the user. If the user receives pages, this field
must be edited to include a valid domain on your network.

(Optional) In the Full name field, enter the user's full name.

(Optional) If you are using Windows, in the Phone field of the Pager Information section, enter the
pager phone number. If the Phone number field is left blank, the paging information is not saved. This
field does not apply to user groups..

(Optional) In the E-mail address field, enter the user's e-mail address.

In the Copy all authorizations of this user or [template] field, select a template (administratortemplate,
operator-template, or usertemplate) or sign-in account that already has the predefined authorizations
that you want fo assign to the sign-in account you are creating. See “Default user templates” for more
information about default user templates.

For user accounts that must be able to create, modify, or delete other accounts in the Central
management server security configuration right section, select User can configure CMS security
access such as creating, modifying or removing other users. If you selected an existing user with
administrative rights or the administrator template in the previous step, this option is automatically
selected.
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10.

11.

12.

13.

14.

15.

16.

Under the Sign-In IP Address Restrictions section, in the Inclusion ranges field, enter the IP addresses
of the systems you want this user to be able to use as a client browsing this CMS. If you list multiple [P
addresses, separate them with a semicolon (;). Each range is a single IP address or two IP addresses
separated by a dash (-). The IP addresses must be entered in the standard dotted decimal notation, for
example, 15.1.54.133. Any spaces surrounding the semicolons or dashes are ignored. Spaces are
not allowed within a single IP address in the dotted decimal notation. Enter 0.0.0.0 to prevent a user
from logging in through a remote system.

Important: If browsing from the CMS, ensure all IP addresses of the CMS are properly included. If
browsing to localhost, ensure the loopback address 127.0.0.1 is also included.

In the Exclusion ranges field, enter the IP address of the systems that should be excluded from
management by this user or user group. Use the same format as in the previous step for Inclusion
ranges. Enter 0.0.0.0 to prevent a user from logging in through a remote system.

Note: Ensure that your inclusion and exclusion ranges do not overlap.

Note: The following five steps are only for a CMS running Windows.

Under the Pager Information section, in the Phone number field, enter the pager phone number of
the user associated with this user account if you are using a Windows operating system. If the Phone
number field is left blank, the paging information is not saved. This field does not apply to user groups.
In the PIN number field, enter the PIN number associated with the pager phone number. This field does
not apply to user groups.

In the Message length field, select how many characters can be accepted in the paging message from
the dropdown list. This field does not apply to user groups.

In the Baud rate field, select the appropriate baud rate for the pager from the dropdown list. This field
does not apply to user groups.

In the Data format field, select the appropriate data format for the pager from the dropdown list. This
field does not apply to user groups.

To save and close the New User section, click OK. The new user account is created. To save and keep
the New User section open, click Apply, or to cancel the creation of this user, click Cancel.

Command line interface

I-i;f%

Users with administrative rights can use the mxuser command to create users from the command line interface

(CLI)

NOTE:  Users must have the User can configure CMS security access such as creating, modifying
or removing other users option selected when their account is set up for them to be able to use the mxuser
command.

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.

Related procedures

Editing user accounts and user groups
Deleting user accounts and user groups

User and user group reports

Related topics

Users and authorizations
Users and user groups

Default user templates

Creating new user groups

User groups must exist in the operating system. For Windows, they must also exist in Active Directory.
Members of user groups in the operating system can sign-in to HP Systems Insight Manager (HP SIM) and
inherit the group's attributes for configuration rights, sign in IP address restrictions, and authorizations. When
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a group's configuration rights, sign in IP address restrictions, or authorizations are changed, this change is
immediately reflected for all current members of the group.

With configuration rights, the user inherits the highest setting. With sign-in IP address restrictions, the user
inherits all entries. With authorizations, the user inherits all authorizations.

NOTE: A user's group membership is determined at sign-in. If a user's group membership changes in the
operating system, it is not reflected in HP SIM until the next time the user signs in to HP SIM.

To create a new user group:

In the Exclusion ranges field, enter the IP address of the systems that should be excluded from management
by this user or user group. Use the same format as in the previous step for Inclusion ranges. Enter 0.0.0.0
to prevent a user from logging in through a remote system.

1. Select Options—Security—Users and Authorizations—Users, and then click New Group. The
New User Group section appears.

2. In the Group name (on central management server) field, enter the operating system group name
to be used for signing in to HP SIM. This field is required.

3. Ifthe Central Management Server (CMS) is running a Windows operating system, in the Domain
(Windows domain for login name) field, enter the Windows domain name for the group .

4. In the Full name field, enter the full name for the group. This name appears in the table under the
Users tab.

5. Inthe Copy all authorizations of this user or [template] field, select a template or sign in that already
has the predefined authorizations that you want to assign to the group you are creating. See “Default
user templates” for more information about default user templates.

6. For user accounts that must be able to create, modify, or delete other accounts in the Central
management server security configuration right section, select User can configure CMS security
access such as creating, modifying or removing other users. If you selected an existing user with
administrative rights or the administrator template in the previous step, this option is automatically
selected.

7. Under the Sign-In IP Address Restrictions section, in the Inclusion ranges field, enter the IP addresses
of the systems you want this user to be able to use as a client browsing this CMS. If you list multiple [P
addresses, separate them with a semicolon (;). Each range is a single IP address or two IP addresses
separated by a dash (). The IP addresses must be entered in the standard dotted decimal notation, for
example, 15.1.54.133. Any spaces surrounding the semicolons or dashes are ignored. Spaces are
not allowed within a single IP address in the dotted decimal notation. Enter 0.0.0.0 to prevent a user
from logging in through a remote system.

Important: If browsing from the CMS, ensure all IP addresses of the CMS are properly included. If
browsing to Localhost, ensure the loopback address 127.0.0.1 is also included.

8. To save and close the New User Group section, click OK. To save and keep the New User Group
section open, click Apply, or to cancel to close the New User Group section without saving the new
group, click Cancel .

Command line interface
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Users with administrative rights can use the mxuser command to create a user group from the command
line interface (CLI)

NOTE:  Users must have the User can configure CMS security access such as creating, modifying
or removing other users option selected when their account is set up for them to be able to use the mxuser
command.

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
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Related procedures

e  Editing user accounts and user groups

o Deleting user accounts and user groups

e User and user group reports

Related topics

e Users and authorizations

e Users and user groups

e Default user templates

Editing user accounts and user groups
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In the event a user account or user group must be modified, you can edit it from the Users tab on the Users
and Authorizations page.

NOTE:

If a group's configuration rights or sign-in IP address restrictions are changed, these changes are

immediately applied to all current members of the group. It a group name is edited, none of its current
members are affected, other than displaying the new group name.

NOTE:

A group-based user account can be edited only to convert to an individual user account and is

not reversible.

To edit a user account or user group:

1. Select Options—Security—Users and Authorizations—Users.

2. Select the user or user group you want to edit, and then click Edit. The Edit User or Edit User Group
section appears.

3. Change the appropriate setting.

Note: Steps d through e and i through m do not apply to user groups.

a.

(Required) In the Sign-in name [on central management server(CMS)] field, enter the operating
system login account name to be used fo sign-in to HP SIM. This field is required.

Note: The user cannot sign-in to HP SIM if the account is not a valid login. The account is not
validated until the user attempts to sign-in to HP SIM.

(Optional) In the Domain (Windows® domain for sign-in name) field, enter the Windows
domain name for the login name if the CMS is running a Windows operating system. If left blank,
the CMS system name is used as the domain.

Note: If the user account was migrated from Insight Manager 7, the Domain (Windows® domain
for login name) field associates a placeholder domain with the user. If the user receives pages,
this field must be edited to include a valid domain on your network.

(Optional) In the Full name field, enter the user's full name.

(Optional) If you are using Windows, in the Phone field of the Pager Information section, enter
the pager phone number. If the Phone number field is left blank, the paging information is not
saved. This field does not apply to user groups..

(Optional) In the E-mail address field, enter the user's e-mail address.

For user accounts that must be able to create, modity, or delete other accounts in the Central
management server security configuration right section, select User can configure CMS
security access such as creating, modifying or removing other users. If you selected an
existing user with administrative rights or the administrator template in the previous step, this option
is automatically selected.

Under the Sign-In IP Address Restrictions section, in the Inclusion ranges field, enter the IP
addresses of the systems you want this user to be able to use as a client browsing this CMS. If you
list multiple IP addresses, separate them with a semicolon (;). Each range is a single IP address or
two IP addresses separated by a dash (-). The IP addresses must be entered in the standard dotted
decimal notation, for example, 15.1.54.133. Any spaces surrounding the semicolons or dashes
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are ignored. Spaces are not allowed within a single IP address in the dotted decimal notation.
Enter 0.0.0.0 to prevent a user from logging in through a remote system.

Important: If browsing from the CMS, ensure all IP addresses of the CMS are properly included.
It browsing to 1ocalhost, ensure the loopback address 127.0.0.1 is also included.

In the Exclusion ranges field, enter the IP address of the systems that should be excluded from
management by this user or user group. Use the same format as in the previous step for Inclusion
ranges. Enter 0.0.0.0 fo prevent a user from logging in through a remote system.

Under the Pager Information section, in the Phone number field, enter the pager phone number
of the user associated with this user account if you are using a Windows operating system. If the
Phone number field is left blank, the paging information is not saved. This field does not apply
to user groups.

In the PIN number field, enter the PIN number associated with the pager phone number. This field
does not apply to user groups.

In the Message length field, select how many characters can be accepted in the paging message
from the dropdown list. This field does not apply to user groups.

In the Baud rate field, select the appropriate baud rate for the pager from the dropdown list. This
field does not apply to user groups.

In the Data format field, select the appropriate data format for the pager from the dropdown list.
This field does not apply to user groups.

4. To save and close the Edit User section, click OK. The new user account is created. To save and keep
the Edit User section open, click Apply, or to cancel the modifications for this user, click Cancel.

The user or group changes are saved.

Command line interface

%’-Q/

Users with administrative rights can use the mxuser command to modify users or user groups from the
command line interface (CLI).

NOTE:

Users must have the User can configure CMS security access such as creating, modifying

or removing other users option selected when their account is set up for them to be able to use the mxuser
command.

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.

Related procedures

e  Users and authorizations

e  Creating new users

e  Creating new user groups

o Deleting user accounts and user groups

e User and user group reports

Related topics

e Users and authorizations

e Users and user groups

Deleting user accounts and user groups

If an HP Systems Insight Manager (HP SIM) user account or user group is deleted from the operating system,
or disabled or locked out, and the user is already signed in to HP SIM, the signed-in user is not affected.
Therefore, to remove a signed in user from HP SIM, the user account must be deleted from within HP SIM.
Deleting the user account from HP SIM forces the user to sign out if he or she is already signed in to HP SIM.
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When deleting a user group, all members of the group lose membership in that group, which causes those
users' authorizations, configuration rights, and login IP address restrictions to be updated based on their
new group memberships. Users that are no longer members of any user group are deleted from HP SIM.

CAUTION: Deleting a user or user group prevents the user or group from signing-in and removes all
associated authorizations and tasks that are owned by that user or user group.

NOTE: You cannot remove the last user account with administrative rights.

To delete a user account or user group:

1. Select Options—Security—Users and Authorizations—Users.
2. Select the users or groups to be deleted.

3. Click Delete. A confirmation box appears.
4

to delete the selected users or user groups, click OK, or to cancel the deletion process and return to the
Users section, click Cancel . Deleting a user group also deletes all members of the group, and a second
confirmation box appears, listing which users will be deleted. To continue and delete all listed users,
click OK, or to cancel the deletion process and return to the Users section, click Cancel.

The users, user groups, associated authorizations, and tasks are permanently deleted.

Command line interface

I-i;f%

Users with administrative rights can use the mxuser command to modify users and user groups from the
command line interface (CLI).

NOTE:  Users must have the User can configure CMS security access such as creating, modifying
or removing other users option selected when their account is set up for them to be able to use the mxuser
command.

Users with operator rights can use the mxexec command to launch command tools on one or more systems
from the CLI. For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e Creating new users

e Creating new user groups

e Editing user accounts and user groups

e User and user group reports

Related topics

e Users and authorizations

e Users and user groups

User and user group reports

I-i;f%

For detailed information about users and user groups, you can generate and print a report.

NOTE:  To sort information in ascending or descending order, click the appropriate column heading. The
column heading that includes the arrow is the column by which the report is sorted. If the arrow is pointing
up, the report is sorted in ascending order. If the arrow is pointing down, the report is sorted in descending
order.

The following summary of user information appears in the Users Report window, along with the date and
time of the report:

. User/User Group

e  Configuration Rights
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e Pager Configured

e |P Login Restrictions

e  Full Name

To generate and print a user account or user group report:

1. Select Options—Security—Users and Authorizations—Users.
2. Click Report.

The Users Report window appears.
3. To print the report, select File—Print.

The user report is printed.

Command line interface

Users with administrative rights can use the mxuser command to create user and user group reports from
the command line interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

o Creating new users

e Creating new user groups

e  Editing user accounts and user groups

e Deleting user accounts and user groups

Related topics

e Users and authorizations

e Users and user groups

Default user templates

The default templates have predefined authorizations that are assigned to the new sign-in account you are
creating. This authorization gives the user access to systems and creates a relationship between toolboxes
and discovered systems. Separate tools are provided for each access level, and the user can be authorized
for these user access tools in the Monitor Tools toolbox, while administrative access tools are assigned in
the All Tools toolbox.

The following default user templates are available in HP Systems Insight Manager (HP SIM):

¢ Administrator-template  This template automatically gives the user administrative rights on the Central
Management Server (CMS) and includes the All Tools toolbox for the CMS and for All Managed
Systems.

e  Operator-template  This template gives the user operator rights on the CMS and includes authorizations
for the Monitor Tools toolbox on the CMS and the All Tools toolbox on All Managed Systems.

e User-template  This template gives the user user rights on the CMS and includes authorizations for
the Monitor Tools toolbox for the CMS and All Managed Systems.

Related topics

e  Creating new users
e  Creating new user groups

e Toolboxes
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Toolboxes

The Toolboxes section enables you to configure groups of fools. The following toolboxes are created during
the installation process::

The All Tools toolbox contains all tools in the Central Management Server (CMS).

The Monitor Tools toolbox contains tools that display the state of the managed systems but not tools
that change the state of the managed systems. For example, the Monitor Tools toolbox permits viewing
installed software but does not permit installing software.

The Full Rights toolbox contains all tools in the Central Management Server (CMS).
The Limited Rights toolbox contains only the create and edit both reports and tools.

When HP Storage Essentials is installed, a Toolbox for Storage Essentials tools is added to this page.
See your HP Storage Essentials documentation for more information.

The Toolboxes tab provides the following options:

E%

Create new toolboxes.  Select Options—Security—Users and Authorizations—Toolboxes, and
then click New. The New Toolbox section appears.

Edit existing toolbox.  Select a toolbox to edit, select Options—Security—Users and
Authorizations—Toolboxes, and then, click Edit. The Edit Toolbox section appears.

Delete toolboxes.  Select toolboxes to delete, and then select Options—Security—Users and
Authorizations—Toolboxes. A confirmation box appears. To delete the toolboxes, click OK, or to
cancel the deletion, click Cancel.

View and print toolbox reports.  Select Options—Security—Users and
Authorizations—Toolboxes, and then click Report. The Toolboxes Report appears. To print the
report, select File—Print.

NOTE: To sort information in ascending or descending order, click the appropriate column heading.
The column heading that includes the arrow is the column by which the list is sorted. If the arrow is
pointing up, the list is sorted in ascending order. If the arrow is pointing down, the list is sorted in
descending order.

Run SE user security configuration  Toolboxes defined in HP SIM are not automatically shared with
HP Storage Essentials. Click Run SE role security configuration to create a toolbox equivalent (role)
in HP Storage Essentials. By default, HP SIM users have limited read access to all HP Storage Essentials
managed systems and features.

Related procedures

Creating new toolboxes
Editing toolboxes
Deleting toolboxes

Toolbox report

Related procedures

Users and user groups

Avuthorizations

Default user templates

Creating new toolboxes

Create a toolbox to configure a group of fools for each user has access. Toolboxes are set up so that some
users can use certain tools but not others. For example, an administrator has access to more tools than a

user.
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I”é"/y NOTE: The toolbox name must start with an alphabetic character followed by alphanumeric characters,
embedded blank characters, underscore (_), or dash (-) and must be less than or equal to 16 characters in
length.

To add a toolbox:

1.

Ok wN

Select Options—Security—Users and Authorizations—Toolboxes, and then click New. The New
Toolbox section appears.

In the Name field, enter a name for the new toolbox. This field is required.

In the Description field, enter a description for the toolbox.

To enable the toolbox and all authorizations created with this toolbox, select Toolbox is enabled.

To display a list of tools in the available tools list, in the Show tools in category field, select a category.

In the available tools list, select the tools to be assigned to this toolbox, and then click > |
The selected tools appear in the Toolbox contents list. To remove a tool from the associated tools list,
you can select a tool displayed in the Toolbox contents list, and then click << |

Note: The HP SIM Tools category includes tools that are related to configuration rights on the HP SIM
server itself. In previous versions of HP SIM, these rights were only enabled to full configuration rights
users. With HP SIM 5.2, any user can be granted these rights if needed based on an authorization.
These tools include: Delete Systems in HP SIM, Edit any user tasks in HP SIM, Edit HP SIM Notification
Settings, Edit HP SIM Reports, Edit Shared Collections in HP SIM, Edit Systems in HP SIM, Modify HP
SIM Events, Run HP SIM Discovery, and View HP SIM Audit Log.

Note: For users with operator rights and user rights to clear, delete, assign events, and add comments
to events, you must select Configuration Tool from the Show tools in category dropdown list. Then,
select Clear Events, Delete Events, Assign Events, and Comment Events as necessary, and then

click B to add them to the Toolbox contents.
To save the new toolbox and close the New Toolbox section, click OK. To save the settings without

closing the New Toolbox section, click Apply, or to cancel the new toolbox creation and return to the
Toolboxes section, click Cancel.

Command line interface

Users with administrative rights can use the mxtoolbox command to add toolboxes from the command line
interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on one or more systems
from the CLI. For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.

Related procedures

Editing toolboxes
Deleting toolboxes

Toolbox report

Related topics

Users and authorizations

Toolboxes

Editing toolboxes

You can change toolboxes to modify the contents, name, and description of the toolbox.

I”é"}’ NOTE: The All Tools toolbox cannot be edited. While, the Monitor Tools toolbox can be edited, but only

the set of fools contained in the toolbox can be changed.

To modify a toolbox:
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1. Select Options—Security—Users and Authorizations—Toolboxes.
2. Select the toolbox to edit, and then click Edit. The Edit Toolbox section appears.

Note: For users with operator rights and user rights to clear, delete, assign events, and add comments
to events, you must select Configuration Tool from the Show tools in category dropdown list. Then,
select Clear Events, Delete Events, Assign Events, and Comment Events as necessary, and then

click [ >> | to add them to the Toolbox contents.

3. Change the appropriate setting. See “Creating new toolboxes” for more detailed information about

each field.

Note: New custom tools are located under Tools—Custom Tools.

4. To save changes, click OK, or to cancel the changed, click Cancel.

Command line interface

Users with administrative rights can use the mxtoolbox command to modify toolboxes from the command
line interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new toolboxes

o Deleting toolboxes

e Toolbox report

Related topics

e Users and authorizations

e Toolboxes

Deleting toolboxes

/\ CAUTION: When a toolbox is deleted, all of the associated authorizations are also deleted.

[i-f% NOTE: The All Tools toolbox and the Monitor Tools toolbox cannot be deleted.

To delete a toolbox:

1. Select Options—Security—Users and Authorizations—Toolboxes.

2. Select the toolboxes to be deleted.

3. Click Delete. A confirmation box appears.

4. To delete the toolboxes, click OK, or to cancel the deletion process, click Cancel.

The toolbox and all associated authorizations are permanently deleted.

Command line interface

Users with administrative rights can use the mxtoolbox command to delete toolboxes from the command
line interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new toolboxes

e Editing toolboxes

e Toolbox report
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Related topics

e Users and authorizations

e Toolboxes

Toolbox report

%’-Q/

For detailed information about a foolbox, you can generate and print a toolbox report.

NOTE: To sort the report information in ascending or descending order, click the appropriate column
heading. The column heading that includes the arrow is the column by which the report is sorted. If the arrow
is pointing up, the report is sorted in ascending order. If the arrow is pointing down, the report is sorted in
descending order.

The following information about all toolboxes appears in the Toolboxes Report window, along with the
date and time of the report:

e Toolbox

e Enabled

e Tools

e  Description

To print a toolbox report:

1. Select Options—Security—Users and Authorizations—Toolboxes.
2. Click Report.

The Toolboxes Report window appears.

3. Select File—Print to print the report.

The toolbox report is printed.

Command line interface

Users with administrative rights can use the mxtoolbox command fo generate and run reports from the
command line interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new toolboxes

e Editing toolboxes

o Deleting toolboxes

Related topics

e Users and authorizations

e  Toolboxes

Authorizations

Authorizations give users access to view and manage systems. An authorization is composed of users,
toolboxes, and discovered systems. When you first access the Authorizations tab, a table appears listing
all authorizations and includes the following information:

o User/User Group  This column includes all valid users and user groups. A user group is displayed
in bold type. Group-based users are not displayed in this table. However, they are listed in the
authorizations for users table and are displayed in italics.

e Toolbox This column displays the toolboxes assigned to the user or user group for each authorization.
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e System This column displays the systems on which the user or user group has authorizations. A
system group is displayed in bold type.

e Auto This column displays Auto if the authorization is set fo automatically update when the collections

that the authorization is based upon are updated.
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A system group is a group of systems based on a system collection that is used for authorizations.
Authorizations that use system groups are updated automatically when a change is made to the system
collection that the system group is based upon. For authorizations to be updated automatically, the option,
Do not track changes. If this collection changes, the authorization will not change must not be
selected.

You can view all authorizations, or you can view filtered authorizations for users, user groups, toolboxes,
system groups, and individual systems. Select the option from the Authorizations for box, and then select
the name from the Select name box.

The Authorizations tab provides the following options:

e  Creating new authorizations  Select Options—Security—Users and
Authorizations—Authorizations, and then click New. The New Authorizations section appears.
This option is not available for group-based users. Instead, create authorizations for the user group of
the group-based user.

o Deleting authorizations  Select Options—Security—Users and Authorizations—Authorizations,
select authorizations to delete, and then click Delete. A dialog box appears. To delete the authorizations,
click OK, or to cancel the deletion, click Cancel. This option is not available for group-based users.
Instead, delete authorizations for the user groups of the group-based user.

¢ Viewing and printing authorization reports  Select Options—Security—Users and
Authorizations—Authorizations, and then click Report. The Authorizations Report window
appears. To print the report, select File—Print.

e Updating authorizations  Select Options—Security—Users and Authorizations—Authorizations,
select an authorization using a system group based on a collection, and then click Update. The Update
Authorizations section appears.

I"_‘f/;* NOTE:  To sort the information in ascending or descending order, click the appropriate column

= heading. The column heading that includes the arrow is the column by which the list is sorted. If the
arrow is pointing up, the list is sorted in ascending order. If the arrow is pointing down, the list is sorted
in descending order.

e Run SE user security configuration  Authorizations defined in HP SIM are not automatically shared
with HP Storage Essentials. To update user security in HP Storage Essentials, click the Run SE user
security configuration link.
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e You can define separate authorizations in HP Storage Essentials on the Users page.

e By default, HP SIM users have limited read access to all HP Storage Essentials managed systems
and features. You can modify access privileges on the Roles page.

e Use the Organizations page to control the HP Storage Essentials managed systems that are visible
to HP SIM users.

Related procedures

e  Creating new authorizations
e Deleting authorizations

e Updating authorizations

o Authorizations report
Related topics

e Users and authorizations

e Users and user groups

e Toolboxes

e Default user templates

Creating new authorizations

I”_‘f; NOTE: To create authorizations with individual systems, be sure the systems have been discovered and
are accessible in the dafabase.

NOTE:  You cannot directly create new authorizations for group-based users.

To add a new authorization:

1. Select Options—Security—Users and Authorizations—Authorizations, and then click New. The
New Authorizations section appears.

2. In the Select dropdown list, select User(s) or UserGroup(s), and then select the users or groups in
the box. This field is required.

3. In the Enter authorizations for the selected user(s) section, select one of the following options:
e  Copy all authorizations of this user or [template]

Select a user or template from the dropdown list.

e Manually assign toolbox and system/system group authorizations
a. Inthe Select Toolbox(es) section, select the toolboxes to include.
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In the Select Systems list box, the two default system groups (All Managed Systems and
CMS) are displayed. Select one of these groups, or to select systems for the authorization,
click Add to display the Add Systems section.

In the Add systems by selecting from section, select one of the following:

Collection  Select a collection and click View contents.

If you want to use the entire collection as your selection, select Select "collection
name" itself. This option creates a system group based on the currently displayed
contents of the collection.

a.

(Optional) To enable the authorization to automatically be updated, without user
infervention when a collection is changed, select Automatically track changes.
If this collection changes, so does the authorization.

(Optional) Select Do not track changes. If this collection changes, the
authorization will not change. If this option is selected, you must manually update
the authorization after a collection has changed by using the Update button on
the Authorizations tab.

Note: These two selections are only available if a collection of systems is selected
and the Select "collection name" itself option is selected. You must select
one option or the other. The default selection is based on the
DynamicAuthorizations_AutoUpdateDefaultValue property setting in the
globalsettings.props file. The default is set to Yes. This is reflected in the
Select Systems list box in the New Authorizations section with [Auto] appended
to the entry. For example, if you selected All Systems and chose to have it
automatically updated, All Systems 001 [Auto] would be displayed in the Select
Systems box.
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You can continue to add systems and collections and can enable automatic updates
for each selected collection. Since automatic updates for any authorization apply
to all authorizations using the same selected collection, changing the setting for
one affects any other authorization using the same collection. Therefore, during
system selections, if you select a group already associated with an automatically
updating authorization, the option Automatically track changes. If this collection
changes, so does the authorization is preselected. Likewise, if an authorization
that does not automatically update is associated with a collection, the option Do
not track changes. If this collection changes, the authorization will not
change is preselected.

c.  If you want to select all individual systems from the collection, select the checkbox
at the top of the table view in the column heading to select all systems.

Note: This action creates a separate authorization for each selected system.

d. To save system selections, click Apply, or to return to the New Authorizations
section without saving changes, click Cancel.

After clicking Apply, a message appears based on the options selections. To return
to the New Authorizations section, click OK.

ii. Search Enter a system name and click Search, or select a system from the list and
click Search.

a. Select systems.

b. Click Apply, or to return to the New Authorizations section without saving changes,
click Cancel.

After clicking Apply, a message appears based on the options selections. Click
OK to return to the New Authorizations section.

A system group is a group of systems based on a system collection that is used for authorizations.
Authorizations that use system groups are updated automatically when a change is made to the system
collection that the system group is based upon. The option Do not track changes. If this collection
changes, the authorization will not change must not be selected for the authorizations to be updated
automatically.

If you selected individual systems of a collection, each selection populates the list box and is selected
for inclusion in the authorization. If you selected a collection and the collection has been used previously
in an authorization, a message appears stating that a system group for the collection exists and will be
updated with current source collection content. This condition affects all authorizations associated with
that collection. When a collection is used for the first time, no message appears. A system group with
the name of the collection followed by three numbers, usually (001) is displayed in the Select Systems
dropdown list and is selected.

4. To save the new authorization and close the New Authorizations section, click OK, or, if you do not
want to create the authorization, click Cancel.

I”é"/y NOTE:  You you add CMS tools to any other system, a warning appears alerting you, that the authorization
just added contains an HP SIM-based tool in the toolbox and that the CMS server was not selected. It also
states that the authorization was created but might not authorize the user on all the selected tools. Some
tools in HP SIM are used to manage HP SIM itself. For example, discovery or viewing the HP SIM audit log.
This error means that one or more of these tools were in a selected toolbox and the CMS was not one of
the selected systems. To correct this error, select the CMS as one of the target systems.

NOTE:  When upgrading to HP Systems Insight Manager (HP SIM) 5.x from any other version of HP SIM,
any system groups that the user created are migrated, but become top-level collections. To manage these
system groups, use the feature to edit a collection and update an authorization. See “Editing system or cluster
collections” and “Updating authorizations” for more detailed information.

Command line interface

Users with administrative rights can use mxngroup fo create and manage system groups from the command
line interface (CLI).
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Users with administrative rights can use the mxauth command to add authorizations from the CLI.

I”_‘f/r NOTE:  Users must have the User can configure CMS security access such as creating, modifying
= or removing other users option selected when their account is set up for them to be able to use the
mxngroup and mxauth commands.

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.

Related procedures

e Deleting authorizations
e Authorizations report
¢ Updating authorizations

Related topics

e  Users and authorizations

e Authorizations

Updating authorizations

This option is only available for authorizations using system groups based on a collection. It enables the
contents of a system group to be updated to the current contents of its source collection. All authorizations
using this system group (collection) are updated.

To update an authorization:

1. Select Options—Security—Users and Authorizations—Authorizations, select an authorization
based on a system group, and then click Update. The Update Authorizations section appears.

2. In the Show dropdown list, select changes, current contents, or updated contents.

e changes Describes the specific changes that occur to the system group if updated. Systems to
Add shows new systems to be added to the system group and added to all authorizations based
on the system group. Systems to Remove shows current systems to be removed from the system
and removed from all authorizations using the system group. Systems Unchanged shows a list
of systems that are unaffected by the update. They remain unchanged in the system group and all
authorizations based on the system group.
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e  current contents  Shows the current contents of the system group.

e  updated contents  Shows what the contents of the system group will be after updating. This option
applies to authorizations based on this system group.

3. To update the authorization, click Update Contents, or to cancel the update, click Cancel.
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Command line interface

Users with administrative rights can use mxngroup to update system groups from the command line interface
(CLI). However, if there are edits to the system group from the CLI, there is no affect on the source collection.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new authorizations

o Deleting authorizations

e Authorizations report

Related topics

e Users and authorizations

e Authorizations

Deleting authorizations

CAUTION: If all authorizations are deleted, no user, not even a user with administrative rights, can view
or manage any systems.

To delete an authorization:

1. Select Options—Security—Users and Authorizations—Authorizations.

2. Select the authorizations to be deleted.

3. Click Delete. A confirmation box appears.

4. To delete the authorizations, click OK, or to cancel the deletion process and return to the Authorizations
section, click Cancell.

Authorizations cannot be directly deleted for group-based users. Instead, delete the authorizations for
the user group of the group-based user.

I”_‘f; NOTE:  When deleting the last authorization using a system group, other than the default All Managed
Systems of CMS system groups, the system group is also deleted.

Command line interface

Users with administrative rights can use the mxngroup command to delete system groups using the command
line interface (CLI).

Users with administrative rights can use the mxauth command to delete authorizations using the command
line interface (CLI).

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new authorizations

e Authorizations report

¢ Updating authorizations

Related topics

e Users and authorizations

e Authorizations

Authorizations report

Generate an Authorizations Report o view and print authorizations. The Authorizations Report is
tailored to the current filtered view. For example, if user is selected in the Authorizations for box, a report
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is generated for only for the user selected. If (none) is selected in the Select name dropdown list, a report
is generated for everything selected in the Authorizations box.

I”_‘f/;* NOTE: To sort the report information in ascending or descending order, click the appropriate column

= heading. The column heading that includes the arrow is the column by which the report is sorted. If the arrow
is pointing up, the report is sorted in ascending order. If the arrow is pointing down, the report is sorted in
descending order.

The following information about authorizations appears in the Authorizations Report window, along with
the date and time of the report:

e User/User Group

e  Toolbox

e System

To view and print an authorizations report:

1. Select Options—Security—Users and Authorizations—Authorizations.
2. Select an authorization from the Authorizations for dropdown list.

3. (Optional) Select a name from the Select name dropdown list.

4. Click Report.

The Authorizations Report appears.

5. to print the report, select File—Print.
The Authorizations Report is printed.

Command line interface

Users with administrative rights can use the mxngroup command to generate and run system group reports
from the command line interface (CLI).

Users with administrative rights can use the mxauth command to generate and run reports from the CLI.

Users with operator rights can use the mxexec command to launch command tools on systems from the CLI.
For assistance with this command, see the associated manpage.

See “Using command line interface commands” for information about accessing the manpage.
Related procedures

e  Creating new authorizations

e Deleting authorizations

e Updating authorizations

Related topics

e Users and authorizations

o Authorizations

System groups

A system group is a group of systems used solely for authorizations. System groups can be managed directly
from the command line interface (CLI) using the mxngroup command, or they can be managed indirectly

through the GUI.

Managing system groups from the GUI

A system group is created when an authorization is created using a system collection. This system group is
named after the collection with three digits appended, usually 001 (for example, All Racks 001). The system
group contains the systems that were displayed during system selection and is saved when the authorization
is created.
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NOTE:  Any additional changes to the system collection do not affect the system group or authorizations
unless updated by one of the following options.

The content of the system group is updated with the current contents of the collection when:
e Another authorization is created using the collection

e An authorization using the system group is updated

e Using mxngroup from the CLI

In the first two cases, the current contents of the collection are displayed for verification.

When deleting authorizations, a system group no longer used in any authorization is deleted.

Managing system groups from the CLI using mxngroup

ré-)/

System groups can be created directly using the mxngroup command. When system groups are created
using the CLI, a top-level collection is created and named after the system collection with three digits appended,
usually 001. The collection contains the systems in the system group only when the system group is first
added. Later modifications are not reflected in the collection.

NOTE:  Any additional changes to the system group or collection do not affect the other, unless updated
by one of the following options or by using the GUI as previously described. This means that changes to the
collection do not affect authorizations, and changes to the system group do not affect the collection view
unless specifically updated.

The contents of the system group can be updated with the current contents of the collection by using the -u
parameter for mxngroup:

mxngroup -m -g <groupname> -u

CAUTION:  This command does not display the systems in the collection. To display the updated contents
of the system group, use mxngroup -lm —-g <groupname>.

CAUTION:  Setting up a periodic task to dynamically update a system group is not recommended. A
collection based on system attributes can be compromised, adversely affecting authorizations in HP Systems
Insight Manager (HP SIM) if those attributes are based on a nonsecure protocol (such as SNMP) or are
maintained by a user with user rights. Additionally, the collection itself can be modified by a user with user
rights, which also adversely affects authorizations.

When deleting authorizations, a system group no longer used in any authorizations is deleted.
Related procedures

e  Creating new authorizations

¢ Updating authorizations

Related procedures

A Users and authorizations
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/ Directory Services

The Directory Groups tool is used o determine a system's membership in a Windows domain, organizational
unit (OU), or group. Before using the Directory Groups tool, you must first configure the directory server
parameters on the Directory Server Configuration page. After you configure the directory server, the
Directory Groups tool must be configured with the distinguished name (DN) of the desired container objects
in the directory.

o Directory Server Configuration  Used to configure directory server settings, including the network
name, port, and credentials to access the directory server. To access, select Options—Directory
Services—Directory Server Configuration.

o Directory Groups  Used to enter the complete distinguished name (DN) of one or more containers,
organizational units (OU), or group obijects in the directory. To access, select Options—Directory
Services—Directory Groups.

Related procedures

e  Configuring directory servers
e  Configuring directory groups
Related topic

A Users and authorizations

Configuring directory servers

1. Select Options—Directory Service—Directory Server Configuration. The Directory Server
Configuration page appears.

2. (Required) Enter the network name or IP address of the directory server in the Name field. Multiple
systems can be specified by separating each system with a semicolon (;). This action enables a backup
to be specified if a system cannot be contacted. For example, if the first system cannot be contacted,
the second system in the list is tried.

3. Select either Use SSL or Use Global Catalog for the Port Configuration setting.

The port configuration flag is preset to use SSL and to specify the default Lightweight Directory Access
Protocol (LDAP) SSL port of 636 in the Port field. The global catalog flag is cleared by default. Selecting
and clearing the SSL or global catalog flags changes the port number to the default values.

The global catalog communicates through LDAP, but it does so over a different set of ports: 3368 and
3269 for SSL. The global catalog contains a read-only copy of all objects in the Active Directory,
spanning multiple domains, but only a small subset of object attributes. Configuring a global catalog
here can provide a simple solution for multidomain sites. You can configure the directory attributes
replicated to the global catalog, but the desired attributes are enabled by default.

Note: HP recommends selecting Use SSL so that user name and password credentials are encrypted.
If this option is cleared, the directory server certificate is treated as a trusted system certificate and can
be imported using the existing HP SIM GUI or command line interface (CLI).

4. (Required) Enter the port number of the directory server.

The port number is preset to use SSL in the Port Configuration field and to specify the default LDAP
SSL port of 636 in the Port field.

5. In the User Name field, enter the user name to authenticate to the directory server. Write access for
this account is not required. An empty field indicates that an anonymous connection should be used.
Any password entered is ignored.

6. In the Password field, enter the password for the user name specified.
7. In the Confirm field, reenter the password for the user name specified.
After configuring the directory server parameters, you must configure the containers and groups that contain

the computer obijects of interest. See “Configuring directory servers” for information about configuring
directory server parameters.
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Related procedure

A Configuring directory groups
Related topics

e Users and authorizations

e Directory Services

Configuring directory groups

After configuring the directory server parameters, you must configure the containers and groups that contain
the computer objects of interest. A container is like a branch, where systems in the container are child objects
of the container object in the directory tree. For example, consider a computer container, with a distinguished
name (DN) of CN=Computers, DC=insight, DC=lab. Another type of container is the Organizational Unit
(OU). This function is expected to exist in enterprise-class environments because it can be used to apply
Group Policy settings, whereas CN containers cannot (at least, not easily). Lastly, a directory group object
contains a list of member systems. The list is static and consists of each system’s DN in the directory.

Configuration of a container or group requires the DN of the group object, which specifies the fully qualified
location of the object in the directory.

To determine the name of the Windows domain specified by the container, the directory domain object is
determined from the container DN. This domain obiject is the DC components of the DN. For example,
DC=Insight, DC=lab. This object is required to determine the Windows domain name. If a plain container
object (not an OU) is specified, only the Windows domain is discovered for member systems. The default
computer container (CN=Computers, DC=Insight, DC=lab) falls into this category. If an OU container object
(object class is organizationalUnif) is specified, the OU name is determined through the OU directory attribute,
and both the OU and Windows domain attributes are discovered for member systems.

To defermine a system’s membership in a directory group object, the group object is queried for the system'’s
DN (if available in HP SIM from a container search). If the DN is not available in HP SIM, the list of members
in the directory group is read, and each object’'s Domain Name Service (DNS) name is queried from the
directory (based on DN of the object). This object lookup is performed because the object might not have
been included in any of the configured containers. The HP SIM system is matched against this list, also using
the full DNS name.

When a system is considered to be a member of a configured container or group, its attributes (in HP SIM)
are modified accordingly, adding Windows domain, OU, and directory group attributes as appropriate. If
a system previously had these attributes, and the system is found to no longer be a member of the
corresponding container or group, the attribute is removed.

To configure a directory group:

Select Options—Directory Service—Directory Groups. The Directory Groups page appears.
Select target systems. See “Creating a task” for more information.

Click Next. The Specify Group Locations page appears.

Enter the Distinguished Name (DN) for the Group 1.

(Optional) If you want to search subtrees, select Search. This applies only to container and OU obijects,
not directory group objects, and only to those OU objects that are more than one level deep. If this
option is selected, HP Systems Insight Manager (HP SIM) searches the entire depth of the specified
branch. A match is based on the full DNS name of the system. If HP SIM does not have the full DNS
name of a system, a match is considered successful if the short system name matches (using the CN
attribute of the object) and no other partial match occurs. Systems having only an IP address available
as the system name will fail unless the IP address is the name in the directory object.

6. (Optional) To add additional groups, click Add. Repeat steps 4 through 6 for each group.

7. (Optional) To delete a group, click Delete next to the group to be deleted.
8

9

oML~

Click Run Now.
In the Confirm field, reenter the password for the user name specified.

Related procedure

A Configuring directory groups
Related topics
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8 Networking and security

HP Systems Insight Manager (HP SIM) provides the following security options:

e User and Authorizations.  Select Options—Security—Users and Authorizations.
o  Server Certificate.  Select Options—Security—Certificates—Server Certificate.

e  Trusted Certificate.  Select Options—Security—Certificates—Trusted Certificate.
e login Event Settings.  Select Options—Security—Login Event Settings.

e System Link Configuration.  Select Options—Security—System Link Configuration.

Secure Sockets Layer and certificates

Secure Sockets Layer (SSL) is used between the browser and HP Systems Insight Manager (HP SIM) to ensure
data integrity and privacy. An integral part of SSLis a certificate, which is a public document used to identify
the HP SIM server. When HP SIM is installed, it creates a selfsigned certificate. Your browser might initially
display a security alert when you browse to HP SIM, describing the certificate as untrusted. This designation
occurs because the certificate is selfsigned (signed by the HP SIM server) and the signer is not in the browser's
list of Certification Authorities (CA). By securely importing the HP SIM server certificate into the browser, the
browser can authenticate the HP SIM server to which you are browsing. See “Server certificates” for more
information about importing certificates into your browser.

HP SIM also supports the ability to use a certificate from a third-party CA or your own internal CA or Public
Key Infrastructure (PKI). In this case, you can import the CA certificate into your browser. See “Importing a
CAssigned certificate” for more information.

Sign-in and accounts

A user name, domain name (for Windows CMS), and password are required before you can access any
feature of HP SIM. HP SIM uses the user authorizations of the underlying operating system (Windows, Linux,
or HP-UX) and relies on the operating system to authenticate users.

The user that is installing HP SIM must be either a system administrator (for Windows) or root user (for Linux
and HP-UX). This user is given administrative access to HP SIM.

After signing in with this account, create additional accounts for other users. Each account can be set up
with different configuration rights and authorizations. You can also restrict the IP addresses from which each
account can sign-in. See “Users and authorizations” for more information.

Audit setftings can also be configured to log a notice for different types of security events, including sign-in
and sign out events. See “Configuring sign-in events” for more information.

Single Login, Replicate Agent Settings, and Install Software and Firmware

To take advantage of single login or to execute Replicate Agent Settings or Install Software and Firmware
tasks on the managed systems, set up a trust relationship between HP SIM and the desired managed systems.
A trust relationship enables the managed system to specify which HP SIM servers can issue commands fo
the system. Without an established trust relationship, these commands fail. See “Setting up trust relationships”
for more information.

Setting up a trust relationship on the managed system requires that you browse to the system, set the trust
mode, and add HP SIM to the Trusted System Certificates list. Managed systems can also be set up with an
appropriate certificate during deployment. See “Initial Proliant Support Pack Install” for more information.
At the HP SIM server, you must also specify the user authorization for the managed system and have executed
a System Identification task. If you have enabled the Require option on the Trusted System Certificates
page, you must import the certificates of trusted managed systems into HP SIM, or a root CA certificate. See
“Trusted certificates” and “Server certificates” for complete defails.
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Certificates
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HP SIM allows secure and authorized management from the Central Management Server (CMS). User
authorizations for managed systems and the CMS can be configured, helping ensure that only authorized
users perform state-changing operations. Communication between the CMS, managed systems, and the
browser is secured using SSL and certificates, helping to authenticate systems and protect user credentials
and management data.

A new SSL certificate is created during CMS initialization that is used as a client credential in Web-Based
Enterprise Management (WBEM) requests (instead of the CMS certificate). To authenticate using the WBEM
certificate, select Use certificate instead in the WBEM settings section of the System Protocol Settings
page. See “Setting protocols and credentials for a system or groups of systems” for more information. To
configure the WBEM certificate, use the Configure or Repair Agents task. See “Windows CMS” for more
information.

NOTE:  The WBEM client certificate authentication feature is only supported on HP-UX systems, that have
WBEM Services 2.5 installed for HP SIM.

Related procedures

e Configuring the system link

o Configuring sign-in events

e Changing the HP SIM default SSL port
e Setting protocols and credentials for a system or groups of systems
¢ Windows CMS

¢ HP-UX and Linux CMS

Related topics

e Server certificates

o Trusted certificates

e Possible certificate errors

e Users and authorizations

e About login

e About secure task execution

About login

Single Login

ri'_-,/

Single Login allows a link within an HP Systems Insight Manager (HP SIM) page to establish an authenticated
browser session to a managed system that supports Single Login without requiring users to re-enter their user
names and passwords. However, if you are trying to establish an authenticated browser session with another
instance of HP SIM running on another system, you must re-enter your user name and password. Single Login
links exist wherever there is a link to another system.

NOTE: HP SIM is the initial point of authentication, and browsing to another managed system must be

from within HP SIM.

If you browse to a managed system using any method other than the links within HP SIM, Single Login is
not supported, and you are required to enter the appropriate user name and password for each managed
system. Managed systems must be set up to trust an HP SIM system before accepting a Single Login command.
Trust is set up at the system by importing the HP SIM system certificate into the Trusted Management Servers
List of the system. See “Setting up trust relationships” for more information.
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IMPORTANT:  If you browse to a managed system using any method other than the links within HP SIM,
Single Login is not supported, and you are required to enter the appropriate user name and password for
each managed system.

NOTE: Single Login does not work on a Virtual Cluster System. However, it does work on the physical
systems which compose the cluster.

Signing in

I-i_-ff

Signing in to HP SIM allows access to HP SIM and determines what authorizations you have in HP SIM.
Browsing to HP SIM using Secure Socket Layer (SSL) encrypts all information between the browser and HP
SIM, including sign in credentials. SSL securely encrypts the password and helps prevent someone from
capturing and replaying a valid sign-in sequence.

The sign-in page has three fields:
e User Name. The name of the user.
e  Password. The password for the user name.

e Domain Name. The Windows domain of the user. This field appears in Windows environments only.

NOTE: In a Windows environment, administrators are selected from the operating system during the HP
SIM installation. To sign in to HP SIM, enter the appropriate information for the account in the fields provided.
The User Name field specifies the user name, and the Domain Name specifies the Windows domain. These
fields are required in a Windows environment.

After the credentials are securely received by HP SIM, HP SIM validates the account, verifies that browsing
is being done from a valid IP address for that account, and authenticates the credentials against the Windows
domain. See “Users and authorizations” for details about accounts.

Some sign in failures are caused by failure in the operating system, and some are caused by failure within
HP SIM. Use the operating system User Management tools to address these potential login failures:

e Sign in credentials are not entered correctly. Passwords are case-sensitive.

e The account being entered has been deleted or has been disabled or locked out.

e The password for the account has expired or must be changed.

The following reasons for sign in failure within HP SIM can be addressed on the Users and Authorizations
pages:

e The account being entered is not an account for HP SIM.

e You are attempting fo sign in from an IP address that is not valid for the specified account. The browser
systems can also cause sign in failures.

e The browser is not configured to accept cookies.

I"_‘f/;* NOTE: For more information, see the HP SIM user guides located at HP SIM 5.2 Installation Guide
= t http://h18013.www1.hp.com/products/servers/management/hpsim/infolibrary.html, and select
the appropriate guide for your operating system.

e A cookie blocker is installed.

NOTE: HP SIM can be configured to log an event in the HP SIM Event Database when a login attempt
fails or succeeds and when a sign out occurs.

Sign in authentication on Linux and HP-UX

HP SIM uses Pluggable Authentication Modules (PAM) to authenticate users who log in to the web server
interface on Linux and HP-UX.
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Configuring PAM on a Linux system

The administrator of a Linux CMS can customize the PAM that HP SIM uses. The file
/etc/pam.d/mxpamauthrealm contains the authentication steps for the HP SIM web server interface.
The default for this file is:

o #%PAM-1.0

. auth required /lib/security/pam unix.so

. account required /lib/security/pam unix.so
. session required /lib/security/pam unix.so

This default setup directs PAM to use the standard UNIX authentication module to authenticate users attempting
to sign in to the HP SIM web server interface. Standard calls from the system libraries are used to access
account information usually read from /etc/password or /etc/shadow.

The administrator of the system can adjust these requirements to conform to the security requirements of the
system. For example, if the security policy on the system is time dependent and /etc/security/time.conf
is configured, you could adjust mxpamauthrealm fo:

° #%PAM-1.0
° auth required /lib/security/pam unix.so
. account required /lib/security/pam unix.so

° session required /lib/security/pam unix.so

Configuring PAM on an HP-UX system
Customizing PAM security on HP-UX is similar. All of the PAM configurations are stored in /etc/pam. conf.
The lines for HP SIM on HP-UX 11i are:
. mxpamauthrealm auth required /usr/lib/security/libpam unix.l1
¢ mxpamauthrealm account required /usr/lib/security/libpam unix.l1
¢ mxpamauthrealm session required /usr/lib/security/libpam unix.l1
The lines for HP SIM on HP-UX 11i 2.0 are:
¢ mxpamauthrealm auth required /usr/lib/security/$ISA/libpam unix.1
e mxpamauthrealm account required /usr/lib/security/$ISA/libpam unix.1
e mxpamauthrealm session required /usr/lib/security/$ISA/libpam unix.1

It you want the HP SIM web server login model to match what is configured for your other login methods
(telnet, rlogin, login, ssh, and so on), configure the same plug-in modules that are used by these other login
methods. These modules should be defined by the 1ogin service name in the /etc/pam. conf file or the
/etc/pam.d/login file.

Related topics

e Networking and security

e About secure task execution
e Installing OpenSSH

e Managing SSH keys

About secure task execution

HP Systems Insight Manager (HP SIM) fasks that cause state or configuration changes on managed systems
use secure task execution (STE) fo issue commands to the system. STE enables an HP SIM system to securely
request execution of a task from a managed system, ensuring that the user requesting the task has the
appropriate rights to perform the task. The request includes a digital signature to uniquely identify the HP
SIM system making the request. Secure Sockets Layer (SSL) is then used to encrypt the request and protect
the data from alteration or eavesdropping. See “Setting up trust relationships” for more information.
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NOTE:  STE requires a Trusted Management Servers List at each managed system to ensure that only
specified HP SIM systems can execute tasks on the system.

NOTE: On the managed system, only a Trust by Certificate ensures that the request came from the specified
HP SIM system. Other options, such as Trust by Name or Trust All, do not verify the digital signature of the
HP SIM system and; therefore, these options cannot reliably verify the sender of the request.

NOTE: Tasks using STE, such as Replicate Agent Settings and Install Software and Firmware, cannot be
executed on a Virtual Cluster System. However, they can be executed directly on each individual system in
the cluster.

Related topics

e Exporting a server certificate
e Setting up trust relationships
e Requiring trusted certificates
o  Creating a server certificate
¢ Installing OpenSSH
¢ Managing SSH keys

Configuring the system link
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To choose the name format used when creating links to managed systems. The System Link Configuration
setting defines how HP Systems Insight Manager (HP SIM) creates browser links to remote systems and how
it communicates with remote systems for certain requests.

NOTE: When you are browsing to systems using Secure Sockets Layer (SSL), the system name should match
the name in the system certificate to prevent browser warnings.

To configure the system link:

1. Select Options—Security—System Link Configuration. The System Link Configuration page
appears.

2. Select from the following options:
e Use the system name. Select this option to use the system name.

e Use the system IP address. Select this option to use the system IP address. For systems with
multiple addresses, multiple links can be entered.

e Use the system full DNS name. Select this option to use the full system Domain Name Service
(DNS) name.

Note: On an HP-UX or Linux Central Management Server (CMS), the default value is Use the system
full DNS name on new HP SIM installations. New installations on Windows defaults to Use the system
name and upgrades maintain the existing setting regardless of the operating system.

Note: During discovery, the full system DNS name is used as the primary lookup key (if it is available).
Otherwise, the IP address is used.

Note: In the case of systems with multiple network interfaces, selecting the Use the system name
provides only one link per destination to the system, whereas Use the system IP address provides
multiple links to the system.

3. To save and apply the changes, click OK.
Related topics

e Networking and security

e Server certificates

¢ Installing OpenSSH

e Managing SSH keys
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Configuring sign-in events

Configure sign-in events to create actionable events for sign-in and sign-out activities.

I”é"/ﬂ NOTE: Configuring sign-in events does not affect the HP Systems Insight Manager (HP SIM) Audit Log.
Sign-in events are always logged in the HP SIM Audit Log.

To configure sign-in events:

1. Select Options—Security—Sign-in Event Settings. The Sign-in Event Settings page appears.
2. Select from the following options:

e  All sign-in and sign-out activities. Select this option to create events for all sign-in and sign-out
actions.

e  Only failed sign-in attempts. Select this option to create events only for sign-in attempts that are
unsuccessful.

e None. Select this option if you do not want to create any events for sign-in or sign-out activities.
3. To save and apply changes, click OK.
Related topics

e Networking and security
e Users and authorizations
¢ Installing OpenSSH
e Managing SSH keys

Configuring browser timeout options

HP Systems Insight Manager (HP SIM) enables you to configure the browser timeout settings to one of the
following. These settings affect the browser session while signed-in to the HP SIM GUI.

Monitor ~ When the timeout option is configured to monitor, the HP SIM session remains alive and is
continually refreshed unless you close the browser or navigate to another site. If you close the browser, the
session is immediately closed. If you navigate to another site, HP SIM logs you out after 20 minutes. This
option is the default and appears in the globalsettings.props file as
EnableSessionKeepAlive=true.

Active  When the timeout option is configured to remain active, the HP SIM session remains alive as long
as you are actively working in HP SIM. However, HP SIM ends your session and logs you out after 20
minutes of inactivity.

You can change the timeout settings to monitor or active by editing the globalsettings.props file.
To configure the timeout setting fo active:
1. Open the globalsettings.props file.

e On a Windows operating system, the globalsettings.props file is located in the install
directory/config folder.

e On an HP-UX or Linux operating system, the globalsettings.props file is located in the
/etc/opt/mx/config directory.

2. Change EnableSessionKeepAlive=true fo EnableSessionKeepAlive=false.
3. Select File—Save.

The updates are saved.

4. Close the globalsettings.props file.

To change the default timeout:

1. From the HP SIM directory, navigate to:
Windows:

install
directory\jboss\server\hpsim\deploy\jbossweb-tomcat50.sar\conf\web.xml
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Linux and HP-UX:
/opt/mx/jboss/server/hpsim/deploy/jbossweb-tomcat50.sar/conf/web.xml
2. Edit the <session-timeout> value from the default of 20 minutes to the number of minutes you want.
3. Save the globalsettings.Props and the web.xml files.

The updates are saved.

4. Close the web.xml file.
Related topics

e  Signing in

¢ Networking and security

e Users and authorizations

Changing the HP SIM default SSL port

If the HP Systems Insight Manager (HP SIM) SSL port conflicts with an application, you can change the default
port number. See the Understanding HP SIM 5.0 security white paper at http://h18013.www1.hp.com/

products/servers/management/hpsim/infolibrary.html for a list of ports in use. To change the default SSL

port for HP Systems Insight Manager (HP SIM), complete the following:

1. Inthe server.xml file (located in the jboss\server\hpsim\deploy\jbossweb-tomcat50.sar
directory), change the two occurrences of 50000 to the desired port.

<Connector port="280" maxThreads="50" minSpareThreads="5"
maxSpareThreads="15" enableLookups="false" redirectPort="50000"
acceptCount="10" debug="0" connectionTimeout="60000" />

2. For the first port entry, enter the following and replace 50000 with the port of your choice:
3. For the second port entry, enter the following and replace 50000 with the port of your choice:

<Connector address="${jboss.bind.address}" port="50000" scheme="https"
secure="true" maxThreads="200" minSpareThreads="10" maxSpareThreads="25"
enableLookups="false" acceptCount="10" debug="5" URIEncoding="utf-8"
useBodyEncodingForURI="true" clientAuth="false"
keystoreFile="C:\bullwinkle\target\Windows\stage\SIM\config\certstor\hp.keystore"
keystorePass="removed" sslProtocol="TLS" />

Related topic
A Networking and security

Server certificates

The Server Certificate page enables you to view and manage the SSL server certificate of the Central
Management Server (CMS). HP Systems Insight Manager (HP SIM) supports two types of certificates; self-signed
and Certificate Authority (CA)-signed. While a self-signed certificate is created by default during installation,
enabling you fo browse to HP SIM, both the selfsigned and CA-signed certificates can be created after
installation. The CA-signed certificate requires an internal certificate server or an external CA to sign the
certificate.
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HP SIM provides the following security certificate options:

Export server certificate  Select Options—Security—Certificates—Server Certificates, and then
click Export.

Edit server certificate  Select Options—Security—Certificates—Server Certificates, and then
click Edit.

Create new server certificate  Select Options—Security—Certificates—Server Certificates, and

then click New.

Import server certificate  Select Options—Security—Certificates—Server Certificates, and then
click Import.

Related procedures

Exporting a server certificate

Editing a server certificate

Creating a server certificate

Importing a server certificate
Synchronizing certificates

Creating a certificate signing request
Submitting a certificate signing request

Importing a CAssigned certificate

Related topics

Networking and security
Replicating trusted certificates
Possible certificate errors
Installing OpenSSH
Managing SSH keys
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Creating a server certificate
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Users with administrative rights can create a new self-signed certificate when they replace the HP Systems
Insight Manager (HP SIM) Secure Sockets Layer (SSL) server certificate and private key in the following
situations:

e The integrity of the HP SIM server certificate private key is compromised
e The existing HP SIM server certificate expires
This self-signed certificate is configured to expire 10 years from the date of creation.

Create a new self-signed certificate when you must replace the HP SIM SSL server certificate and private
key. The public key is included in the certificate that goes out to the client. The private key is kept secure in
the keystore database on the HP SIM server file system. The public and private key pair of the System
Management Homepage (residing on the same system) is overwritten with the new HP SIM public and private
key pair.

IMPORTANT:  Replacing the SSL server certificate and private key invalidates the existing HP SIM server
certificate and the System Management Homepage certificate wherever they might be imported, such as
browsers and the Trusted Management Servers List in other System Management Homepages. Replace the
previous server certificate with the new server certificate in accordance with your security practices to return
to the same level of functionality you had before.

NOTE: On Windows and Linux, this process also affects the local System Management Homepage certificate
and private key on HP-UX systems, it affects the Web-Based Enterprise Management (WBEM) Services
certificate and private key.

NOTE: Valid characters for each of these fields are letters a through z (lowercase), A through Z (uppercase),
numbers O through 9, and the following special characters: “ () +, -. / : 2 space _ and ~. Each field must
contain at least one non-white space character.
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To create a new certificate:

1. Select Options—Security—Certificates—Server Certificates, and then click New. The New Server
Certificate section appears, and the fields are automatically populated with default values.

2. (Optional) Change the following fields:
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f.

g.

The Common Name (CN) field holds the parameter that the browser uses for name comparison
when browsing to the Central Management Server (CMS). This field can be updated with other
name formats, such as fully qualified names, and can contain up to 255 characters.

(Optional) In the Alternative Names field, enter multiple system names separated by a comma.

If a name identical to the CN is specified in the Alternative Names field, it is not duplicated in
the certificate.

Alternative names are case-sensitive. Therefore, if a duplicate case-sensitive name is entered, they
are not duplicated in the certificate. For example, if SYS1, sys1, and SYS1 are entered, SYS1 is
only listed once in the certificate.

The alternative names might be displayed in a different order from the order you enter them.
However, this does not affect their usage.

In the Organization (O) field, enter the name of your organization. This field can contain up to
64 characters.

In the Organizational Unit (OU) field, enter the name of your department. This field can contain
up fo 64 characters.

In the Locality (L) field, enter the name of your city. This field can contain up to 128 characters.
In the State (S) field, enter the name of your state. This field can contain up to 128 characters.

In the Country (C) field, enter the name of your country. This field can contain up to two
alphanumeric characters, using the two-letter country codes.

3. After changes are made, click OK. If you click Cancel, you are returned to the Server Certificate
page without creating a new server certificate. A warning appears, reminding you about the effects of
changing the certificate and private key. If you click OK in the warning box to continue, a new 1,024-bit
key-pair and a new selfsigned certificate are generated. The old key-pair and certificate are not
retrievable unless a backup was created manually before this process. The new certificate and private
key take effect the next time HP SIM is restarted.

4. Reboot the HP SIM server to ensure the new certificate is properly synchronized with the local System
Management Homepage and any applications or components using the certificate sharing directory.
After creating a new server certificate, reboot the HP SIM server for the HP SIM server certificate to be
synchronized with the HTTP server certificate. Synchronizing the certificates prevents repeated browser
security alerts when browsing to HP Insight Management Agent on the HP SIM server.

Related procedures

e Exporting a server certificate

e Importing a server certificate

e  Editing a server certificate

e Synchronizing certificates

Related topics

. Server certificates
e Installing OpenSSH

e Managing SSH keys

Editing a server certificate

[ﬁv

Edit a server certificate to change fields in an existing certificate. This modification might be required if you
are submitting a certificate signing request (CSR) to an external Certificate Authority (CA).

NOTE:

On Windows and Linux, this process also affects the local System Management Homepage certificate

and private key on HP-UX systems, it affects the Web-Based Enterprise Management (WBEM) Services
certificate and private key.

NOTE:

Valid characters for each of these fields are letters a through z (lowercase), A through Z (uppercase),

numbers O through 9, and the following special characters: * () +, -. / : 2 space _ and ~. Each field must
contain at least one non-white space character.

To edit a server certificate:
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1. Select Options—Security—Certificates—Server Certificates, and then click Edit. The Edit Server
Certificate section appears.

2. Edit the following fields as necessary:

Note: The Common Name (CN) field and the key pair cannot be modified, so the trust relationships
with any System Management Homepages remain in tact. However, the browser trust must be
re-established by importing the modified certificate and deleting the old certificate from the browser.

a. (Optional) In the Alternative Names field, enter multiple system names separated by a comma.

If a name identical to the CN is specified in the Alternative Names field, it is not duplicated in
the certificate.

Alternative names are case-sensitive. Therefore, if a duplicate case-sensitive name is entered, they
are not duplicated in the certificate. For example, if SYS1, sys1, and SYS1 are entered, SYS1 is
only listed once in the certificate.

The alternative names might be displayed in a different order from the order you enter them.
However, this does not affect their usage.

b. In the Organization (O) field, enter the name of your organization. This field can contain up to
64 characters.

c. In the Organizational Unit (OU) field, enter the name of your department. This field can contain
up to 64 characters.

In the Locality (L) field, enter the name of your city. This field can contain up to 128 characters.
e. In the State (S) field, enter the name of your state. This field can contain up to 128 characters.

f. Inthe Country (C) field, enter the name of your country. This field can contain up to two
alphanumeric characters, using the two-letter country codes.

3. Click OK. A warning message appears, indicating that the certificate is about to be modified. You can
click Cancel to abort the modify operation.

Related procedures

o  Creating a server certificate
e Exporting a server certificate
e Importing a server certificate
e Synchronizing certificates
Related topics

e Server certificates

e Networking and security

¢ Installing OpenSSH

e Managing SSH keys

Importing a server certificate

Import a Certificate Authority (CA)-signed server certificate to replace the existing server certificate in the
following situations:

e You have installed HP Systems Insight Manager (HP SIM) and want to replace the default self-signed
certificate with a certificate created by a third-party CA or your own internal CA.

o The integrity of the HP SIM server certificate private key is compromised.

e The existing HP SIM server certificate has expired.

é CAUTION:  Replacing the SSL server certificate and private key invalidates the existing server certificate
wherever it might be imported, such as browsers and the Trusted Management Servers Lists of managed

Server certificates 171



I-)i’--)/

systems. Replace the previous server certificate with the new server certificate in accordance with your security
practices to return to the same level of functionality you had before.

NOTE: On Windows and Linux, this process also affects the local System Management Homepage certificate
and private key on HP-UX systems, it affects the Web-Based Enterprise Management (WBEM) Services
certificate and private key.

To import a server certificate:

1. Create a certificate signing request (CSR). See “Creating a certificate signing request”. The CSR uses
parameters from the existing certificate, including any alternative names. If you want to change those
parameters, edit the server certificate (see “Editing a server certificate”) or create a new server certificate
(see “Creating a server certificate”).

2. Submit the request to a CA. See “Submitting a certificate signing request” for more information. The
CA returns a signed certificate.

3. Import the signed certificate reply into HP SIM. See “Importing a CA-signed certificate” for more
information.

Related procedures

e  Creating a server certificate

e Exporting a server certificate

e  Editing a server certificate

e Synchronizing certificates

e Creating a certificate signing request
e Importing a CAssigned certificate

e Submitting a certificate signing request
Related topics

e Server certificates

e Networking and security

e Installing OpenSSH

e Managing SSH keys

Exporting a server certificate
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Export the HP Systems Insight Manager (HP SIM) server certificate to a file to facilitate deployment of the
certificate to your browsers. This certificate enables a browser to properly identify the HP SIM server. The
HP SIM server certificate is a public document, so it does not need to be kept private. However, because
the certificate is kept publicly accessible, you must ensure that it cannot be modified.

NOTE: The system certificate can be exported as a Base64-encoded certificate. The exported certificate
can be imported into a browser or the Trusted Management Servers List.

To export the server certificates from HP SIM:
1. Select Options—Security—Certificates—Server Certificates, and then click Export.
The Internet Explorer File Download dialog box appears.

2. To export and save the file, click Save, or to abort the file download operation and return to the Server
Certificate page, click Cancel.

Related procedures

e  Creating a server certificate
e Importing a server certificate
e Editing a server certificate

e Synchronizing certificates
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Related topics

e Server certificates

e Networking and security
e Installing OpenSSH

e Managing SSH keys

Creating a certificate signing request

Create a certificate signing request (CSR) to replace the HP Systems Insight Manager (HP SIM) Secure Sockets
Layer (SSL) server certificate and private key.

The CSR includes any alternative names that exist in the certificate. If this causes issues for any desired
Certificate Authorities (CA), the certificate might need to be modified to remove alternative names.

To create a certificate signing request:

1. Select Options—Security—Certificates—Server Certificates, and then click Import. The Import
Server Certificate section appears.

2. Click more next to Create a Certificate Signing Request (CSR).
The Create Certificate Signing Request section follows the Import Server Certificate section.

Note: The current certificate parameters are shown. Selecting to create a CSR does not create a new
key-pair or change any certificate parameters. If you want to create a new key-pair, create a new
certificate. If you want to modify the certificate parameters, click Edit (instead of Import) on the Server
Certificate page.

3. To create a PKCS #10 signing request that is downloaded through a standard browser, click Create.
In Internet Explorer, use the File Download dialog box. In Mozilla, save the text in the new browser
window to a file.

4. Send the certificate file to a Certificate Authority (CA), which can be internal or external.

Note: The existing self-signed certificate is still valid, so the SSL web server remains operational for
browsing until the signed certificate is received from the CA.

Related procedures

e Importing a server certificate

e Importing a CA-signed certificate

e Submitting a certificate signing request
Related topics

e Server certificates

¢ Networking and security

e Installing OpenSSH

e Managing SSH keys

Submitting a certificate signing request

E%

After creating the certificate signing request (CSR), the CSR must be submitted to the desired Certificate
Authority (CA) for signing.

NOTE: You must complete the CSR creation procedure before continuing with this procedure. See “Creating
a certificate signing request” for more information.

To submit the request to a CA:

1. Select Options—Security—Certificates—Server Certificates, and then click Import. The Import
Server Certificate section appears.

2. Click more next to Submit CSR to Certificate Authority (CA).
3. Send the PKCS #10 (CSR) data to a CA.

After the CA has returned PKCS #7 data, import it into the HP Systems Insight Manager (HP SIM).
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Related procedures

Importing a server certificate
Creating a certificate signing request

Importing a CAssigned certificate

Related topics

Server certificates
Networking and security
Installing OpenSSH
Managing SSH keys

Importing a CA-signed certificate
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After creating a certificate signing request (CSR) and having it signed by a Certificate Authority (CA), you
can import the signed certificate.

The only importable certificate format is PKCS #7. If the certificate reply received from the CA is a single
certificate, then first import a self-signed root certificate from the issuing CA into the HP Systems Insight
Manager (HP SIM) Trusted System Certificates List. After importing the CA root certificate, the certificate
reply can then be imported to serve as the HP SIM server certificate.

NOTE: On Windows and Linux, this process also affects the local System Management Homepage certificate
and private key on HP-UX systems, it affects the Web-Based Enterprise Management (WBEM) Services
certificate and private key.

NOTE: HP SIM only supports importing certificates that have a public key size of 2,046 bits or less.

To import the signed certificate reply from a CA:

1.

2.

Select Options—Security—Certificates—Server Certificates, and then click Import. The Import
Server Certificate section appears.

Click more next to Import signed certificate reply from CA. The Import Signed Certificate Reply
section follows the Import Server Certificate section.

Click Browse next to the Certificate filename field. The Choose file dialog box appears.
a. Navigate to the location where the signed certificate is stored.
b. Select the correct file name, and then click Open.

The file name appears in the Certificate filename field.

Click Import. The signed certificate is imported.

After creating a CSR or importing the server certificate, reboot the HP SIM server for the HP SIM server
certificate to synchronize it with the System Management Homepage certificate and the certificate
sharing directory. Synchronizing the certificates prevents repeated browser security alerts when browsing
to HP Insight Management Agent on the HP SIM server, which enables HP SIM and the local System
Management Homepage to update their Secure Sockets Layer (SSL) server certificates and private keys.

Related procedures

Importing a server certificate
Creating a certificate signing request

Submitting a certificate signing request

Related topics

Server certificates
Networking and security
Installing OpenSSH
Managing SSH keys
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Synchronizing certificates
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When the HP Systems Insight Manager (HP SIM) server certificate is created or modified, the public and
private certificate key-pair of the System Management Homepage certificate is overwritten with the HP SIM
public and private key-pair.

NOTE: This feature is available in the unlikely event that the certificates become unsynchronized for an
unknown reason.

NOTE: For the certificate sharing feature to work in HP-UX, OpenSSL must be installed in the
/OPT/APACHE/SSL/BIN/ directory (default for HP-UX installations). For the certificate sharing feature to
work in Linux, OpenSSL must be installed in the /USR/BIN/ directory (default for Linux installations).

Related procedures

o  Creating a server certificate
e Exporting a server certificate
e Importing a server certificate
e Editing a server certificate
Related topics

e Server certificates

e Networking and security

e Replicating trusted certificates
e Installing OpenSSH

e Managing SSH keys

Replicating trusted certificates

System administrators that have the HP Systems Insight Manager (HP SIM) Require or First Time Accept
features enabled can replicate the trusted certificates list to other HP SIM systems. If you do not use the
Require or First Time Accept features of HP SIM as a two-way trust solution, this procedure is not necessary.

Migrating trusted system certificates from the Source Central Management Server (CMS) to the
target CMS

A

Two options are available to migrate the trusted certificates from a source CMS to a target CMS. The first
option can be used when the source CMS has many trusted certificates and the second option can be used
when a source CMS has fewer of trusted certificates.

Migrating certificates when the source CMS has many trusted certificates

WARNING! When migrating certificates, you lose the existing SSL Server Key and certificate on the target
CMS and must reestablish the trust relationship with any agents configured to trust the target CMS. See Step
13.

To migrate a trusted certificate from a source to a target CMS with many trusted certificates:

Sign-in with administrative rights HP SIM on the source CMS system.

Go to <HPSIM Install folders>\Systems Insight Manager\config\certstor.

Copy the files named hp . keystore and keyfile.3.

Log in with administrative privileges to the target CMS system.

Gotothe <HPSIM Install folder>\Systems Insight Manager\config\certstor directory.
Replace the hp . keystore and keyfile. 3 files with the files copied in step 3.

On the target CMS system, select Start—Settings—Control Panel—>Administrative Tools—Services.
Restart the HP SIM service.

Note: You might see a browser warning indicating that the name in the certificate does not match the
name of the site. This result is expected because you are temporarily using the certificate from the source
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9.

10.
11.
12.
13.

CMS, but you can view the certificate displayed by the browser to ensure its authenticity before signing
in.

Sign-in with administrative rights to HP SIM on the target CMS. Select
Options—Security—Certificates—>Server Certificate.

To create a new server certificate, click New.
On the target CMS system, select Start—Settings—Control Panel—>Administrative Tools—Services.
Restart the HP SIM service.

Install the new server certificate on the required managed systems using the Replicate Agent Settings
feature. For more information, see “Using the Replicate Agent Settings feature”.

Migrating certificates when the source CMS has a lower number of trusted certificates

©®NO VAWM~

0

10.
11.
12.

Log in to the source CMS system with administrative privileges.
Select Options—Security—Certificates—Trusted Certificate.
Select a certificate, and then click Export.

Save the certificate locally.

Repeat steps 2 and 3 for all certificates listed on the Trusted System Certificates page.
Copy all exported certificates to the target CMS system.

Sign-in with administrative rights to HP SIM on the target CMS.
Select Options—Security—Certificates—Trusted Certificate.
Click Import.

Click Browse, and then select a certificate.

Click OK.

Repeat steps 9 through 11 for all certificates.

Using the Replicate Agent Settings feature

I”é"/’ NOTE: This section assumes agents are already configured to trust the source CMS.

NOTE: This process configures the agentfs to trust only the new target CMS. If trust for the original source
CMS s still necessary, perform steps 5, 6, and 13 (or 16) using the source CMS.
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12.

13.

14.

15.

16.

Log in to the System Management Homepage on the target CMS.

Select Settings—Security—Trust Mode.

Select Trust by Certificate, and then click Save Configuration.

Select Settings—Security—Trusted Management Servers.

Enter the IP address of the target CMS in the field adjacent to Add Certificate From Server.
Click Add Certificate From Server.

Sign-in with administrative rights to HP SIM on the source CMS.

Select Configure—Replicate Agent Settings.

From the Select Target Systems page, select all managed systems that are configured to trust the
source CMS.

. Click Apply Selections, and then click Next.
. Select the target CMS as source and click Next.

Note: If the source system does not have HP SIM installed, proceed to step 15.

In the source configuration settings page, click System Management
Homepage—Settings—Configuration Options Properties, and then select Trust Mode.

Click System Management Homepage—Settings—Trusted Certificate Properties, and then select
Trusted Certificatefor the target CMS.

In the source configuration settings page, click HTTP Server—Configuration—Options Properties,
and then select Trust Mode.

Click HTTP Server—Trusted Certificates Properties, and select Trusted Certificate for the target
CMS.

Click Run Now. The CMS certificates are replicated on the selected managed systems.
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Related procedures

Creating a Replicate Agent Settings task
Exporting a server certificate

Editing a server certificate

Creating a server certificate

Importing a server certificate
Synchronizing certificates

Creating a certificate signing request
Submitting a certificate signing request

Importing a CAssigned certificate

Related topics

Networking and security
Installing OpenSSH
Managing SSH keys

Possible certificate errors

Possible certificate error messages include:

Invalid Certificate Format is displayed in the debug log files followed by
the system this error message corresponds to.

The certificate was being sent from a program residing on a port that one of the HP SIM HP Insight
Management Agent should reside on. Another possible cause of this error is that the certificate sent to
the Central Management Server (CMS) was corrupt.

To correct this issue, verify that the Insight Management Agent running on the client system has not
been tampered with and is running as expected. Verify that no other programs on the client are using
the ports used by HP SIM. If this error continues, contact HP technical support. For information about
the ports that are used by HP SIM and its partner applications, see the Understanding HP SIM 5.0
security white paper at http://h18013.www1.hp.com/products/servers/management/hpsim

infolibrary.html.

Certificate has expired followed by the system name.
The expiration date of the certificate is past the current date.

To correct this issue, verify the certificate expiration date. If the expiration date is past the current date,
then a new certificate must be generated for this system. Otherwise, check the system date and time
on the Central Management Server (CMS). If the CMS is out of date, then correct the date and time
and try importing the certificate again. See “Creating a server certificate” for information about
generating a new certificate. See “Importing a server certificate” for information about importing the
certificate.

Related topics

Networking and security
Server certificates

Trusted certificates

Trusted certificates

Trusted certificates provide the highest level of security. Users with administrative rights can import certificates
from other systems into the HP Systems Insight Manager (HP SIM) Trusted System Certificates List.

The purpose of the Trusted System Certificates List in HP SIM is to maintain a list of certificates in the HP SIM
keystore. Certificates include the HP SIM system certificate and the certificates of managed sysfems that are
trusted by the HP SIM system. These imported certificates are placed in the keystore and are displayed in
the Trusted System Certificates List.
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The Trusted System Certificate List page includes the following options:

e Always Accept If Always Accept is selected, SSL always accepts the certificate presented by a
system in the SSL connection. This setting is the default and is vulnerable to man-in-the-middle attacks,
but it is the easiest option to use.

e Require If Require is selected, you must set up the trust by manually installing the system'’s certificate
into the HP SIM Trusted System Certificate List. This option is the most secure, but it is the most difficult
to implement.

HP SIM provides the following trusted certificate options:

e Import trusted certificate.  Select Options—Security—Certificates—Trusted Certificates, and
then click Import.

e Export certificate  Select Options—Security—Certificates—Trusted Certificates, and then click
Export.

e Delete trusted certificate  Select Options—Security—Certificates—Trusted Certificates, select
the certificates to be deleted, and then click Delete.

Related procedures

e Importing trusted certificates
e Exporting trusted certificates
o Deleting trusted certificates
Related topics

e Requiring trusted certificates
e Administering systems and events
e Server certificates

e Requiring trusted certificates
o Seftting up trust relationships
e Replicating trusted certificates
e Possible certificate errors

¢ Installing OpenSSH

e Managing SSH keys

Importing trusted certificates
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It you have selected Require on the Trusted System Certificates page, you must import certificates that
represent the managed systems you want to trust to the Trusted Certificates List. You can import the certificate
of the system itself on a per-system basis. You can also import the signing certificate of the Certificate Authority
(CA) or intermediate CA used to sign and issue certificates for groups of systems, which simplifies the
maintenance of this list.

NOTE: Only users with administrative rights can import certificates into the HP Systems Insight Manager
(HP SIM) Trusted System Certificates List.

NOTE: HP SIM only supports importing certificates that have public key sizes of 2,048 bits or less.

To import certificates into the Trusted System Certificates List:

1. Select Options—Security—Certificates—Trusted Certificates, and then click Import. The Import
Trusted System Certificate section appears.

2. Next to the Certificate filename field, click Browse.
The Choose file dialog box appears.
3. Navigate to the location of the certificate to be imported, and then select the file name. Click Open.

The certificate is imported.
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Related procedures

e Exporting trusted certificates
e Deleting trusted certificates
Related topics

o Trusted certificates

e Setting up trust relationships
e Server certificates

e Networking and security

¢ Installing OpenSSH

¢ Managing SSH keys

Exporting trusted certificates
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Export the HP Systems Insight Manager (HP SIM) server certificate to a file to facilitate deployment of the
certificate into your browser, enabling the browser to properly identify the HP SIM server. This certificate is
a public document, so it does not need to be kept private. However, because the certificate is kept publicly

accessible, you must ensure that it cannot be modified.

Only HP SIM users with administrative rights can export the HP SIM system certificate from HP SIM.

NOTE: The system certificate can be exported as a Base64 encoded certificate. The exported certificate

can be imported into a browser or a system's or the Trusted Management Systems List.

Exporting the system certificate from HP SIM

To export the system certificate from HP SIM using Microsoft Explorer:
1. Select Options—Security—Certificates—Trusted Certificates, and then click Export.
The File Download dialog box appears.

2. Select the location for the file to be saved.

3. Enter a file name and click Save to save the certificate as a Baseé4-encoded X.509 certificate. This
file can be imported info a browser or managed system for authentication of the Central Management
Server (CMS) during a Secure Sockets Layer (SSL) connection. You can click Cancel to cancel the save

operation and return to the System Certificate page.
To export the system certificate from HP SIM using Mozilla:
1. Display the certificate in a new browser window.
2. Select the entire contents of the browser window that includes the certificate.
3. Copy the selected text to the clipboard.
4. Paste the text into a text editor, and save the file with a . CER file extension.

Exporting the system certificate from the browser (Microsoft Internet Explorer only)

1. View the HP SIM system certificate using one of the following methods:
e From the Internet Explorer browser menu, select File—Properties—Certificates.

e Double-lick the Lock icon in the lower right portion of the browser to display the Certificate
dialog box.

The Certificate dialog box appears.
2. Click the Details tab in the Certificate dialog box.
The Details tab appears.

3. Click Copy to File.
The Certificate Export Wizard launches.

Trusted certificates
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4. Click Next.
The Export File Format dialog box appears.

5. Select Base-64 encoded X.509 for the export file format. Click Next.
The File to Export dialog box appears.

6. In the File name field, enter the file you want to export. Click Next.
The Completing the Certificate Export Wizard dialog box appears.

7. Click Finish. You can click Back to return to the previous page or click Cancel to cancel the export
operation.

A message appears indicating that the export is completed.
8. Click OK.
Related procedures
e Importing trusted certificates
o Deleting trusted certificates
Related topics
o Trusted certificates
e Setting up trust relationships
e Server certificates
e Networking and security
¢ Installing OpenSSH
e Managing SSH keys

Deleting trusted certificates

JAN

Delete certificates from the Trusted System Certificates List to remove them from the HP Systems Insight
Manager (HP SIM) keystore.

CAUTION: The delete process is irreversible. Use this feature with caution!

To delete certificates from the Trusted System Certificates List:

1. Select Options—Security—Certificates—Trusted Certificates.
2. Select the certificates to be deleted.

3. Click Delete. A dialog box appears.
4.

To delete the certificates, click Yes, or to cancel the delete process and return to the Trusted System
Certificates page, click Cancel.

The certificates are deleted from the Trusted System Certificates List.

Related procedures

e Importing trusted certificates
e Exporting trusted certificates
e Requiring trusted certificates
Related topics

o Trusted certificates

e Server certificates

e Networking and security

¢ Installing OpenSSH

e Managing SSH keys
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Requiring trusted certificates

Trusted system certificates are certificates that represent managed systems. Enabling the Trusted System
Certificate option enables HP Systems Insight Manager (HP SIM) to authenticate the remote managed system.
For ease of use, this option is disabled; this scenario is typical and maintains a high level of security. For
maximum security, this option should be enabled, which requires extra configuration.

If Require is enabled, when HP SIM attempts to make a Secure Sockets Layer (SSL) connection to a managed
system, a certificate representing that system must be found in the HP SIM keystore or the SSL connection
and attempted operation fails. The attempted operation fails as well. The certificate representing the system
can be the system's SSL system certificate or the Certificate Authority (CA) level certificate that was used to
sign the system's certificate. For large numbers of systems, using having a handful of CA-level certificates to
sign all the system certificates can simplify the management and maintenance of the system certificates.
However, this option requires the presence of a certificate system in your environment, or the services of a
third-party security company.

é CAUTION: If you select the Require option, a warning message appears, indicating that certain features
work only for systems whose certificates are represented in the Trusted Certificate List.

The HP SIM Trusted System Certificates List is only used when the Require option is enabled.

I’i'j/r IMPORTANT:  Changing the Require option can adversely affect the operation of HP SIM. Carefully read
: and understand the warning described in this section.

When using a CA-level certificate, any valid certificate signed by the CA-level certificate is accepted by HP
SIM, whether it is already issued or issued at some point in the future.

To enable the Require option:
1. From the Administer tab, select Options—Security—Certificates—Trusted Certificates.
The Trusted Certificates page appears.

2. Select Require. This sefting restricts the CMS from accepting any connections other than SSL connections
with managed systems. The managed systems must have a certificate in the Certificate List. This option
does not affect browsing to the CMS.

A warning message appears indicating that certain features work only for systems whose certificates
are represented in the Trusted System Certificates List.

3. To require trusted certificates, click OK . To disable the Require option and return to the Trusted
System Certificates page, click Cancel.

To disable the Trusted System Certificates option:
1. From the Administer tab, select Options—Security—Certificates—Trusted Certificates.
The Trusted Certificates page appears.

2. Select another option.

3. Click OK, or to leave the Require option enabled and return to the Trusted System Certificates
page, click Cancel.

Related topics

e Importing trusted certificates
e Exporting trusted certificates
e Deleting trusted certificates
¢ Installing OpenSSH

¢ Managing SSH keys

Setting up trust relationships

The following sections detail how fo set up a trust relationship between an HP Systems Insight Manager (HP
SIM) CMS and a managed system.
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Configuration of the managed system

ré-)/

For Single Login and Secure Task Execution (STE) to function properly, the managed system must be running
a supported agent and be configured to trust the HP SIM server. The trust mode is configured from the System
Management Homepage (SMH). The following trust modes are available:

Trust By Certificate. The Trust by Certificate mode sets the System Management Homepage to accept
configuration changes only from HP SIM servers with trusted certificates. This mode requires the submitted
server to provide authentication by means of a digital signature and certificates. This mode provides the
highest level of security because it verifies the digital signature before allowing access. HP recommends this
option.

NOTE: If you do not want to enable any remote configuration changes by HP SIM, leave Trust by
Certificate selected, and leave the list of trusted systems empty.

Trust By Name. The Trust By Name mode sets the System Management Homepage to accept certain
configuration changes only from servers with the HP SIM names designated in the Trust By Name field.
The Trust By Name option is easy to configure, and prevents nonmalicious access. For example, you might
use this option if you have a secure network with two separate groups of administrators in two separate
divisions. It prevents one group from installing software to the wrong system. This option verifies only the HP
SIM server name submitted, not the digital signature.

Trust All. The Trust All mode sets the System Management Homepage to accept configuration changes
from any system. For example, you could use the Trust All option if you have a secure network, and everyone
in the network is trusted.

NOTE: For Trust By Certificate, the certificate from the HP SIM system can be installed during the initial
support pack deployment. See “Initial Proliant Support Pack Install” for more information.

Importing the HP SIM certificate over the network

It you prefer importing the HP SIM certificate from a file, see Importing the HP SIM certificate from a file for
more information.

1. From a web browser, navigate to the managed server using the address:
https://managed-server:2381. The System Management Homepage appears.

2. log in to the System Management Homepage.

3.  On the Settings tab, select System Management Homepage—Security.

4. Click Trust Mode. The Trust Mode page appears.

5. To require trusted certificates, select Trust by Certificate.

6. To save the trust mode, click Save Configuration, or to cancel all changes, click Reset Values.

7. Click the browser Back button to return to the Trust Mode page.

8. To access the Trusted Management server certificate, click Trusted Certificate.

9. In the text box next to Add Certificate From Server, enter the name of the HP SIM server that contains
the certificate to be added.

10. Click Add Certificate From Server. The certificate information is presented for verification before it

is added to the list.

Note: Because this is a nonsecure request over HTTP, a malicious party could intercept the request and
substitute an untrusted certificate in response to the request. A more secure method for obtaining the
HP SIM certificate is described in the “Importing the HP SIM certificate from a file” section.

11. Verify the certificate information. , If you want to add it fo the Trusted Certificate List, click Add Certificate
to Trust List.

Note: If you are setting up a trusted certificate on a cluster, see “Cluster” for more information.

Importing the HP SIM certificate from a file

1. Export the HP SIM server certificate from the HP SIM server to a file. See “Exporting a server certificate”
for more information.

2. Place the certificate file in a file location that is accessible by the file system of the managed system.
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3. Browse to the managed system, and using a text editor (such as Notepad), open the HP SIM server
certificate created in step 1.

4. Highlight the entire contents of the file, including the Begin Certificate and End Certificate lines. Copy
the highlighted contents of the certificate file to the clipboard.

5. Return to the managed system browser and then select the HP SIM Certificate Data box.

6. Paste the contents of the certificate file into this box, and then click Add Cert. A confirmation window
appears with three links at the top.

7. Click Options, and scroll down to the Trusted Certificates section. The Trusted Certificates: list
appears with the server name and links to View Certificate and Remove Certificate for the HP SIM
certificate that was just added.

Setting up the managed server running Management HTTP Server

Importing the HP SIM certificate

1. Export the HP SIM server certificate from the HP SIM server to a file. See “Exporting a server certificate”
for more information.

2. Place the certificate file in a file location that is accessible by the file system of the managed system.

3. Browse to the managed system, and using a text editor (such as Notepad), open the HP SIM server
certificate created in step 1.

4. Highlight the entire contents of the file, including the Begin Certificate and End Certificate lines. Copy
the highlighted contents of the certificate file to the clipboard.

5. Return to the managed system browser and select the HP SIM Certificate Data box.

6. Paste the contents of the certificate file into this box, and then click Add Cert. A confirmation window
appears with three links at the top.

7. Click Options, and scroll down to the Trusted Certificates section. The Trusted Certificates: list
appears with the server name and links to View Certificate and Remove Certificate for the HP SIM
certificate that was just added.

Requesting the HP SIM certificate

Enter the HP SIM server name in the appropriate field, and then click the corresponding Get Cert button.
The managed system makes an HTTP request directly to the HP SIM server for its certificate.

Note: Because this is a nonsecure request over HTTP, a malicious party could intercept the request and
substitute an untrusted certificate in response to the request. A more secure method for obtaining the HP SIM
certificate is described in “Importing the HP SIM certificate” for more information.

Onboard Administrator configuration

To enable Single Login support in Onboard Administrator 1.20 or later, see the Onboard Administrator
documentation.

HP StorageWorks Command View EVA configuration

To enable Single Login support in HP StorageWorks Command View EVA 6.0 or later, see the HP
StorageWorks Command View EVA user guide.

With HP SIM 5.2 and later, the cv-tools.xml file is automatically installed and configured. An account
in HP SIM based on the default administrator template will have administrator rights in Command View EVA
and an account based on the default user template will have user rights in Command View EVA.

HP SIM configuration

System identification

A system identification task must be run at least once on any managed system for HP SIM to know that the
system supports Single Login and Secure Task Execution, or these features do not function.

Certificates for trusted systems

If you have enabled Require on the Trusted System Certificates page (select
Options—Security—Certificates—Trusted Certificate), import certificates that represent the managed
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systems you want the HP SIM server to trust into the Trusted System Certificates List of HP SIM. For the
managed system certificate, you can use the system certificate, or, if applicable, the certificate the Certificate
Authority (CA), used to sign the system certificate.

I”é"/‘* NOTE: If Require is disabled on the Trusted Certificates page, then Trusted System Certificates List is
not used, all certificates are accepted, and you can omit this section.

Before importing system certificates into the HP SIM Trusted System Certificates List, export the certificates
to a file in Distinguished Encoding Rules (DER) or Base64-encoded format. To obtain the system certificate,
you can:

e For Windows system with which you have access to the file system, copy the certificate from the file
c:\compag\wbem\cert .pem in Baseé4-encoded format, to some place accessible by HP SIM or
access it directly if it is already accessible by HP SIM.

o Export the system certificate while browsing to the system. Select File—Properties from the browser
menu. Click Certificates. Click the Details tab, and then click Copy to File. Export the certificate as
a Base64-encoded X.509 file.

To obtain the CA certificate, contact your CA, or see the documentation provided with your certificate server
software. To import managed system certificates into the HP SIM Trusted System Certificates List:

1. Select Options—Security—Certificates—Trusted Certificates, and then click Import. The Import
Trusted System Certificate section appears.
2.  Next to the Certificate Filename field, click Browse.

The Choose file dialog box appears.

3. Navigate to the location of the certificate to be imported, and then select the file name. Click Open.

The certificate is imported.

Note: If you are setting up a trusted certificate on a cluster, see “Cluster” for more information.

Suppressing browser warning messages

To suppress browser warnings regarding untrusted certificates when browsing to an HP SIM managed system
import the certificates info the browser.

1. Open Internet Explorer, and browse to the managed server at https:/imanaged server:2381 or HP
SIM at https://sim_server:50000.

On the Internet Explorer Security Alert, click View Certificate.
After reviewing the certificate, click Install Certificate.

Click Next.

Click Place all certificates in the following store.

Click Browse.

Select Trusted Root Certificate Authorities, and then click OK.
Click Next.

9. Click Finish.

10. Click OK.

Related procedures

®NO O AN

e Creating a certificate signing request
e Submitting a certificate signing request
e Importing a CAssigned certificate

e Exporting a server certificate

. Setting up managed systems

Related topics

o Server certificates

e Trusted certificates
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Creating a Replicate Agent Settings task
Installing OpenSSH

Managing SSH keys
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9 Monitoring systems, clusters, and events

You can monitor systems, clusters, and events using the tools in the System and Event Collections panel.
These tools enable you to locate more information about systems and events and quickly select systems to
perform fasks. From System and Event Collections panel, you can quickly access the System Overview
page, the All Systems page, and the All Events page. You can also save searches in private collections
under Systems or Events. See “Saving collections” for more information.

I”_‘f/r NOTE:  If you upgraded from HP Systems Insight Manager (HP SIM) 4.x to HP SIM 5.x and you used the
= My Favorites feature, the My Favorites subfolders and folder contents are migrated under the Private
collections.

About collections

Systems and events are grouped into collections based on information from the HP SIM database. After a
collection is defined, you can display the results or associate the collection with a task. You can also save
an edited or unedited collection as a collection with another name.

You can use collections to organize large numbers of systems into smaller, more meaningful groupings. For
example, your organization might have five system administrators who are responsible for 100 different
systems in six different buildings. You can create a collection for each administrator that includes only his
or her systems, or you can create a collection for each building that includes only the systems located in that

building.

Types of collections
The following types of collections available in HP SIM:

e Bymember When creating a collection, you can select exactly which specific systems or collections
you want to include. From the Customize Collections page, click New. The New Collection section
appears. Select Choose members individually. When creating event collections, you cannot select
individual events. You can select other event collections only to create a convenient hierarchy.

When creating event collections, you cannot select individual events. You can select event collections
only fo create a convenient hierarchy.

e Byattribute  When creating a collection, you can describe the contents of the collection by the
attributes of its members. Collections defined by attributes are dynamic because each time they are
invoked, the contents are determined again. Many attributes can be used to create collections, including:
system name (full or partial), operating system, system type, and so on. For event collections, attributes
could be cleared status, type, severity, time, and so on. See “Saving collections” for more information
about search criteria and attributes. Multiple attributes can be combined to create the exact group of
systems or events required. You create collections by attribute when you click Save As from the
Advanced Search page. See “Searching for systems and events” for more information about performing
a system or event search.

Complex collections that contain individual collections or a number of search criteria require more
system resources to run. Therefore, it is important to keep the collection as simple as possible to minimize
the performance impacts of individual tasks. This advice applies to collections by attributes only.

|”_‘£/;' NOTE:  In HP SIM releases prior to version 5.1, you could specify system attributes when creating

= event collections. If you upgrade to HP SIM 5.1 from any previous version of HP SIM, and you have
event collections that include system attributes, the collection is divided into three different collections:
one with the same contents as the original collection, one that includes the system attributes only, and
one that includes the event attributes only. The original collection becomes a combination collection
that contains an event collection with only the original event information, and a system collection with
only the original system information. For example, if you had a collection named MyServersEvents in
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previous versions of HP SIM that included system attributes, this collection would be migrated into three
new collections: MyServersEvents-combination, MyServersEvents-systems, and MyServersEvents-events.

e Combination collections  This form of collections enables you to bind together a system collection and
an event collection. These collections enable you to reuse and recombine system and event collections
you have created.

See the Collections in HP Systems Insigh